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Summary: In this paper the author tries to set boundaries between
economic and cyber crime and examine specifically the notion and the
costititutive elements of computer fraud prescribed by the article 386A
Greek Penal Code. He also expresses his serious preoccupation
concerning the assimilation or the separation of this kind of fraud from
the “common” fraud prescribed by the article 386 Greek Penal Code.

More specifically, the traditional formulation of the fraud provision
presupposes that the offender influences the mind of another person by
false information or by illegal concealment or suppression of facts.
Consequently, computer manipulations constitute fraud only in cases in
which a person checking the data has been deceived. Therefore, Law No
1805/1988 added a specific provision which punishes as fraud,
(COMPUTER FRAUD) computer manipulations made with the intent of
enriching the offender or another with unlawful gain even if no person
has been deceived. Protected legal interest is property.

The opinion that general financial interests, are additionally
protected cannot be approved because of the comparison of the new
provision with the traditional fraud offence.

The enumeration of the modes of perpetration has indicative
character. Improperly programmed is a computer when the results do not
correspond to the will and the intention of the right holder.

Interventions of a program are all the manipulations during the run
of a program.

With the use of incorrect or incomplete data the legislator covers
most of the cases that were not punished by the traditional provision of
fraud. Incorrect is the data if it does not correspond with the reality, and

incomplete when it expresses only a part of the reality to which it refers.



The element of interference with the course of data processing has
been considered to include every intervention which is not covered by the
above mentioned ways of perpetration. This includes any intervention
with the hardware of the systems as well as all consol-or output
manipulations. This modus operandi is very valuable because it can cover
abuses of cash dispensers since there is no other penal provision which
punishes them.

In the traditional crime of fraud it is important that the person
deceived makes a disposition of property. In Art. 386A Greek Criminal
Code such an element does not exist and the question arised whether or
not this disposition is necessary. A disposition of property is an element
connected with the concept of fraud. And because the expressed will of
the legislator was to create a provision similar to the traditional fraud
crime, the disposition of property remains a conditio sine qua non of the
provision.

If we accept that the disposition of property is not a necessary
element of Art 386A the new crime does not contain a very important
characteristic of fraud: the victim suffers damage through its own action.

In the case of computer fraud the “victim” is the computer and the
relation between the criminal behavior and the damage of a property
consists of the disposition which is the result of the manipulated data
processing. In accordance with the traditional crime of fraud, it is not
necessary that the computer which makes the disposition of property
belongs to the person who suffers the loss (e.g. in case that a manipulated
computer of a bank charges its clients with non-existing bills, so-called
triangular fraud).

By closing this summary we must say that a consequence of the
development of information technology is that in a lot of cases the

existing provisions can not solve the new legal problems arising and
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that’s because the technology runs faster than the law. Therefore, an
adoption of specific provisions in some parts of the law (legislation on the
protection of trade secrets, copyright law) and the addition of new parts is
indispensable. Additionally, the transborder character of information
makes an international cooperation and coordination for the solutions
proposed and adopted necessary and the assistance of the information
technology industry during the empirical researches of academics and

scientists valuable.

The Author: Constantinos D. Alexandropoulos.
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INPOAOI'OX

AvTtikeipevo ¢ Tapovoas LEAETNG lval, OTTOC EEAAAOL avapEPETOL
Kol otov  TiTAO NG, 1 oUYXPOVN]  MNAEKTPOVIKY]  (OIKOVOWIKY))
EYKANUOTIKOTNTA Kol E0IKOTEPA 1] OGYEON-GVVOEST TNG UE EVA OLOPKMC
aLEAVOUEVO KOl YVOGTO GTOVG TEPIGCOTEPOVS EYKANUO TNV OTATN UE
NAEKTPOVIKO VTOAOYIGTY|, M omoio TpoPAémetal mG avToTEA®MS asidmotvn
npéén otov Iowikd pag Kdduca oto pdpo 386" TI.K
'Hon woto6c0, and tov Titho g HEAETNC avTilouPdveTor Kavelg v
EVPNTNTA EVOG TETOOVL EYYEPNUATOC, TOVS KIVOUVOVLES TTOL OVOLPVOVTOL
oTNV OWPAYUATELGN TOL, OAAQ KOU TIC TEPLOPIGUEVEG OLVOTOTNTEC
avATTUENG TOL GTO TAOUGLOL OGS OITAMUATIKNG EPYOCIOC.

H moapodca mpoomdbeia otoyo €xel va e€aviinost Oepoatikd Tig
EMUEPOVG EVOTNTEG OGO ALTO givan dvvatdv, vo avadeilel Tic eeMEelg
GTNV GUYYXPOVT NAEKTPOVIKT] EYKANUATIKOTNTO KAl T S10GVVOEGT] TOVG UE
TOWIKA KOAAGUUES CLUTEPIPOPES, VO GLYKPIVEL AVTIOTOLYES SLUTAEELS LE
10 386" ILK, dote vo pmopécovv va eEaybodv opiopéva ac@oin
CUUTEPAGLOTO GE OYECT) LE TNV OMOTEAECUOTIKOTNTO TOV KUVOVOV
dwoiov oAAG Kol TOv €VPLTEPOL VOUIKOD TAMGIOL 7oL OEMEL TO

dradiktvo aArd kot Toug H/'Y otn ydpo pog aArd kot s1edvag.
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2. Evoayoyn

H poaydaia avémtoén, duddoomn kot ypnorn vEOV TEXVOLOYLDV,
wloitepa TEYVOAOYIDV TANPOPOPNONG, OALALEL Ta dedouéva TNG
EMKOWVOVIOG 6€ OAOVGC TOLG TOUEIC TNG KOW®VIKNG {ong, amd v
TOALTIKY], TNV OIKOVOUIO KOl TO, LEGO EVIUEPMONG €M TIC EMIGTNLEG,
NV eKmaidevon Kot v téxvn. H petapopd dedopévav oe peydAong
OYKOVG HECO TOV «AE@POPOV TNC emkowaviacy', 1 dnpovpyio
OTOKEVIPOUEV®OY  OIKTVMV HE TAYKOOUO OldoTOoT, ONME To
d0PLPOPIKA GLGTHUATA, | OGVPUATN THAEP®VIO 1| TO dldiKTLO, Ot
EQOUPUOYEG TNG TOVTOYPOVNG LETAPOPAS KEWEVOV, EKOVOV Kol
dedoUEVOVY (TOAVIESH) KO O1 VEEG TNAETIKOWVMOVIOKEG VITNPEGIEG TOL
GLVOLOVTOL LE OVTA AAAL KOl YEVIKA Ol TPOTOYVOPES dSVVOTOTNTESG TNG
YNOOKNG TEXVOAOYIOG OvVOlyouv €VIEAMS VEEG TPOOMTIKEC OGNV
emKowvovio Kot v kaOnuepwvn pog (on, oAAA  cuyxpOvVeC
daypapovv Kat GoPapoic Kivohvoug yioo tnv eAevfepn EKppacn Kot
™V OAN dtapdpewon g CoNg Hog.

O yopog toVv dwkaiov dev Ba pmopovoe PePaing va petvet
OVETNPENOTOG oo aVTEG TIG petafoAés. [payuart, n petdfaon oe pa
KOW®OVIioL TOV TANPOQOPLOV OTOCYOAEL OAO KOl TEPIGGOTEPO TN
VOLIKN €MGTAUN Kot tpasn, aitepo 6to medio tov Anpociov kot
tov [lowikod Awaiov, 6mov avalntodvtor to KOTAAANAQ VOUIKE —
dwoukd mAaiclo, Yy vo umopEcovy vo TeBo0V o1 VEEG LTOJOUEC
TANPOPOPNONG KO ETIKOWVAOVIOG GE LU0 OTOTEAEGLLATIKY] KOVOVIGTIKT
TaEN.

[Switepa 6T0 YDOPO TOL TOWWKOV AlKoiov TO EPMOTNUA TOV
TPOKVTTEL QIO T1 GYECM SLOOIKTVOV KOl TOWVIKNG Vouobesiag ivat: o)

Av o moykoéouog 10td¢ (internet) pmopel va ereyyBel and amdyemc

! BA. evdewctikd Hiltry, Reto M., Information Highway, Bern Miinchen 1996.



TOWIKNG GLUTEPIPOPAC B) AV 1 &v Yével ypnomn evOg NAEKTPOVIKOD
VIoAOYIoT] 1 €vhg diktvov H/Y mov ovvdéetar  evovppato 1
ACUPUOTO  UTOPEL VA  TPOKAAEGEL KIWOUVOLS TOV  EVOEYOUEVMG
TUTOTOLOVV  EYKANUOTIKEG GULUTEPIPOPEG MO YVOOTEG M- Ko
TPOTOYVOPEG GTO YPNOTY. ¥) AV OUTEG Ol GUUTEPLPOPES EIVOIL IKOVES
and puoveg tovg va empépovv PAAPN oto Bvua 6) Av umopovv va
TILOPNO0VV Kot cOUP®VO LE OO dikoo 0oV 0 TOTOC TEAEONG T®V
GUYKEKPIUEVOV TTPAEEMV deV glval EDKOAO VAL EVTOTIGTEL.

H oamdvinon ota mopoamdve epotiuote €ivor mapo moAD
d0oKOAN Ko eKTEIVETAL G€ TOAD TTepropiopévo Topea. Kot avtd yiati n
teyvoloyio e€ediooetal TOG0 ypnyopa, mov M vopobecia 660 kot av
npoonafel  advvatel va v mpoptdcel. EmumAéov vy v
OVTIHETMOMION TOL EYKANUOTOS OTOV  KLPEPVOYMPO  amoutovvToL
€EEIOIKEVLEVES YVIOELS TOGO GE TEYVIKO 000 Kot o€ vouiko emimedo. H
OmOKTNON TOV YVOGEDV GVTAOV OO VOULKOVS, TOL EXOVV GYECT LE TNV
épevva, dlmEN Kol ekdiKaoT TV GYETIKOV VToBEcE®Y, amoTerel Eva
amd to onuovTikoTEPa TpoAnata Kae moAtteiag.

AVTIKEILEVO TOV EMOUEVOV OVOTTOEE®MV GUVETTADG ol amoTEAEGEL
N oxéon Iowiwkod Awaiov kot S10d1kTHOV, 1| TOWIKY] TPOGEYYICT) TOV
EYKANUOTOG GTOV KUPEPVOYMPO, 1| GUVOEST] TNG NAEKTPOVIKNG HE TNV
OUKOVOUIKT] EYKANUATIKOTNTO KOl KUPI®G 1] GUVOEST] TG NAEKTPOVIKTG
EYKANUOTIKOTNTOG UE UL CVVEXDS EEEAMGGOUEVT LOPPON OTATNG OVTN
NG OATNG LLE VTOAOYIGT TTOoV 1O oprobeteiton movikd amd To ApHpo
386A tov [Towvwkov pag Kodwka.

To ev Moym apBpo mpootédnke otov EAMAnviko Tlowvikd Kmdwka pe
tov N.1805/1988, 0 omoiog tpomonoince 1 GUUTAPMOOE TIC CYETIKES
dratdéerc Tov oo Kmdwa (apbpa: 13y, 370B, 37017, 386A I1.K)

01 OTO{EC QLPOPOVV TOL EYKANUATO TOV SIOTPATTOVTIOL LLE NAEKTPOVIKOVGS



vnohoyiotéc (Computer crimes).” T v emoyn tov OempriOnke
apKETE TPMOTOTOPLOKO. AlopopPadnke akoAoLO®OVTOG WG TPOTLTTO TNV
avtiotoynm vepuavikn owdtaén tov apbpov 263A tov ['epuavikod
[Towvwov Kddwa (263a StGB), 1 omoia pe ) oepd ¢ elxe elcoyOel

otV epuavia poig 6vo ypdvia vopitepa to £tog 1986.

Yxomog g Béomiong g oOwtadng kot mPOPAEYNS TS ®G
OIOVVLOL EYKANUATOG, NTAV, OTTOC AAAMGTE Kol GE QLT TNV 101 TNV
EIONYNTIKNY aLTNC €kOeom avapépeTar, va KoAveOel 10 VopoOeTikod
KEVO TTOL OVEKLYE GTNV TTPAEN, UE TN payoaio avamTuEn GLGTNUATOV
NAEKTPOVIKOV TANPOUDY, TOV GLVIGTATO 6TO OTL M O0dTadn g
KAUGIKNG OATNG OV UTOPOVCE VO KOAVYEL TOPAVOUEG COUTEPLUPOPES
TOL  OlOMICTOVOVIOY OAOEVA KOl  GLYVOTEPU OTIS GCUYYPOVEG
NAEKTPOVIKEG LOPPES GLVOALAYDV, OOV M peTdBeon g meplovsiog
yivetor avtopoto (MAEKTPOVIKA) UECH MAEKTPOVIKOD VLTOAOYLOTH,
YOPIG TNV TOPOUIKPT) TAPEUPOAN GTNV OAOKANPOGT TG O0dKAGTOG
MG TMEPOVGLOKNG HETAOEONS OLOVONTTOTE  PUOIKOD  TPOCMOTOV,
approdiov va AapuPAavel amopacels, vo dlevepyel TPOANTTIKO EAEYYO, VO
eykpiver, va yopnyel kot &v TACEL TEPMTMOGCEL va. OlEVEPYEL TNV
nmeplovclokn owafeon. O AOYOG MOV Ol CUUTEPLPOPEC OVTEG OV

UTOPOVGAY VO OVTILETOTIGTOOV UE TN SATOEN TNG KOWNG OmiTng,

2 A&iCet petald dAov vo onpetobel 6t o N.1805/88 mpocédsoe otov Mowikd pag Kdduco kot
mv dwtoén tov dpbpov 370I'm.k oAAd Kot oto épbpo 13 y v €vvoln TOL «NAEKTPOVIKOD
EYYPapov» avoeépetal €16t 610 gv AdY® GpBpo OtL « Eyypago eivar kot kdbe péco 1o omoio
XPTOYOTOLEITOL OTTO VTOAOYIOTI| 1 TEPIPEPELNKT] VLT VITOAOYIGTH UE NAEKTPOVIKO, LOyVNTIKO 1|
Ao TPOTO, Yi0 EYYPAPT|, OTOONKELGT, TOPOUYOYT 1 OVATOPUY®DYT] CTOLYEI®V OV SEV LITOPOVYV VOl
dwPoactodv queca , OTOG emiong , Kot ke LoyvnTiKO , NAEKTPOVIKO 1| GALO VAIKO GTO 01010
€YypapeTal 0moladNTOTE TANPOPOpia 1 KOV , GOUPOAO 1| YOG, OWTOTEAMG 1| OE GLVOLOCUO ,
€POCGOV TO LEGH KOl TO VALK ovtd Tpoopilovatl 1 eivat mpdoopa vo anodei&ovv yeyovoto mov
&youv évvoun onuocic.» H dvvardomto anobnkevong kot emefepyaciog otoryeiov , 1060 610
dpodco 660 Kot otov W1mTIKO Topéa mepthapfdvel BEPata kKot TOAAG andpprta. Emeidn vrdpyet
kivduvog Oyt pdvo dieicdvong e avTd OAAG KOl OVILYpaENS TOLG KOOMG Kot GAA®V TPOT®V
mapafiocng aVTOV TOV aTopPPITAV , Ol LOPPEG AVTEG GLUTEPLPOPES, Tov ovopdiovtal cuviBwG
«KOTOoKOTELD VTOAOYIGTMVY (computer espionage), TpoPfAEmovTal Kot TipmpovvTal oto pbpo 370
B ILK ap.1 mov npoctébnke otov I1.K pe to N. 1805/88.



kadiotoatal caehg NN omd TV omAn avayvoon e odtaéng Tov
apBpov 386 I1.K kot exkdnAmverar og 600 GTOLYEID TNG OVTIKELLEVIKNG
vnootaong: o) «Onmoiog ue okomd vo. omokouioel o i010¢ 1§ dALog
TOPOAVOUO TEPIOVOIOKO OPelog Plomter Cévn meprovaia melbovrag
KAmolov....» Aypopo oTOEl0 TNG OVTIIKEWEVIKNG LTOGTACNC TOV
EYKANUOTOG TNG QTATNG, OALL AOYIKO TPOUTOUTOVUEVO QVTNG, Eival N
onmovpyio. mAdvne oe ekeivov mov mpoPaivel GTNV TEPLOLGLOKN
ouafeom. Avtr| mpodmobETel vonTiKn eMKOveVio, HETAED OpAGTN Kot
TAOVOUEVOD. Apo TAavOUEVOS umopel va glvor uoévo dvOpwmog,
QLGIKO TPOGMOTO.

B) «.oeernnnn. reibovtog komolov ge mpaln mopaleiyn n avoyn....» O
TAUVOUEVOC TTPEMEL Vo, €lvol KATo10G, 0 omoiog dvvartat va mpoPel oe
TPAcn, maparetyn N avoyn mov evéyxel meplovctokn owdbeon. Ko wg
TPOG TO OTOLEl0 aVTO elval caeég OTL Lovo AvBpmmoc pmopel va
eVVoeiTal amd v &v AOY® O01dtaln, aeov €§ opiouod Kot Kotd TO
YAOGOIKO vonuo g owdtaéng, wovo Aavlpwmor pmopovv  va
wpofaivovv o mPAEN, mopdAElYn M Ovoyr. ZVVERNDS KOTA TO
YA®Go1Kd vomua tov apBpov 386 IL.LK n kown amdn mepropileton
UOVO OTIC TEPWTAOGELS OV o) N EEvn meplovcia PAdmTeTon pe v
TOPATAGVION KOO0V QLGIKOV TPOCMOTOV Kot ) 1 MEPLOVCLOK
dudBeon pe mpdén mapaAiewyn M avoyn yivetor €miong omd QUOIKO
npdceno.’ 1o maperfdv kat ing ot Tepuavia, gixe omd Kamoovg
vrootnPdel OTL TEPUTOGELS AVAAOYEG UE TIG £0M €PELVMUEVES Oa
pumopovoay vo vrayxfobv Kol va OVTILETOTIGTOOV e T dtdTaln g
KOWNG OamaAtng, HE TO EMyElpnuo OTL TO TPOYPOUUATICUEVO OO
avOpomo unydvnuo umopel €v HEPEL VAL TOV VTOKOTOGTNCEL GTNV
AelTovpyiot TOL KOl LWO CLTAV TNV €VvOoll €ivol Kol TO Ny OVNLLoL

APEVOC OEKTIKO TOpOmTAGVNoNG Kol EAmATNONG Kol OPETEPOL 1KOVO

3B, AIT 1277/98 Tow A 2/1999 ceh 113.



va TpoPel 6g mEPLOLOIOKY] 0140E0M GOUPOVA LE TOV TPOYPOUUUATIGULO
t00.* H vrnoymyy 061060 TOV €80 EPEVVOLEVOY TEPITTOCEDY OTN
dwtaén mepl Kowng amdtng opbd xatd TN yvoun tov ypapoviog
amoppinteTal 6yeddv opudewva ot Bewpio Kot T voporoyio apov
adVVOTEL VO OMAVIGEL TEIGTIKA GTIC TOPOTAVE® €VAOYEG EVOTACELC.
Agv givar de toyaio 6tL TOAAOL cuYYpapeic TapaAeitovy oladTOTE
avapopd 6ToV TPOPANUATIGUS aVTO KOl GTNV OVTIKEEVIKT] VTOGTOCN
MG KOwng omdtmg, mn otoyebétmon g omolog Oewpeiton
avtovontag ott Tpémet vo, amokhelotel.” Bk Tov avetépm TpoKOmTEL
o1t 1 Beopobétnon g dtagng tov dpbpov 386A I1.K xpinke ko
glvol Tpdypott avaykoio yioo vo KOADWEL TNV TVToAOYio. TV OAoEva
Kol oLYVOTEPL TAEOV EUPOVICOUEV®V TEPIMTMOEWV, OTIC OMOIEC O
OpoTNG — YW VO YPNOIUOTOMGOVHE &vav  un  OOKIHO  OAAG
TEPLYPUPIKO OPO — «EEATOTA UMY AVILLO.

[TpoPAnuatikés ®otdco eueaviCovtor ol TEPMMTOCES TNG
avainung ypnudtov and ATM pe ypnon kAEppEVNG KAPTAG, TNG
tpaneltkng cvuvaAlayng pnécm internet banking (home banking), ot
TEPUTTMOCEL EKTPOTNG KANGE®V HUEGH TTpoypappdtov v (dialers) ce
YOPES HE VYNAO KOGTOC TNAEQPMOVIKNG GLVOIAAEENS, Ol TEPUTTAOGELS
NAEKTPOVIKOV «yapépratoc oedouévmv (phising)» kot AALES TIG omoieg
Ba avaivcovpe 01e£001KAE 6TOL KEPAANLO TOV OKOAOLOOVV.

[1p6cBeto G6TOY0 TOL TOPOVTOC TOVALATOS Bo amOTEAESEL 1
OMOTEAEGLOTIKOTNTO TOL ¢ Gve vouoBeTuaTog onuepa 1060 OE
oY€oN HE TO OLVEXDSG OLEAVOUEVO MAEKTPOVIKO EYKANUQ, TIC
S0GTAGELS TOV 0TO10V Ba AVAADGOVUE TOPUKATD, OGO KOl GE GYEON

ne ta vopobetnuota GAA®V Yopdv oAld Kot Ta oedvn keipeva mov

‘T TIG LEUOVOUEVEG aVTEG amOyeLs PA. Zduio o [TowXp MO/1999 6el.1061 vroonp. 22.

> BL.Offadia X. Noypio Z0yXpoves Lop@éG NAEKTPOVIKHAG AGTNG OTIC Tpomelikég GuvaAhayés . Te
Tynrticd Topo yuo to Nikdlao Avdpovidxn ABva 2003 ceh 474 en. alAd Kot Zauiov Loeh.1061
vroonu 27.



a@opovV TO CLYKEKPIUEVO BEpH Kot omd To omoio TPOKOITOVY Kot
Oelvelc deGUEVCEIC GLUUOPP®ONG TNG YOPOS HOG ®OC TPOG TNV
TUTOTOINGT] GLUYKEKPIUEVOV EYKANUOTIKOV LTOGTAcE®V (Tl omoia
nopatifeVIol 6TO TAPAPTNUE VOUOOETIKOV KEWWEVOV GTO TEAOG TNG
gpyaciag), kot Ta omoio o mpoomadncovpe va Tpoceyyicovue TOGO

GUYKPLTIKA OGO Ko KPLTIKA.

3. A1001KTVO KUl AlKO10

H mpocéyyion tov vopkov Ogpdtov mov a@opodv tov
KuPBepvoydpo evéyel ™ SVoKOoAin 0Tt TpoimoBETEL OY1 LOVO VOLUKEC,
oAb ©¢ éva Babud TovAdyoTov Kot TEXVIKEG YVAOcES. Efvar moAd
dvokoAo va avtiinedel kdmoloc ta ovuPaivovia oto mESIO TOL
EYKANUOTOS OTOV  KLPEPVOYDPO OTMC KOl OTO  EYKANUOTO UE
NAEKTPOVIKOUG VITOAOYIGTEG YWPIC TNV KOTOYN OVTOV TOV TEXVIKDOV
yvooewv. E&loov onuaviikny mapovoidletor mn EAAewym emapkoie
BipAoypagpiog Kot oyeTik®dv apHpmv Kot avtd S10TL T0 £YKANUL GTOV
KuPepvoy®dPo amoTeEAEl OmO TOWIKY £MOYN OYETIKA VEN LOPON
eYKANUOTOG. Avtifeta N avantuén TV CYETIKOV VOUIKOV Oepdtmv
and OOCTIKN Kol EUTOPIKN dmowym £xel olepeuvnBel o peyordtepn
£KTOON O TNV ovVTIoTOLYN TOWVIKT TAELPA Ko avtd eEnyeiton AOym
™G UEYAANG EMPPONS TOL KLPEPVOYMDPOL TOGO GTOV AGTIKO (cUVOYT
ocvuPdoemv St ToOL KLPEPVOYDOPOL K.AT.) OGO KOl GTOV OLKOVOUIKO
topéa (Mhektpovicd epmdpio kAm.).

[Tpo6PAnua exiong dnuovpyeitol kot OGOV apOpd GTNV EAANVIKT

VOLUKN opoAoyia, Yot Katd Kavova T060 1 TeYVIKT OGO KOl 1) VOUIKTY

5 B. Syeticod GpOpo tov Ayyehy 6TV nAekTpoviky Siebbvvon:
http://www.lawnet.gr/pages/eofn/2/cybercrime.asp.



opoloyia eival STLTOUEVT OTO OYYALKA LUE AMOTELEG LA 1] AVTioTOLM
LETOPOPA TOV Op®V OVTOV GTO EAANVIKA Vo UV €ival oute €0KOoAN
ovTE oK.

v kofnuepwvr  mwPoKTIK)  Opwg  moAlol  Opot
YPNOLOTO00VTAL 6TV EEVOYA®GOT d1AGTOGT TOVG, KOTE TPOTO TOV
telvouv va evemuatmbodv kal oto eEAANViKd AeSihdyro. 'Etot oyetikol
e 1o 0épa Eevoyhoooot opot sivan’: cyber crime, Internet crime,
Crime in cyberspace, On line crime, On line computer communication
crime, Digital crime, Electronic evidence x.A.m. Zyetikoi 6potl e to
dpdotn eivar: Hacker, Cracker, Internet freak, Cyber crook, Cyber

freak. ®

3.1 Xyéon eykMnoTog 6TOV KUBEPVOYOPO KL EYKANIOTOS TOV

TELEITUL UE NAEKTPOVIKO VITOLOYLOTY]

To éyxinua mwov teleiton otov KvPepvoympo (cyber crime) sivan
E0IKOTEPT] LOPPT TOL NAEKTPOVIKOD £YKANIATOG (Computer crime), To
omoio pe TN OEPd TOL CLUVIGTE EOIKOTEPT] UOPPN TOL KOOV
eYKAHOTOC, OTOC avtd Tpoodopiletol omd to apdpo 14 TLK.” Qg
NAEKTPOVIKO £yKAnua puropel va oplotel avtd mov oyetiletol Aueco Pe
TV KOTAYPNOT TOV SVVATOTATOV TOV NAEKTPOVIKAOV LITOAOYIGTHV.
Q¢ EyKANUo TOL SOTPATTETOL LE NMAEKTPOVIKO VTTOAOYIOTY| (computer

related crime 1 computer crime) umopel va yopoktmplotel kaOe

" BhA.Kiobmy, Alhoiowon niextpovikdy dedopévav kor abémn mpdoBoon oe MAEKTPOVIKG
dedopéva. Kevd kar advvapieg tng EAAnvikng NopoBeoiog, Yrep. 2000,0€A.959.

¥ Bh.emiong yio T oyéon 1oV NAEKTPOVIKGOV VIOAOYIGTOV pe TV EAAvIKY YAdooo omd Texvich
admoym Aéwv ITlolvypoviov, HAiektpovikoi vmohoyiotég wor EAnviky T'Adooca , Exkddoelg
T'ewpyladn, Abnva 1999.

* BA. E. Ayyeisj «H pog yNoeion ovppacn tov XvpPoviiov e Evpdnng yo o éykAnpo otov
KuPepvoydpo M oyxéon g pe v EAAnvikn évvopn td&n»  omv mAektpovikn devBuvon:
http://www.lawnet.gr/pages/eofn/2/cybercrime.asp

19 BL.@. avvémoviov, Oyelg kou mpopifuato Hiektpovikig Eykinpatikdmrac, NoB 1986, cel
170 em..



Tapdvour, avnoikn 1 yopig dSikaimuo GVUTEPLPOPAD, TOV oYETICETAL UE
v ovtdpatn enelepyasio § petddoon dedopévav.' 1o onueio ovtd
npEmeL va onuelmBel OTL 0 OPIGUOGC VTOG €ivarl TOAD €vPLG KoL gtvor
avtovomnto OtL uovo ¢ odnydg umopel va ypnowomowmbei. H
CUYKEKPULEVOTOINGT TOL ema@icton otov €6vikd vopoBétn kar v

VOUOAOYi0 TV SIKAGTNPIOV.

3.2. Opropdg Tov EYKAMNATOS 6TOV KUPBEPVOYOPO

Ta vouwkd mPOPAAUATO GTOV YMOPO TOL MAEKTPOVIKOD
YKANUoTog eivor moAAd Kot EeKtvovv oM amd Tov 1610 Tov opiord Tov
nAextpovikov eykAnuatoc. O 'EAAnvoc vopoBétng, Ommwg Kot ot
neplocoTepol  €Bvikol  vopoBétec, mepopiletar va  pvBuicer 1a
EMUEPOVG EYKANUOTO EVIOAGGOVTAC TO OTO KEQPAAONLN TV TOWVIKOV
KOOIKOV 1 TV E€W0IKOV TOWIKOV VOU®V, OTOoL OVNAKEL TO
pocParrldpevo kdbe popd Evvopo ayado.

Y oyetikny ovpPacn tov TvpPoviiov e Evpdmng'? yiverat
AOYOC v kvPepvoéykAnua M EykAnua otov kvPepvoympo (cyber
crime), evod 1 amopacn-tiaicto 2005/222/AEY g EE avaeépeton
HOVO OTIC «EMBECEC KOTE TV GLOTUATOV TANPOQOPLOVY.” X
oevn PpAoypapio cuvovtd Kavelg aKOUNn Tovg Opovg EYKANUOL LE
VIOAOY1oTY] (computer crime), £ykAnua vyning texvoloyiog (hi-tech
crime), e-éykAnuo kKAm. Oa mpémer vo onuelwbel 6tL o1 Opot
YPNOOTOOVVTAL  GLYVE  YOPIC OlIKPIoT Kol Ol EWOIKOTEPEC
TEPIMTAOGELS EVIACGOVTIOL GE TEPIOCGOTEPES KATNYopieG. AV Kol TO

NAEKTPOVIKO EYKANUO €V GTEVI] €VVOIOL OVOPEPETAL GE MEPUTTAOGELG

" BAX. Mviwvémoviov “HAextpovikoi Ymoloyiotég kou ITowvikd Afkaton, Zepd Howikd , No
33,0¢eA.14.

12 Ybupaon tov Svupoviiov e Evpdmne apifu. 185 (Bovdoméot 23/11/2001). ‘Exet vioypagei,
aALG Oev Exet akoun kupwbel omd v EALGSO.

1 Anpoctendnke oty epnuepido e EE L 69 16/3/2005, oeX. 67



OTOV 0 VMOAOYIGTNG N TO OIKTLO VTOAOYIGTMV OTOTEAEL avayKoio
YOPOKTNPIGTIKO TOV EYKANUOTOG, GLYVE WADVTOS Y10 NAEKTPOVIKO
EYKAN IO GLUTEPIAAUPAVOVTOL KO «TTAPOOOGIOKE EYKANUATO, OTMG N
amdtn, 1 e&kPiaon, M voupomoinon €60V OO  TOPAVOLEG
dpacTNPOTNTEG, M CLKOQPAVTIKY] OLGONUNON K.AT., TO. OmOid, GTINV
OLYKEKPIUEVT] TEPIMTOGT], TEAOVVTOL LEGH VTTOAOYIOTY).

2OUQmVO UE oL EVPEMS OLOOEOOUEVT] aVTIANYT, Ol
NAEKTPOVIKOL VTOAOYIGTEG OV OMUIOLPYOLV GLVNOWG VEES HOPOES
EYKANUOTIKOTNTOG, OoAAG KOO10TOOV amA®g ovvat Tnv Téleon
TOPASOCIOKOV  eykAnUdtov pe véeg pebddovc. Xe avtyv v
Katnyopio, OVAKOLV T.). TEPWMTIMOGES TEAECNG GULKOPOVTIKNG
dvoENUNONG HECH UG MAEKTPOVIKNG €mGTOANG (e-mail) N
TAOGTOYPAPiag LEC® TNG VOBELONC EVOC NAEKTPOVIKOD EYYPAPOV. XTIC
TEPUTTOGELS OVTEC, VTooTnpileTal, To NAEKTPOVIKO EyKAnua dev eivan
Topd pion véo LOPON EUPAVIONG EVOC «TOPAOOGLUKOVY EYKANUATOC.
M dAAN Katnyopic NAEKTPOVIKOD €YKANLOTOG €lval gkeivn, OOV TO
ePLEYOUEVO NG aSldmovng mpaEng dpOopomTolEital TOGO TOAD amod
T0 TAPAOOCIOKO EYKANUA, (OCTE, €VOYEL KOl TNG OTOYOPEVUEVIC
OVOAOYIKNG  epunveioc TV  Kavoveov Tov  TOWikoh  dtkaiov,
SLOHOPPAOVETAL £Vl VEO £YKANUOL TTOL CLVOEETOL OvVOYKOioL LE TOV
NAEKTPOVIKO VLTOAOYIOTH, KOl €WOIKOTEPA, HE TO AOYIGUKO TOL
(software). Ed®, Ba pmopovsav va evtoyfodv mepmtdoelg aAloimong
N KataotpoPng dedouévov péow wwv. Télog, wa tpitn Katnyopio
TEPUTTOGEMV OVOPEPETOL GE VTOAOYIOTEG MOV ElvVOL GLVOEOEUEVOL
peta&d tovg (my. abéutn mpdsPacrn o dedOUEVO VTTOAOYICTAOV N

nopaPiacn Tov amopprToy Hag NAEKTPOVIKAG entkovaviac).

" o Tig Srakpioelg tov eykAnpdtov Tov kuBepvoxdpov PA. kot 1. Ayyeliic, Awdiktvo kot Tovikd
dikaro, Eyxinua otov kuPepvoydpo, ITowvXpov N’, 675 en., 676.
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H oyetikdmta 1éto10v dokpicemv yivetol Tavimg TpoQavig
Y. OTNV TEPIMTOOT TNG TOOIKNG TOPVOYPAPIOG, €VOC EYKANLATOC
mov yvopiler Wwitepn dvOnomn oto AwndiKTvo HE OTOTEAECUO VO
Oewpeitor  ocvyvd ®¢ «xat’  eoynv  yviolo  EYKAnUO.  TOL
KuPepvoydpov.”’ Tty mpaypoticdTnTa TPOKETAL YIo. Ve KOWO-
«TOPOOOCIOKO»  EYKANUO, TOV omoiov M TEAEON OlEVKOAVVETIL
OTOPAGIOTIKA O TO TEYVIKA YOPOUKTNPLGTIKA TOV AL0OTKTOOL KO TWV
VIOAOYIGTAOV (eE0GPAAIOT aveVLIAG, EVYEPELD GTNV KVKAOPOPi Kot
SlVOUN  TOL  VAIKOV, KPLATOYPAPNON, amodnkevon dedopévav,
texvikn enefepyacio k.Am). Avtd odfynoe, dAhwote, tov ‘EAlnva
vopoBétn oto apbpo 348 A I1.K. va tvmomooel to £yKANUO Y®Pig
OTOLOONTTOTE OVOLPOPA GTO YPNOULOTOIOVUEVO, TEXVIKA HEGH, OTMC
GAoTE Kat 1) avTicTorm yeppoviky podon (tap.184b FepullK).'°

H duakpion niektpovikod €yKANUOTOS Kol EYKANLOTOS GTOV
KLBEPVOYDPO N SLUOIKTVAKOD EYKANUOTOS PAIVETOL GAPESTEPT, KOODC
0 TPAOTOG Opog elval gvphTEPOG KO KOAVTTEL KAOE TEPIMTOO™ TTOL
YPNOLOTOLEITOL £0T® KO £VOG UEUOVOUEVOS VTOAOYICTNG, EVAD TO
SaOIKTLOKO EYKANUA 1) £YKANUO GTOV KUBEPVOYDPO aVOPEPETOL LOVO
0€ TEPUITMOGELS TEPICCOTEP®Y VTOAOYIGTMOV OV GUVOEOVTOL UETAED
ToVC, OMmG Kupimg otV tepintwon tov Aadiktdov.'’ Iap’ dAa avtd,
N enéKktoon Tov AldOKTOOL pHE T poydaic avénomn Tov YpNoTOV
00,"" TN SOYKWON TOL TEPLEYOHEVOL TOVL KOL TN GUYVOTITO TNC
YPNONG TOVL UELWDOVEL GLVEYMS TOV apllud TOV  TMAEKTPOVIKDOV

EYKANUATOV TTOV 0€V €lvail TOTOYPOVAOS Kol O0OTKTVOKE EYKANLOTO 1

B Etou I Ayyehiic 6.:., ogh. 677.

1 Me 0 S1dtagn mg mopayp. 184c FeppullK o Teppavog vopodétg tumpet Tig mpaéelg mondiknig
mopvoypaeiog ™G mapoayp. 184b kot otav tedodvion So TV pécwv polikng emkowmviog 1
TNAEVTNPECIOV, TTpoPAémovtag amimg eEaipeon yio ™) petddoon mopvoypapiag evnAMK®OV TTov
petadideTon Kmducomompéva.

" T v 16T0pia kot Tov Tpdmo Asttovpyiag Tov Atadiktoov Pr. A.Kiovmne, Howikd Afkaio kot
Internet 1999, 21 en.

¥ Shppova pe v 1otocelida http:/www.internetworldstats.com/stats.htm, ot ypficteg Tov
SradiktHov Tov Mdptio tov 2007 avépyovtar o€ mhve omd 1,1 6. avOpdITovg
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gyKApata KuBepvoydpov. '’ Onme sivar puotcd, 1 Stevpvpévn yprion
TOV VIOAOYIGTMOV KOl TOL AL0OIKTVOV £YEL OOMYNOEL KAl GE avTioTO(N
ovENGT TOV NAEKTPOVIKGY eyKANUAT@Y.

[Tapd Tic dLOKOAIEG €VOC YEVIKOD OPIGUOD TOL NAEKTPOVIKOD
EYKANLOLTOG, mov  MNon emonuavonkav, umopobpe  vo
YPNOLUOTOCOVUE MG CNUEID OVaPOPAS: O) TIC TPOTOMOMGELS TOL
ILK. mov éywov pe 1o N. 1805/1988* «ar B) Tov kotdhoyo
aSomowav Tpdiewv mov mepiExeton ota apbpa 2-10 g cvuPaocng
Tov ZvuPovAiov ¢ Evpdmng yia to €ykinua ctov KuPepvoympo.
XOoupova pe tov ILK, otnv évvolo Tov MAEKTPOVIKOD EYKANLATOC
vrdyovtor n andtn pe vroioywot (apbpo 386A I1.K.), n mapafioon
OTOWEIOV 1 TPOYPOUUATOV VTOAOYIGTOV TOV GLVICTOVV ATOPPNTA
(4pBpo 370B ILK.), n yopic owoaiopo mpoécPacn oe otoryeia
vroAoylot (apBpo 3701 map.2 I1.K.), n yopig dikaiopa avtrypaen 1
ypnon wpoypappdtomv vroroyiotdv (apdpo 370 T map. 1 I1.K), kabdg
Kol OAo Ta gykAnuata (dpbpa 216 em. 11.K.) mov cvvdéovion pe
dtevpupévn évvola tov gyypdpov tov apbpov 13 yed. B T1.K.

Xoupove pe 1 XOopPacn tov XvuPovAiov g Euvponng,
EYKANUOTA KUBEPVOY®POL 1 O dIKTLOKA EYKANUaTo Bempovvion M
napdvoun mpdsPacn oe  dedouéva  (ApBpo  2), M  LWOKAOTY|
dwPpalopevav dcdopévav (dpbpo 3), n mapiéupoon (drypoer-
aAlloiwon-PAaPrn) oe dedopéva (4), n mapéuPfoocn o€ GLoTHUOTO
VIOAOYIGTAOV (5), N KOKY] XPNIOT GLUGKEVAOV LE GKOTO TNV TEAECT] TOV
Tponyovpevov gykAnuatov (6), n mhactoypoeic mov oyetifeTon pe

VoAoY1oTEG (7), N amdtn oyeTilouevn Le vToAoyloTéG (8) eykAnuoT

P Tia o této100 TepinTmon NAEKTPOVIKOD eYKARUATOS (TapaBiaon ETEPNIUATIKOD OTOPPHTO e
avtiypaen apyeiov and 1o okAnpd 4icko NAexTpovikod voloylot o€ diokéta) PA. AIT 121/2003
ITAoy 2003, 161 en. ITowvXpov NI' 910 en., pe mapat. 4. Kwveravrvion

2 B oxetkd. N. Kovpdrng, To owovopwd éyxinpo oty EAAGda onuepa oe: tov 1diov
Eyiiinuaroioykol opilovtec B, 2005, oeh. 163 em., 183.

2 Avodwtucd i to N. 1805/1988 PA. X. Mvlwvémovioc, Hhextpovikoi VToAoylotés kat Tovikd
dikauo, 1991
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OYETIKA e TNV Topvoypapio avnAMKov (9) Kol eyKANUOTO GYETIKA e
TNV TVELUOTIKY] 110Kt Gia (10).

AVTIGTOYEC TEPIMTMOELS EYKANUATIKNG CUUTEPUPOPAS KAAVTTTOLV KOl
ol cvyvd ypnowomotovuevor O6pot hacking (mapépPact), phishing
(«ybpepar), pharming («xoilépyeiar), ID theft (khomm tavtdOTTOC)
K.AT.

[Tapd 10 yeyovoc OTL MOAAEG amd TIC aveOTEP® avapepbeiceg
aEOMOWVEG  GLUUTEPLPOPES  QOIVETOL VO TANTTOLV, KLUPIOG N
OTOKAEIGTIKA, GAA0 €vvouo ayafd (). amOppNTo EMKOWVOVIDV,
vropvipata, aviiikovg™), dev eivar vrepPoicd va Aeydel OTL Ta
OWKOVOUIKOL EYKANUATO GLVIGTOVV TOV TUPNVA TOV TMAEKTPOVIKDOV
eykAinuatov.” H obvdeon tov vmoloylotdv oto Awadiktvo éxet
odnynoetr pdioto otn Béon 6t n abéutn mpocPacn ce dedouéva
(hacking) éyet avaydei o€ éva eidoc «Baokod eykMpoatoc»,** To omoio
TEAEITOL GLYVE TPOKEIUEVOD VO TEAEGOETL KATTO10 OIKOVOULKO £YKANLLOL.

I[Ipwv mpoywpnoovpe otnv €WOWKOTEPN €EETOON  OPICUEVOV
NAEKTPOVIKAOV OTKOVOLK®OV EYKANUATOV, GKOTLO lval va Tovicovue
00 KEVTPIKA YOPOUKTNPLOTIKA TOV NAEKTPOVIKAOV EYKANUATOV:

A) To nAextpovikd £ykinuo mTAATTEL TV TANpOQopia, 7OV
TEPLEYOVV TA NAEKTPOVIKA OEOOUEVA KO TPOGPAAAEL TNV YNPLOKT LG
dpactnprotta. Ot dmoleg PAdPeg, arldoiwcels, POopéc mpokarovvTat
0€ EVOMUOTO OVTIKEILEVA 1| DAIKOVUC QOpPElC dedouévmv (O10KETEC,

oKANpovG  diokovg,  UVNUES  K.AT.)  0gv  amOTEAOVV  Tapd

2 Sy mepintoon g mopvoypagioc avniikmv Tov dpdpov 348 A TIK mpdkertar yia &ykAnuo
OLKOVOLIKNG EKUETAAAELONG TG YeveTnotlag Long, apov o EAAnvag vopobétg, avtibeta pe dAleg
ebvicég vopobeoieg kot v ZopPacn tov ZvpPoviiov g Evpdnng, amottel o avtovpydg tov
EYKAMNHLOTOG VO EVEPYEL OO KEPSOSKOTIAL.

#'Etov U.Sieber oe T.Hoeren, U.Sieber (Hsg.), Handbuch Multimedia Recht, 1999, ke@.19, apdyu.
29

# U.Sieber, 6.1.. Tty 10 katevBoven kon o N. Kovpdrne, 6.1, oeh.185-187. mov gvromilel entd
neputooels mapafioong dedopévev (hacking) mov oyetifovror pe to oucovopkd Eykinua ( eBopd
TPOYPOUUATOV,  SUGENUNON-TOPAVOUT]  GLYKPLTIKY  Stenpon, Popnyoviky Kotookomio,
NAEKTPOVIKY KAOT| TIOTOTIKAOV KAPT®V, NAEKTPOVIKT KAOTN TPATE(IKOV KOOKDV, NAEKTPOVIKT|
QAT GE XPNUATIOTNPLOKEG CUVOAAAYEC)
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TOPOKOAOVONUATIKEC-  OELTEPEVOVGES  CUVEMELES NG KOPLOG
TPOGPOANG TOL APOPA GTO. SEGOUEVAL.

B) To mAextpovikd &ykAnuo dev amaitel cuvnlwg TNV TOTIKY
ocuvurapén BHLaTOG Kol dpAcTN, OVTE KOV TNV TOTIKY| TOLG €YYOTNTO.
Xopoaktnplotikd Tov €ivar O6tt o dpdotng cuvvnbwe eivon poxpd,
dyvwotoc, aféatoc. Avtd onuovpyet ta véa Katdotaot Oyl LOVo 6To
OKOVOUIKO €MIMESO TNG GLAAOYNG amodeilemy, aAAd Ko o€ emimedo
doKNoNG TOWIKNG O1Ka0d0Gia. €AC TPOS TO OMOSEIKTIKO GKEALOC, O
EVIOTMIGUOG KOl 1] COAANYT TOL OPACTN TOV NAEKTPOVIKOD EYKANLATOC
TpodToBETEL cLYVE TNV £YKOIPT KOl OTOTEAEGUOTIKY] CLVEPYOLGia
TEPLGGOTEPOV EOVIKMOV OGTUVOLUKAOV KO OIOKTIKAOV apyOV, KoOdg Kot
avtioTolyeg O100KAGIEC SIKACTIKNAG GLVOPOUNS. 2 mpog to {fTnUa
MG TOWIKNG O1KO0d0Gi0g, O TOMOG TEAEONG TOL MAEKTPOVIKOV
EYKANUOTOG lval ouyva KPioog yia to {fTnua T TOVIKNngG vOuvIg
tov Opdotn. O dacvVoplaKOS YaPOKTPAS TOL AldIKTOOL GLYVE
odnyel o€ OPOPETIKN OEOAGYNGT TOL TEPLEYOUEVOVL, KAODS avTd
umopel va. eivar xaB’ Oha voppo oto kpdtog Omov PpickeTon o
dpdotng M etvan amobnievpéva ta dedopéva Kot Tapdvopro 6To KPATog

omov Aappavovtor ta dedouéva 1 BpicKeTal 0 ATOdEKTNG TOVC.
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3.3. H nAekTpoviKY] OIKOVOUIKY EYKANUUTIKOTTO

3.4 O NAekTPOVIKOL VTOAOYIOTEG (OC HEGO TEAESIS «OLKOVOULKMV
EYKANUATOV

TV yOPO. LoG OKOVOLLKE YAt Ta 0moioL £X0VV MG HEGO
KUPIOE TO «AOYIGHIKO» KOl G€ OMAVIOTEPES TEPUTTMOGELS TO UNYOVIKO
uépoc tov vmoAoylot) Bo umopovcoav vo avoeepfodv M omdIn pe
vnoAoylot] tov apBpov 386A ILK, m mapofiocn amoppritov
oTOWEI®V 1| TPOYPOUUAT®V VLITOAOYIGTMOV TTOL TPOPAETOVTOL OO TA
apBpa 370B o I' Tov I1L.K, n mAactoypagio tov apbpov 216 I1.K wov
AVOQEPETAL GE «MAEKTPOVIKO £YYpago» Tov apBpov 13 TL.K kot dAra.
Agomolovoa 0éomn petald TV eyKANUATOV TNG TANPOPOPIKNG Kot
pudAoto pe HEGO TEAEONG TO AOYIGUIKO KATOAAUPAVEL TO EYKANUO TNG

amdTnG Ko ToHTO S10TL TO TUNLO OVTO TOL NAEKTPOVIKOD VITOAOYICTN

¥ Tw 1tov opiopd evoC eYKMHATOC ¢ owkovopkod BA. B.Zyowddy H  Owcovopuki

gykinpatikotnta ced 44 en. katd tov omoio Tpio gival TOL AGEOAN] KPLTPLOL TPOKELEVOL VOl
xopoktnplotel éva £ykinua og otkovoptko o) H mpoosfoin tov owovopkod cvotuartog ) To
péyebog e Cnpiog To omoio mpokaAeitan and Tn CLUTEPLPOPA TOL dpAcTN Y) N KatevBLVGT TPOg
v omoia mpokaAeitat 1 {npia.

Ewwotepa, yuo va Bewpnbei éva éykinpa wc oucovopkd Oa mpémet n {npia tv omoia wpokadel to
VTOKEIEVO vau lval PEYAAN TTpokeévov vo eméAbel PAAPT 6T0 okovopkd cvuotnpo. Agv gival
oumg povo m {nuio 1 omoia £yl GNUAGIN Y10 TO YOPOKTNPIOUO EVOG EYKANIATOC (OG OTKOVOUIKOD.
Inuoocio £xovv emiong To «TEYVAGLOTO» TOV YPNOLLOTOLEL O OIKOVOUIKOG £yKANUaTiog Yo va
mpokinbel n {nuio kot ta omoio KAOVilouv TNV EUMGTOGLV] TOL KOWOL Kol T®V CGAA®V
EMYEPNOE®V  OTNV 0E0TOTIOL TOV OIKOVOLUKOD GUGTHLOTOG, ov HdAota Anebei vmdyn ot
TOAMEG  QOpEC, Mo auevidlo dvodog oG entyeipnong eEaLtiog OKOVOUIK®Y EYKANUATOV, pmopet
Vo OMLOVPYNOEL TPOCPOPO £J0POG Yo TELEOT TETOIWV TAPAVOU®OV TPAEe®V OTOV VIOYNELOL
dpdoteg dafrémovy duvatdTTES «EMEUPACEDV» OTO OIKOVOUIKO GUOTNHO AOY® OOVVOLLDY TOL
Kot EAEWYNMG acaMoTIKGV dkAeidwv. To dedTepo kprplo eivor 1 katevBuven mpog v omoia
mpoxoeitor n npia. To katd mocov dnradn o verotapevog ™ {nuio dwdpaparifel onpoavtid
POLO OTO OIKOVOUIKO GUGTILO TOV KPATOVS, OTMG .Y, T0 ANpocto, ot tpameles, Propnyovieg aAld
Kot opddes TPOoHT®V, T 0ol EXOPOVV otV otkovoutkn {on, 6Tmg T0 KaTavaAOTIKO Kowvd. H
npokinon ™¢ {nuiog otnv owovouio umopel vo givar gite dueon, wy HEYAANG £KTOGNG
Popodapuyn and entyeipnon eite Eupeon, otav w.y N uia Tpokoleital apykd o pia entyeipnon
1N omoio &ivol VTOYUEVN] OTO OIKOVOUKSO cOotnua, Stadpopatifoviag onuaviikdé poAO GTOVG
KOATOVG TOV Kal €V GuveyEi vEioTOTOL TAYHA 1) otkovouia Xe kafe mepinTtmon maviog N {npia
dev Oa mpémel vo mepropiletor Kot va mopapével HEGO 0To, Ao TG TPOSOTIKNG (NG Tov
Bopatoc oAAG vo S10(ETEVETOL GTO OLKOVOUIKO GUCTNHO OTO OMOI0 EVIACGETOL O TOOMV.
Xopoaktnptotikd givar 1o Topadetypa to onoio ypnoonotei 0 Mavmieddkng (H tomonoinon tov
OLKOVOLIK®V eYKANUATOV, GEA 266), cOUQOVE HE TO ONOi0, HEUOVOUEVT OmdTn HEYOAOL
owovoukov peyébovg, oe Bapog vedmAovTov dNbev PLAOTEYVOV, amd EUTOPO £PYMV TEYVNG, LE TNV
EULPAVION KOt TOANGT £vOG Lmypapukcol Tivako aonpavtng KOAMTEXVIKNG a&lag cav €pyo peydilov
{oypheov, dev CLVIGTA OWKOVOUIKO £ykAnua Kot Tovto S10TL 1 mepovotlokn {nuic, £0Tm Kot
peyan, dev éxet Kopio oyéon pe v koA Asttovpyio g owkovopiog. Ta eykAnuoto g oeiidag
20 Tov TOPOVTOG 0 ZNa1d0NS TA EVIAGGEL GOPMS GTNV MG AVK KATNYopid.
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elvol  meplocdtepo  emppenéc oto  va ogxBel v eeappoyn
TEYVACUATOV MOOTE, oV oLVTPEEOoVY Kol GAAeg mpolmobBicelg, To
gykinuo tov apBpov 386A ILK va AdPel o yopaKTnpa OUKOVOUIKOD
EYKANUOTOG.

Me ) dudtaén tov apbpov 386A I1.LK eivar pavepn n fovAnon
TOV VOUoBETN va TapakorlovOncel v e£EMEN NG TEYVOAOYING GTO
YDPO TNG TANPOPOPIKNG, OLOTL OLOPOPETIKE TO AELOTOVO TNG GYETIKNG
ocounepupopag Ba eCaptiotay and 1o tvyxoio (NI, av oTnv OAn
aAAnlovyio wopéuPaocns Tov VIOAOYIGTH &ixe euPLAOY®PNOoEL 1| OYL

r J J r ’ 2
KATTOL0 PUGIKO TPOSMTO MG dékTNg Tapomhdvnong. >

4.MEPOX (A) MOP®EX EM®ANIXHX HAEKTPONIKHX
EI'KAHMATIKOTHTAX

4.1 llapavoun napépPacn oc dgdopéva (hacking)

2N ONUEPIVI] TPAYUOTIKOTNTO TOV VLTOAOYIGTMOV 7OV Egivor
ouvdedEUEVOL 6T0 AladiKTVO TO TTPMOTO PrjHa Yoo TNV TEAECT TOL
NAEKTPOVIKOD OIKOVOLIKOD €YKANUaToc &lvar m  moapofioon g
«YNOLOKTC OKtakng pfivney tov Odpatoc.”’ O hacker eEac@oAilet
TPAOTO, TNV €16000 GTOV VTOAOYIGTY] TOL BVUATOG Kot KOTOTLY €VTOTILEL
otoryeia-0edouéva, Tov Bopatog pe tn ypnon v omoiwv Ba PAGyEL

Vv meplovsia tov. Ilap’ dAo, Aoutdv, TOL 1| GLUTEPLPOPA QVTH OEV

% 0 AIl Swrondvel pa yevikny Béom opobétnong petald Tov eykANpATOv TG KOWNG OmdTnG
Tov GpBpov 386I1LK kot g amdg pe vrworoyoty tov Gpbpov 386A I1.K, xatd v omola to
apBpo 386 I1.K meplopilel v amdtn povo oTig TEPTOGCELS oV 1 EEVN meptovoia PAdmTETOL [
TNV TOPOTAGVNOT KATOOV QUGIKOD TPpoc®dnov, evd oto apbpo 386A TL.K n &vn meplovoia
PAGmteTol aoyétmg mapamAiovicems pe abéun eméuPfoon oty mopeio emeepyociog ToV
dedopévav tov voroytot. Ot dupopég HeTa&d Tmv 600 eyKANUATOV gvTomiloviol COUP®VO LE
tov A.Il oe dbo eminmeda: A) oto emimedo tng mAGvNg Kot B) oto eminedo g PAAPng EEvng
TEPLOVGIOG, 1) OTOIC OTIV OTATN UE VTOAOYIOTH TPEMEL VO, TPOKVTTEL AUESO O OTOTELEGLLO TOV
EMNPEACHOD TOV GTOYEI®MV TOL VTOAOYIOTY] Kol OYL MG OMOTELECLO TEPLOVGLAKNG ddfeong otV
omoia Tpofaivel éva puotkd mpdocwmo BA. AT 1277/1998 , Ynrep. 4/1999, cek 916 em.

T T ig avohoyieg hacking kat Siatdpaéng ouctokng epivng Pr. 180 4.Kiodmng, om., oeh. 125
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OUVIOTE OIKOVOIKO EykAnua, €xel mopatnpndel twg amoteiel cuyva
Vv TPOTN @Aom oG cVVOETNC €YKANUATIKNIG OpactnploTnTac, 1M
omoiol TEMKA KOTOTEIVEL GTO OWKOVOUKO O@eA0G Tov dpdotn. H
CLUUTEPLPOPA TOV OpAoTN Umopel va eviacoetor oto dpbpo 370 B i
610 4pOpo 370 T map.2*® avéhoya pe To mEPEXOUEVO TOV dESOUEVOV
oT0 0ol AmoKTd TPOGPACT 0 dPACTNC Kol UTOPEL Vo amoTeAEl, KATA
T1¢ dwokpicelg e XopPaong tov Xvupoviiov Evponne, mapdvoun
npocPacn oe oOsdopéva (apbpo 2) M vrmoxionn dwPiPalopevav
dedopévov (apBpo 3)”, avédroya pe t Oéon Tov dedopéveov
(amoOnkevpéva oe vroloylot 1 dSaPfalopevo dedopueva).

H owovopkn owdotaon TG GUYKEKPWEVNG  EYKANUOTIKNG
CUUTEPLPOPAS  EUPOVICETOL  €VOPYESTEPO OTNV  TEPIMTOON  TNG
avVTLYPOPNG, YPNons, moapofiocng k.Am. Oe0OUEVOV TTOL GLVIGTOVV
EMAYYEAUOTIKA OmOppNTA 1| amdppnTo EMYEIPNONG TOL dNUOGIOV N
01OTIKOY TOREN, OOV 1 GLUTEPIPOPE Tov Opaotn (TmapafiocT Tov
OTOPPNTOV) GTOYELEL €5 OPYNG OTNV ANOGTOCN OTOLKEIWV 7OV
OMOTELOVV ONUOVTIKO TEPLOVCIOKO GTOLXEID TNG EMyEipnong N Tov
emaryyeApotio. XopoKnploTikn ivot 1 TEPIMTOOT TOL AVIIUETOTICE
n AIT 121/2003°°, 6mov ot KaTyopOOHEVOL AVTEYPAYAY OF SIOKETEC
T0 TEAATOAOYLO  Ypapeiov  TOLPIGUOV, TPOKEWEVOL VO TO
YPMNCUYLOTOI|GOVV GE O1KT] TOVG EMLYEIPNOT LE TO 1010 AVTIKEIUEVO TOV
idpvoav 6T CUVEYELO.

2 oOyypovn ekdoyr TG 1 a&ldmotvn GLUTEPLPOPE GLVIGTATOL

OTNV OMOGTOAN E€WIKAOV TPOYPOUUATOV (d00pelwv immwv) oTtov

* T to mpoPAfuota epunveiog tov dbo drotdéemv Br. X.Mviwvémovioe, 6.1., cel.71 en., A.Kiobmng
o.m. 128 em.

¥ Tmv mepintoon g abéune mpocPacng oe SwPBaldpeva dedopsva mov petadidoviar pe
GLUOTHUATA ETKOWVOVIOV dev gpappudletar mAéov 1 dudtoén tov apbpov 370" map.2 TLK., aArd m
veotepn odtaén tov apbpov 10 N. 3115/2003 («Omowog mopofialel pe OmOOVINTOTE TPOTO TO
amoOPPNTO TOV EMKOWVOVIOV 1| TOVG OpOLE Kot TN Sdikacio. Gpong autov, TIH®PEITOL UE TOWN
@uAaxiong TovAdylotov evoc (1) €tovg kot ypruotiky mown amd dekamévie yhddes (15.000) Emg
e&nvto yadeg (60.000) gupd, epdoov dev mpoPrémovral Paplitepeg mOWEG Omd GALEG 1GYVOVOES
SoTdéetc..»)

30 AIT 121/2003 [TAoy 2003, 161 ex. TlowXpov NI'', 910 ex., pe mopar. A. Kovetavavion.
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VIOAOYIGTH TOL BVNATOG, TOL Ta evepyomolel akovoL Kat £TGL O
dpdotng e€acparilel moAvTIa oTotXElD, OO OPOUOVS POPOLOYIKOD
UNTPOOV,  KOWMVIKNG  ac@dAong, Tpamellkav — AOYOPLIGUAOV,
TPOCHOTIKOVS KOOIKOVC TPOSPOCNS ©E  UNYOVIALATO  OVTOUATNG
avaAnyng tpomeldv 1 OlEVEPYELNG TMAEKTPOVIKOV  TPOATECIKDV
CUVOAAOY®DV, TO OTOl0. KOTOTLY YPNOIUOTOlEl Yo Vo OmoKOUicEL
TEPLOVGLOKO OPEAOG (NUdVOVTAS avTicTolyo TO ovumoyiaoto Ovua,
TOVL.

ATO TN oTyun mov 0edoUEVA LE OIKOVOUIKT AglTtovpyia (Kmdikol
AOYOPLIGUAOV K.AT) €VpicKOVTOL OTOONKEVUEVO GE VITOAOYIOTEG £ivar
aVTOVONTO OTL 1| TOPEVOUN TAPEUPACT] GE OVTA KOL 1) YVMCT] TOVS amd
T0 OpAOTN CUVIGTH TO OVAYKOiO TPOCTASIO YL TNV TEAEGT TOV

OUKOVOUIKOV EYKANLATOC.

4.2 Amatn pe vmoroywoty (386 A ILLK.)) xov amatn péoom
vroroyretii (386 I1.K.)*

To xevipikd owovoulkd EyKAnuo mov teAgiton —pe M Yopig
hacking— kot mov Oa pHOg OTOCYOANGEL E0IKOTEPO. GTNV TAPOLCA,
perétn eivor n amatn pe vroAoyiot (dpbpo 386 A I1.K.). Me
pOOuion ovty o vopobBEtne emedimée vo kKaAOWeEL OAEG €KEIVEG TIC
TEPUITOGELS, OOV 0 dpdotng PAdmtel EEvn meplovsio pe okomd va
TPOGTOPICEL GTOV €0VTO TOV 1] GE GAAOV TAPAVOUO TEPLOVGLOKO
OpelOg Ywpic OU®G Vo TOPOUTAAVE KATO0 QLGIKO TPOCMTO, OTMC

otV amdtn tov dpbpov 386 I1.K., addd «emmpealoviag to oToryeia

31 , , . . . . . ,
H ovumepipopd ovtr] pmopei vo GUVIGTE, OVOAOYOL HE TOV TPOTO AELTOLPYIOG QVTOV TMOV

TPOYPUUUATOV KOTO Tepintoon, eite &ykAnpoa tov dpBpov 370 I' map.2 TLK., eite @Bopd EEvng
wokmnoioag (dphpo 381 I1.K.) vwd v €vvora g PAEPNG Tov amobdnkevtikod pécov Adym aAroiwong
TV anodnkevpévev dedopévov. Ta avtd PA. avaALTIKOTEPO OTNV GUVEXELD GTO GYETIKA [LE TO EYKATLLOL
NG amATNG e VIOAOYIOTY Kot TNV @Bopd EEvng 10Kt GloC.

BA. Ko wivakeg epoaviong NAEKTPOVIKNAG EYKANUATIKOTNTOG GTNV o 6. KOl GUYKEKPIUEVA
nivaxa (o).
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VIOAOYIGTI Y. AVTi TNG TPAENS e€amdtnong Tov OOUATOC e «EV YVMDOEL
TOPACTOCT] WYELODV YEYOVOT®OV ocov oAnfwvav n v aféum
amdKpPLYT 1] TOPAGLOTNCT aANOIvOV YeEYOVOT@V», ONA. TNV emidpaon
010 vONTiKd €vO¢ dAAov ovOpdTOL, GTNV ONATN LE VTOAOYIGTN O
Ophotng emnpedlel Ta dedOUEVO TOV VTOAOYIOTY| «&Eite pe un opn
SLOUOPPMON TOL TPOYPAUUOTOS ETE e EMEUPACT KATA TNV EPAPLOYN
oV gite pe ypnowonoinon un opbov N MoV otoyeiwv gite pe
omoovonmote GAlov tpomo». H mpoomdbeio tov vopoBétn va
Tpocaproctel oTic paydaieg texvoroyikéc eCeAiEelC TOV 001YNOE GTNV
emhoyn”® vo cupmepLMABEL KOl T YEVIKY AVOPOPY GE EMNPEACLO TOV
dedoUEVOY e OmoloVONToTE  TPOTO, YOpic  TOwTOYpPOVO VO
nepriapPdvel pntd kot v ypnowonoinon opbav otoveiov ywpic
dwoaimpa, Tpdyuo mov couPaivel Ay oV TEPITTOON TG KAEUUEVIC
HOYVITIKTIC KAPTOS AVOAWEDC peTprtdv.

O meputtdcelg avtéc gpgoavifovior oty mpdén moAD cuvyvd
AOY® Kol TNG OLEVPVLVOUEVTG YPTIONG LOYVITIKAOV KOPTAOV Y10 AVAANY
HETPNTAOV. ZTNV OTAOVCTEPN HOPEY, TG, N &v AOY® aidmovn
CUUTEPLPOPA GLVIGTOTAL GE KAOTY| TG KAPTAG omd To Bvuo Kol o€
TauTOYpovn amokdAvyn tov PIN (mpocwmikoh apBpod avayvopiong
TOVTOTNTOC), TO 0oio To OO £YEL ONUEIDGEL GTNV KAPTA 1| O YOPTi
oL PpiokeTal 6TO TOPTOPOAL TTOV £XEL APOUPECEL O OPAOTNG. ZNUEPT,
UETA TG OAAEMAAANAES avakolvmoelg Tov tpaneldv 6tt To PIN 6o
TPEMEL VO PUAAGGETOL YOPIOTA KO TN GYETIKY] evoncOntomoinon twv
YPNOTAOV, Ol OPACTEG KOTEPUYOV GTI YPNCT TPONYUEVAOV TEXVIKDV

HECOV Y10 TNV OmOGTOCT] TG KAPTOAG Kol TNV amokdAvyn tov PIN.

3 B oxetkd A.Kiovmng, 0.1. 114 en., X. Molwvomovlog, 6.1 6eA. 58 em.

** Ot ouykekpiéves TEPITOGELS ATMOTELODV TO HEYOAADTEPO THANA NAEKTPOVIKAG amdtng (BA. oyeTIKd
KAGHMEPINH 30/3/2007 pe avo@opd oto mopicpate Epevvag yio v Tpomelikn omdtn otV
Evpomn, ™ Méon Avotodr xor v A@pin). ZOUQ®OVO HE Tr OTOTIOTIKY TNG YEPHOVIKNG
opoomovolokng aotuvopiog yoo to 2005, poévo or mepwtdoels avtés amotelovv 10 51,8% ToL
NAEKTPOVIKOD EYKANUOTOG, eV Mol HE TIG LTOAOUTEG MEPITTOGEL NAEKTPOVIKNG ATATNG OTOTELOVV
nepl to 86% tOL NAekTpOVIKOD gYKANpaToS. BA. TV etota éxBeon o www.bka.de.
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AVoQopIKa e TNV KAPTA, YPNCILOTOI00V GVVIOME E101KE GLGTHUOTO
(Onkeg) mov eykabiotovv ota ATM tewv tpaneldv, €161 OGTE VA
UTAOKAPOVV TIC KAPTES GTO UNYAVILO, EVED O KATOYOG OMOUOKPVUVETOL
amodidovtag 10 umlokdpiopo o€ teYVkn PAan tov ATM «oi, oe
oxéon pe to PIN, eykabiotovv 6to ATM pikpooskomiky Kapepa, n
omoia Kataypdeel Toug aplBuods TovV TANKTPOAOYEL O AVOTOWINGTOC
Kétoyoc g kaptag. To (U Tov avakOTTeEL €0 €ivorl, TEPA OO
TNV TOWIKT 0EOAGYNOT| TNG TEPLPEPELKNG GLUTEPLPOPES TOL dPAGTN
(KAoT| TNE KAPTOG MG AVTIKEWWEVOD, GOopa EEVNG 1010KTNGIOG UE TNV
enéuPaon oto ATM, mapdvoun eyKatdotacn Kauepas Kot mopafioon
TPOCOTIKOV dedouéveV), g Ba adtoroynfel mowvikd m wopla
CLUTEPLPOPA TOL OPACTI] MOV GLVIGTOTOL OTY| HETEMEITA OVAANYM
mocoy amd Tov Aoyoplacud Ttov Ovpotog. X1 Oswpia kol ™
vopoAoyia €xovv vrootnprydei 0vo Pacikéc Béoel. XOppwva pe v
PO, 1 CLUTEPIPOPE aLTH VmdyeTton oto Gpbpo 386 A TLK. pe
KOpLL EMYEPTHOTA, TNV €LPEID OTOTOOT TNG EAANVIKNG ddTaEng
(emnpeacpOc oTOLEI®Y VTOAOYIOTY] HE OMOOVONTOTE TPOMO), TNV
avtiotoyn Abon mov divetor og AALeg vopobeoieg (Ommg N YepLOVIKN
apayp. 263a ko n apepikavikn otdtaln Computer Fraud and Abuse
Act (US) 18 USC 1030(a) map.4), kabd¢ Kot 1 SOUIKY] OHLO1dTNT TNG
GUUTEPLPOPAG LE eKkeElv TOVL dpAGTN TTOV EUPAVIlETAL GTO TANEID TNG
tpanelac pe to PipAdplo Tpitov TAPIOTAVOVTOS WYELODS OCTOV
VRAAANAO TG OTL €ivar 0 VOUIUOG SKOOVYO0G. ZVUUQMOVO UE TN
dgvTep, OEV  LWOPYEL EMNPEACUOG. OWOTL 1 EKTEAECT  TOL

TPOYPAUUOTOC YIVETOL KOVOVIKE 0O TPITO TPOGMOTO Kol OYL TO VOULLO

¥ Mvlwvémoviov 6.m., 66 en., E.Baoiidxy, H xatomoréumon g eyKAMMOTIKOTNTOG HEGH
niextpovik®v vmoloyiwotdv 1993, 213, A.Kiwodrg 6.m. 116, I Nodokolny, Amdtn pe MAEKTPOVIKO
vroAoyiot: To mopeBov kot to példov tov dpBpov 386 A TLK., 1diwg vd 1o npicpa tov eéeditewv
670 Zuppoviio e Evpdnng kot otnv Evponaikn Evoon, [TowAw 2003, 188, Muiwvérovlo, Tlowiko
Alkono, £181k6 pépog, eykMjuoto katé g 1Wdloktnoiag kot g meplovsiog, 2" £kdoon, 2006, 603 xat
amo6 ™ vopoAoyia to ZuufNavtllep418/1996, Yrep 1997, 103.
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KGTOYo NG KGPTOG Ko dpa €3k mpdkertar mepi khomnc® M
vrefaipeonc.’’ Av kat o cagéotepn Satdmmon Tov dpdpov 386A
Ba devkpiviCe to (RTnuo, M TPOTN AToY™M QOAIVETOL TEPIGGOTEPO
vrootnpiEun evoyel pdAloto. Kot TOv Yeyovotog OTL auTéG Ol
ovyvOTOTEG TNV TPAEN TEPUTOGELS avTHETOTILovTon deBvdg m¢
OmATEC e VTOAOYIOTY, OMMG Oelyvel dAAwGTe Kot 1 XvpPaocrn tov
Tvppoviiov e Evpdang yia to éykAnpo otov kuPepvoympo.

2T0 YOPO TOV OASIKTLOKOD EYKANUOTOS OPKETO GLYVY €lvol
KOl 1 TEPIMTOON NG QMATNG HE VRTOAOYIOTH e Topéupocn oTo
Aoylopikd TOV LTOAOYIGTH, M omoio. emMMPeAlEl TNV GOUVOEGT TOV
VROAOYIGTH] 6T0 Awdiktvo péo® TnAepavov. Amd to péco g
dekaetiog tov 1990 péypr onuepa €rovv Kataypopel YIMAOEC
TEPUITMOGELS AVTNG TNG LOPPHG NMAEKTPOVIKAG amdTng’ .

Ewdwotepa, evdd 10 OOp0 eMOKENTETOM KATOM 1GTOGEAMOO
(ovyvé TopvoypaPIKOD TEPLEXOUEVOD) KaAEiTal cLVB®G va KaTefAcEL
KOTO10 TPOYPOaUU TOv Oa TOV TPOGPEPEL TEPIGGOTEPES OVVATOTNTES
(neyébovon ewdvov, mpochetec emloyéc k.Am.). AAAote mhAl, TO
TPOYPOULO £YKOOIOTATOL «GTO TOPOAGKNVION», YOPIC Vo TO avTiAngOel
Kav To OO0 XN cuvEYEL, TO TPOYPOUULO SLUKOTTEL THV TNAEP®VIKN
ovuvdeon Tov OOupatoc pe v etapeia mapoyng mpoOcPaocnc oTo

dwdikTvo Ko cuvdéel to Bopo pe GALo tiepovikd aplBud (cto

% H. Avayvwatémoviov, Mapotnprioeic otnv E@A® 1904/1991, TlowXpov MB, 197 ko Z. Iablov,
Hapatnpnoeig omv ZvpufNavtllep 418/1996, Yrep 1997, 113.
37 A Hamodoudxn. Ta neprovorakd eykAipata, 2000 ogh. 191.

¥ S0 Gpbpo 8 avapépetar «Kabe SopPoidopevo Mépoc Ba AaPel o vOpoDETCE Kot GAeL péTpa Tov
glvan avaykaio yio vo Towvikomo el 6To €6mTEPIKO TOV JiKO10, 1) EK TPOBEGEWS KOl AVEL SIKOLMIOTOG
npoxkinon PAGPng Eévneg meplovsiag O ™G a. EloaywYRS, 0ALOIWONS, OlOYPOPHS 1 KATAOTONS
dedouevawv vmoloyioty, B. mtopéufoons ot Asttovpyic £vOG GLGTHATOS VTOAOYISTN Ke dOALN 1] aBEpiTn
poheon OTmG, AVEL SIKAUMUATOS, TPOSTOPLGHEL 0O1KOVOIKO OPELOG Y1 TOV 1810 I} Y10t AALO TPOCHOTON.
Evtdoceton dnh. oty évvola g amdtng pe VIOAOYIOTH Kot 1 elcaywyn (opbmv) dedouévov ywpig
Sikaimpa.

¥ T ma tétowa mepintoon Pr. A.Kwobmy 6. 111 pe mopamopnsy oto dnpooisvpa g ZEIT g
31/10/1997
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eEMTEPIKO) TPOKOADVTOC VTEPPOMKESG YPEMOEIL OTOV TNAEP®VIKO
Aoyoaplacpd tov.

[dwitepa emkivouvn elvar kol g GAAN mopoAdoyn TG
OVOTEP® CLUTEPIPOPES. XTI TEPUITMOCELS OVTEC, Ol  OPAOTEC
anootéAAovV éva cvvtopo unvopa (SMS) ota Kivntd tAépmva Tov
OupdtOV TPOSKOADVTOS VO TNAEQPMOVIGOUV GE £€VO. GLYKEKPIUEVO
apluo. Me v Ponbeta €1dkod Aoyiopkob Koatopbdvovy va
aroktnoovv mpdcsPacn ota otoryeion ¢ kdptag (SIM card) tov
Odpotog Kol KOTOMY  TPAYUOTOTOOVY TNAEQPMOVIKEG KANGCES LE
YpémaT Tov ko Tov Aoyaplacpov.*

Ov mo oOyypoveg HOPPEC MAEKTPOVIKNG amdtng oyetifovion
dueca pe ™ O1ELPLVVOUEVT] XPNOT TOL ALAOIKTOOV GE GLVIVACUO LE TN
YPNOTN TICTOTIKOV KOPTOV KOL TNV ETEKTOCT TOV TNAEKTPOVIKOV
tpanelikdv epyactdv (to Aeyouevo e-banking,win-banking x.Am.) Kot
elval yvootég oty YA®ooo TV (pnotdv o¢ phishing kot pharming.

O mpwtog 6pog (phishing) amoteiel mapapBopd tov fishing
(yapepo)* kar mepryphper v okdiovdn cuvpmepipopd. To OOpo
AapPdvel MAEKTPOVIKY| EMIGTOAN, TOL VOTIOETAL OTL TPOEPYETAL ATTO
TO TUNLLO UNYOVOYPAPNONG-0GPAAELNG-Ol0iknoNG Hag Tpamelac, oty
omoio KOAEITOL Vo OTAVTCEL GTEAVOVTAG TOL GTOLYEID TNG MIOTMOTIKNG
TOVL KOPTOG 1| TOL AOYOPLOGHOV TOV 6T0 TTAaicto dNbev avapfaduiong
AOYIGUIKOD, OAAOYNC KOOKMOV AGQPOAEING TOV TPEMEL EMELYOVIMS VO,
avtikatootaboov kAm. [lépa amd v meloTkOTNTO TOL 1010V TOL

r 42 4 4 4 r
KEWEVOL, ~  UTOPOVV Vo YPNCUYLOTOLOVVTIOL AOYOTLTTA  TPAmEC®V,

* BL. oyetiki eidnon tov Feppavikod Ipaktopeiov Ewdnoswv (dpa) mmg 25/5/2000.

1 £100¢ KOKAOUG TOV YaKEPS, BAAG KOl GAA®V EYKALATIOV TOL KUBEPVOYDPOL (SLUKIVITGV TEPATIKGY
TPOYPUUUATOV, TALXVISIDV, TUVIOV, AaOpepmdpov K.AT.) glvar ToAd dtadedopévn 1 dnpovpyia AéEemv-
OpOV U oAy €VOG YPAUUOTOG 0 OY€om HE po AEEN TNg ayyMKNG. XTov Y®Opo NG mapdvoung
Slokivnong mpoidvimv TVELOTIKNG B10KTNGI0G GLUYVA €ival 1 aVTIKATAGTOOT TOV TEMKOD S LE TO
ypéupa z ( m.y. filmz, moviez, recordz)

* O mpdreg mpoonadete phishing eiyov Ayeg mbavdTTeg emTvyio, KAOOS TPOEPKOVIAY OMO YOKEPS
OVOTOAK®V YOPOV KoL NTOV GUVTETAYUEVEG GE HETPLOL AYYAIKA, ELYOV ELPAVT] GUVTOKTIKG 1 YPOLLLOTIKG
AGON pe eviehdg epactteyvikn oxedloon Tov SVGKOAD UTOPOVCE VO TOPATAAVICEL. ZTOSWKG, TO
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OVOULOTO VTOPKTOV TPOCOTMV TOL TPAYUOTL KATEXOLV OLOTKNTIKEC
0éoeig oty Tpamelo” KA. Me Tov Tpomo antd 0 SpAoTng TapamAave
10 OVpa Tov™ Ko amokTé Tar oToLElR MOV YpPELGlETAL, BOTE KATOMLY
VO TPOYWPNOEL O YPNON TOvS CNUUOVOVIOG TNV TEPLOVGIN TOV
Oopotog ko amokopilovtag mopdvopo TEPLOVGLOKO OPEAOC. XN
deVTEPT QAOCT), QLT TNG YPTIONS TOV OPLOLOD KAPTOS Kol TOV KOOTKOV
oL £YEL OMOKTNOEL, TEAEl, COUP®VA, pe TNV 0pBOTEPN IOy, amdTN
LLE VTTOAOYIOTY).

To epdTNUO TOL YEVVIETOL €lval AV GTNV TTPAOTH QACT NG
GUUTEPLPOPES TOV dpdotn Oepehdverar §oN amdrn (386 LK) kat
€01KOTEPO. av NON M veapmoyn pe mapamidvnon tov PIN 1 dAlwv
OTOYEIMV AOYOPLOCUOD GLVIGTA TEPLOVCIOKT O1dbeomn. Opbdtepn
eneaviletal n apvntikn omdvinon evoyel g domictwong 0Tt Agimet
1N OUESOTNTA TNE TEPLOVGLUKNG d1a0eoNG VIO TV £vvola OTL amoTEITOL
uwo. mepottépm evépyela (Tov OpAcTn) Yoo vo ETEADEL TEPLOVGLOKN
(uia.*® Tvverndc, mpdkettal kat’ apyRv, Lo o TPOTOPACKEVAGTIKN
TPAcn omdtng HE VLMOAOYIOTH, €KTOG oV Oomd TIC TEPICTACELS
TpokoAeiTol TOLAGYIGTOV Kivouvog Yo TV EEvn meprovaia. H avtiBetn
dmoyn odonyel, kotd TNV Amoym Tov YPAPOVIOS, O€ LEEPPOMKN
devPLVGT TOV 0ELOTOTVOL Kol KATOANYEL VO TILOPEL TOV dpAcTn Yo

OAOKANpOUEVT] 0tdTY], (amdTn HEC® VTOAOYIGT) KOO KOl OV OVTOGC

nepleyOpevo Pedtiobnke, 10 KeiEVO €ylve WEWGTIKO KOU 1| TEYVIKY OYESIOON EMOYYEAUOTIKY UE
amotéhecpa o apBpos Tov Bopdtmv va avénbel modd. BA. oxetikd M. Gercke, Die Strafbarkeit von “
Phishing” und Identitétsdiebstahl, CR 2005, 606.
® To npa g evdexdpuevng tédeonc mhootoypagiog Bo oS amacyoAosl KATOTEP.

Yy @don ot dnA. dev mapepPaivel ota oToLEIR TOV VTOAOYIGTH OAAG ETLYELPEL VO SNUIOVPYNCEL
TAGVT] GTO VONTIKO Tov BVpoTog (social engineering).
“B). oxetkd M. Gercke, 6.m., ogh. 607 em.
4 "Btor Molwvémoviov Towikd Aikato (vmoonu.21), oeh. 488, M.Gercke,6.m., 608, S/S/Cramer-
Perrron’” §263, apiOu.145. Eniong, W.Buggisch & C.Kerling, ,Phishing®, , Pharming® und #hnliche
Delikte, Kriminalistik 2006, 531 ex., 534 pe v emonquavon, OpmS, OTL KOTA T YEPLOVIKY Vopoloyio
VEIOTOTOL GE TETOLEG MEPIMTOGELS [0, KOTAGTAGT GUYKEKPIUEVIG OLOKIVOVVEVGTG Y10l TV TEPLOVGI0 KO
ouvenmg Teplovotakt PAAPN (oxeticd BGH St 33,246 ka1 47,167). ' tov kivovvo Tng meplovciog mg
meplovstlokn PAAPN PA. avarvtikd . Moiwvomoviov 6.x., 507 €n.
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LETA TNV ATOKTNOT TOV KOJK®OV OV TOVS ¥p1oiponotel Kabolov, dev
telel SAodH Kav amdmepa amdTng pe vrohoyoth.

Yvunepocpotikd, katd v opfotepn dmoyn, o dpdoIng TOL
phishing Tuwpeiton ©g oavtovPYdS OmMATNG HE VLTOAOYLOTH OTAV
TPOYWPEL GE aVOANYN YPNUATOV YEPLS GTOVG KMOWKOVS 7oL EXEL
TPONYOVUEVMDS  OMTOCTAGEL, EVAO GTNV  TPONYOLUEVI] @Aomn 1TNG
andomaong TV KOOKOV amd to OOpa M mowvikn Tov gvbivn
eoT1dleTal otV TAAGTOYPAPia TOL TEAEL KaTapTiLovTag T0 TAUGTO e-
mail, Tov amocTéALEL 6TO BV

H evepyomoinon tov tpaneldv mov opydvwooyv EKGTPATEIES
EVNUEPMOOTG TOV TEANTAOV TOVS Y0 OVTE TO TOPATAOVITIKE e-mail
KabdOC Kol M avtiotoyn oEOIVICN TOV TEAATOV, Ol Omoiol O&v
TOPAYOPOLY  OPEADS  TETOWL  OTOlKElD.  UEG®  MAEKTPOVIKOV
Tayvopopeion ®ONoav Tovg dpdotec oe o eEEAYUEVN] TEXVIKN
phishing, to Aeyduevo pharming (mwopaebopd G AéENG
farming=koAMEPYELR). LTI TEPMTAOGELS AVTEG, O OPACTNG Oev eminTel
va meioel to Odpo, oAAG ypnolwomolel TPOYPAUUOTH TOV GTNV
TPAYUATIKOTNTO EXAVAIPOLOAOYOVV TNV KUKAOPOPID TV OEGOUEVOV.
ATAOVOTELTIKA, HE TOPEUPAGEIS OTO AOYIGUIKO TOV LTOAOYIGTH TOV
Odpotog M Kol o€ GAAOLG LTOAOYIGTEC O YPNOTNG oL O€lel va
emokePBel o 16TOCEAMOO. KoL VO TPOYUOTOTOWGEL  KAmOoln
ocuvoAloyn KatevBovetar oe GAAN ceAida oL Elvol avIiypa@o NG
yvioag. 'Etot, o ypnotg katoympiletl ta otoryeia tov vouilovrog 0Tt
Bpioketar oty yvNolwo 16TOGEAIDN, EVO OTNV TPOYUATIKOTNTO TO
«IoPadidE) OTNV 10TOGEAIDN TOV OPAoTN. & GAAEC TEPMTAOGELS, O

OpAoTtNG amocTéAAEl HEGcm e-mail mpoypAupato To omoio HETA TNV

7 K koté ™) de0tepn Gmoyn, oe MEPINTOGN MOV O SPAGTNG TPAYHOTOTOWOEL TEMKE ovaAnym
APNHOTIKOD OGOV pE YpNom TV KodKOV o mpénel, Bempd, vo Tipmpndel wovo yo v omdtm pe
VTOAOYIOTH GPOV 1) TPOTNYOVUEVT] OTTATN LE TEPLEXOUEVO TNV dlaKIvdhVEVOT TG TTEPLOVGinG Bo cuppéet
(POLVOLEVIKG LLE TNV OmALTY LLE VIOAOYIOTY| TOL £XEL G TEPLEYOUEVO TN PAAPN TNG TTEPLOVTINGC.
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EYKATAOTOOT TOLG GTOV VLIOAOYIGTH TOL OVUATOC GLAAEYOLV Kot
anoctéAlovy Ta otoryeio (PIN, kmdukovg kK.Am.) Ta omoio vOlapEPOLV
T0V 0pAcTn, O OMOi0g KOTOMV TA YPNGUOTOEL TPOKAADVTOG
neprovotaky (nuia oto Hopa. *®
To pharming Sw@opomoteitor onA. and to phishing, 616t 0
dpdotng dev emdpd oto VOoNTIKO TOov Bduotog, aAAd emnpedlel TO
TPOYPOLLLO TOL VTOAOYIOTY|, TEAEL ONA. TAVTOTE TPV OTO TNV ATTATY| LE
VIOAOYIOTY] KAmow 1M OAeg TIc axOAovfeg oalomoiveg mPAEELC:
mhactoypapia (216 I1.K), moapaPioon amoppritov (370 B I1.K.),
afén mpdcsPaon oe dedouéva (370 I' 11.K), mapapioacn amoppritov
enucovoviov (apbpo 10 N. 3115/2003), eve dev tiBeton o kopd
nepimtowon (N eappoyng ¢ odtaéng mepl KOWNGg amaTng
(6pBpo 386 I1.K.).
Xe O1E0VEG eminedo, O1 TEPMTMOCELS AMATNG LUE VITOAOYIOTH TTOV
&yovv v popen tov phishing Kot Tov pharming amokToVV GLVEXDC
gopvtepec  Swothoeg,” ot omoiec oe  oxfon pe MV
«ITOPOOOGLOKOTEPTY HOPOT NG TOPAvouUNG ¥pNone KAEUUEVOV M
TAOGTOV  KOPTOV  ovTONATNG avdinyng dwukpivovior vy 1O
SLGLVOPLIKSO YOPAKTNPO TOVS, TNV EXKIVOLVOTNTO TOV dPUCSTOV TOL
d1aB€ToVY LYNAO EMTEDO TEYVIKDOV YVOGEMV Kol TNV EVTOEN TOLG GTOV
YOPO NG OPYOVOUEVNG EYKANUATIKOTNTOC. XTOV  ayYAOGAEMVIKO
YDOPO, Kot Ol LOVOV, OAEC Ol TEPIMTMOELS NAEKTPOVIKNG OIATNG OV
oLVOLALOVTOL E OOKTNGT| GTOLEI®V TOV ETTPETOVY GTOV OPAGTN VO

dtevepyel ouvorlayég en’ ovopatt aGAlov (tov Bdpatog) ovopdalovion

*® Ipooea sivor veodeon pharming pe v cvAAYM Ovipavod vankdov oty EAAGSa, o omoiog sixs
UE QVTO TOV TPOTO OTOGTAGEL XpRLoTo. and Tpanelikd Aoyaplooud. BA. KAGHMEPINH 4/4/2007.

¥ TOpQOVO pE TO GTATIOTIKG GTOYEIOL MOV SMUOGIEVOVTAL 6TV 16TOGEAIS0 www.antiphishing.org
(DePp. 2007), o1 yopeg amd TIG OMOIEG EVEPYOLV Ol dpdoteg gival, kuping, N Kiva kot o HITA ot
axoArovBovv n N. Kopéa kan didpopeg peydrec svpomaikég yopes. Koplog 616xoc tét010v embécemv
glval 0 YOPOG TOV OIKOVOUIKMV vINpectaVv (92,6%).
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homf Tawtotnrag (ID theft)™ kot omotehodv TALOV oNUAVTIKOTATO
TUALO OLKOVOUIKOD MAEKTPOVIKOD EYKAALOTOC ' pe MEYGAO GKOTEWO
ap1Ouo, kabmg ot Tpdmeleg Kol AALOL LEYAAOL OPYOVIGUOT OTTOPEVYOLV
Vo ONUOGLOTO0VY GTOLXElR, TTOL ATOOEIKVOOLY TIC OOLVOUIES T®V
CUCTNUAT®V Kol UTOPOLV VO, SNUOVPYIGOVV  OVOCGPAAELD. GTOVG
TELATEG TOVC.

H évtaén moldv mepmtdoe®mv MAEKTPOVIKNG OmdTNG OTO
YOPO TOV OLOOIKTLAKOD EYKANUOTOS £PEPE GTO TPOCKNVIO KOL LULdL
GAAN Katnyopio. TPOGHOTOV MOV EVIAGOOVIOL OTO KUKAMUO, ©C
evolauecsol petald Bopatog ko dpdotn. O dpdotng Tov phishing kot
tov pharming, a@ov efac@oiicel Tovg aplBUOVE avayvVOPIoNG Kol
dAAa otoryeio Tov Aoyaplacuol Tov BOUATOC myElpel Vo amokouicet
TEPLOVGLOKO OPEAOG, YWPIC OUWMG VO YIVEL AVTIANTTOC OO TIC APYEG.
2vyvé, Aowmov, YPNOLOTOLEL TPiTA TPOGMTA, TOVG OTOKAAOVUEVOLS
owovoUKoVg Otayelplotés (finance managers), pe TOVG OMOIOVC
ocuvamtel TV €ENG ovpeovia: XPNOLHOTOUOVIAG TO GTOLXElD TOV
Bopotog euPdler ypnuotikd TOGO GTO AOYAPLOGUO TOL OIKOVOULKOV
dloyeplotr), 0 Omoiog a@alpel éva TOGOGTO MG mpoundsio Ko
uetofipaler to vroéOAOmO GTOV OPAOTN UEG® LANPECIHV O1EBVOLG
Swpipaong ypnuatwv. ‘Etolr, o pev  owovouikos  SloyEploTiG
glonparttel mpoundela dkoma, Ywpic Kapd 01K TOL EVEPYELD, O OF
OPAGTNG TNE QTATNG LE VTTOAOYIOTH SGPOAIlel HEGM TG TOPEUPOANC
TOL TPITOV TPOCHOTOL TNV OVMOVLUIN TOV. & TOAAEG AMO OVTEG TIC
TEPUITMOGEL O OIWKOVOUIKOG OloyEPLOTNS Ogv €lval mPOCMOTO 1OV

CUUUETEYEL €€ OPYNG OTO EYKANUATIKO GYE£010, OALA TPITOG TOV OTAMC

0 o Tig pefddovg g KAomng TovtdtnTag PA. avovtikd A.M. Marshall & B.C. Tompsett, Identity theft
in an online world, Computer law & security report , 2005, 128 em.

' Soupwva pe v Federal Trade commission-Identity Theft Survey Report o¢
http://www.ftc.gov/0s/2003/09/synovatereport.pdf, o 2003 vmipyav otig HITA 3,3 ekoatoppvpio
Oopato kot Cnpio mov avepydtav g dve tov 30 dig. dohapimv., evd oty Bpetavio n {nuia ywo to 2004
vroloyicOnke og 1,3 d1g. Alpeg. BA. oyetikd dnpocicvpo tov BBC o¢ http:/news.bbce.co.uk/go/pr/fr/-
/1/hi/business/4311693.stm g 3/3/2005
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eEaoc@aAilel v mpoundeld tov melBoUEVOS (e OYETIKN EVKOMA) OTIC
dwPePaimwoelg tov Opaotn OTL TPOKELTOL Yo coPapny EXEVOVON TOL
TPEMEL Vo EEMEPAGEL GUVOAAOYUOTIKE, YPOPEIOKPATIKA Kol GAAQL
opyavVOTIKG TpoPAfoTa.

H vouikn a&loddynomn g CuumEPLPOPAS T®V OTKOVOUK®OV
Sy EPoTOV cVVOLALETAL UE TO YEVIKOTEPO {NTNUa av ivar dvvatn N
CUUUETOYN ©€ KOplo. TPAln o©t1o Ypovikd Odotnuo peTald g
TEAEIMONG TNG AMATNG KOl HLEYPL TNV OLGLACTIKY amontepdtwon tg. O
OTKOVOLIKOC SLOYEIPIOTNE OpOl LETA TNV TUTIKY TEAEIWOT TNG QAT
le vwoloylotn (€xel NON enéABet ) meprovoiakt| (nuia), aALE TPV amo
MV 0LGLOOTIKY omomepdton (dev  €xer emrevyBel oaxdun To
TOPEVOUO TEPLOVGLUKO OPELOC, TO OTTOI0 O dPACTNG OMOKTH LETA TNV
EVEPYELN TOV TPITOV-OIKOVOULKOD SL0XEPLOTT).

Koatd pio dmoyn, mov vmootnpiletar 1oyvpd otnv €AANVIKN
Oswpio™ aAld kot ot yeppaviki vopoloyio kot Oewpic’t, eivat
dvvarn n ovppeToyn (cuvépyeln) Kol 6€ oTO TO GTAO0, OTOTE GTN
CLYKEKPIUEVT] TEPITTMOON O OIKOVOMKOG Olayelplotg Bo mpémel va
TinopnOel Yoo cuvépyelo o amdn pe vroloyoth.” TOpeove pe
GAMN Gmoym, emiong oxupd vrooTPotevn oty eEMAVIKA Kat
yeppaviky Oewpia’’, dev eivar Suvaty cvvEPYELD 6TO GTASI0 PETE TV
telelmon ¢ TpAENG Kot TPO TNG OVGLUGTIKNG OTOTEPATOONG. TNV
TEPIMTOOTN VT, O OIWKOVOUIKOS dtayelptotic tov phishing 1 Tov

pharming 0ev pmopel vo TipuopnOel ©¢ ocvvepydc o amatn e

> To yeppavikd ducaotipior déxovtar 0Tt AOy® ovTAS TG GLUTEPIPOPAS (slompadn onuavTikng
TPOUNOELNG MO OVTUTOPOYT Y10l L0, OTAT] DAIKT EVEPYELX TTOV GuVicToTOl 6T Sofifacn tov vrdlouTov
0G0V G€ GALO TPOCMOTO) Ol OIKOVOIKOTL SLOYELPIOTEG OPOVV (TOLAGYLGTOV) LE EVIEYOUEVO SOAO.

3 BA. avotikd Ti¢ mapamopnés og A.Aqudrne TuotEppIIK apBpo 47 app. 23.

> B en” oo mopanopnéc o S/S- Cramer/Heine® §27 apiOp.17.

*"Etot in concreto N andéeacn AG Hamm CR 2006, 70 €.

% By mv andmn N. Mmitlidéiy, Soppetoxun mpdén 1990, osh. 204 kon Mvlwvémoviov,
(vmoonu.21) , 543. AvaAvTiki] Kol EUmEPIGTATOUEVY avamtuén ovtig g 0éong oe A..Anudkn
YvotEpulIK épbpo 47 aptBp.23 pe mepartépm mopamoUneéc.

*7 BA. oygtucd C.Roxin, Strafrecht Allg. Teil Topog IT 2003, 221 e TEpAITEP® TOPUTOUTES.
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VIOAOYIOTY], 0AAG Ba mpémetl va TiuwpnOel Yo, vouomoinon €c0d®mv
0o TOPAVOLES SPAcTNPLOTNTES.

KAetvovtag avtn v evomta, Oo mpémetl va emonudvovpe 0Tt o€
TOAMEG TEPIMTMOELS YIVETOL KATOYPNOTIKA AGYOC Yo MAEKTPOVIKO
EYKANUO OTATNG, EVM TPOKELTOL Y10 KON QAT TOL OAMG TEAEITON
uéow vmoloyrotn. Ilpoxertor yio mepmmtOdoel;, Omov 0 JPACTNG
EMKOWOVEL pe 10 Bdpa péow oV LITOAOY1GTH (TOL AmOGTEAAEL e-mail
1} To BV EMOKENTETON 1IGTOGEAISAL PLE TOPOTAAVITIKO TIEPLEYOEVO)
KaOMOC Kol Y10 TEPMTOCES OOV 0 OPACTNG EIGAYEL OEOOUEVA GTOV
VTOAOYIOTY] TO. omoia koToémy  Ompovpyodhv TAAVY] GE  QUGIKO
mpocwmo, To omolo mpoPaivet oe  meplovolokn  d1GBeon.”
Amopac1oTikd otoryeio eivar Katd TGOV TeEMKA 1 TeEplovslakn Cnuio
EMEPYETOL MG OTOTEAECUO. TAGVIG PLGIKOV TPOGAOTOL OV TTPoPaivet
o€ TEPLOVGLOKT 010eomn (OOTE EYOVUE KOV OTATN LLE OTAT YPHoN
TOV LVTOAOYIGTH OC EPYOAEIOV) 1 OTAN EKTEAEGN TNG GLVOALAYNG OE
TEMKO 6Tdd0 amd TO PLGIKO TPOGMOTO, TO 0moio dev mpoPaivel cg
OTOLOVONTTOTE, OLGCLCTIKO EAEYYO TNG GLVOAAOYNG T TEPLOLGLOKN
(nuio elvor AUECO AMOTEAEGLO TOV EMNPEACUOD TOV OEIOUEVMVY, GpaL
amdTn pe vroAoylotn. Me dedopévn TN SPOPETIKN OAUOPPDCT TNG
OVTIKEWWEVIKNG LTOOTACNG €ivol avTtovonto OTL o1 000 JUTAEELS

4 r ’ 4 61
TeEAOVV o€ oYéomn apolfaiov amokAielcuov.

¥ “Etot in concreto 1 anégacn AG Darmstadt tg 15/2/2006 oe http://www.jurpe.de. Opoing kat o
D.Werner mapatnpnoelg otmv AG Hamm CR 2006, 72 . H amdtn pe vroloyiot) mpoPrémetar pntd
GTOV GYETIKO KATAAOYO EYKANUATIKMOV OPAGTNPLOTHT®Y TOV VOOV Y0 TI VOULLOTOINGT €603V 0o
gykinpatikég dpaoctnplotes (apbpo 1 a i) otot) N. 2331/1995).

> BA. tétowa mopadeiypata og A.Kiodmy, om., 110.

% B oxet. AIT 1152/1999, ITowXpov N’, 597 ex.

" Mviwvémoviov o.1., 605.
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4.3 ALLOL®MGT 0EOOUEVOV

Mw GAAN O100ed0UEVI) LOPPT] OTKOVOUIKOD MAEKTPOVIKOD
gyKkApotog gival n aAloiwon tov dgdopEvav vroroyiotr|. [Ipoketta
YL GLUUTEPIPOPE TTOL €ivan avticTtolyn ue ekeivn g @eBopds EEvng
woktoioc, pe ™ d@opd OTL €dM O0eV MANTTETOL KATOO0 TPAYLLO
oAAG Ta dedopéva mov elvol omofnkevpéva GTOV LAIKO @opéa
amonkevons. O EAAnvag vopoBétnc dev pubuice vopobetikd avtr
Hopen eykAnpatikotrag”’, iomg yoti kotd o ypévo yieone tov N.
1805/1988 dev  eixe ovveldnromomocel TS OLIOTACES TOL
TpoPAIUATOC.

H yeoperpwkn avénon tov aptBpod twv vaoAoyloT®V Kol 1
S1EVPLVCT TOV YPNOEDY TOLG ONovpyYnoe £vov gvaictnto ywpo,
omov M mapéuPoaon (pe v €vvola NG Oypaens, oaAroimong,
aYPNOTEVONC) TOV  OEOUEVOV  (TTPOYPOUUATOV KOl  OEOOUEVOV
YPNOTY)) OTOOEIKVIETOL KATOGTPOPIKY). XE TETOEC TEPMTMOGELS 1) {npia
Tov mpoKaAgital eivor moAAamAdclo NG EOOPAC TOV UNYOVIKDV
TunudTOV ToL VToAoyloty| (hardware).

Avtd mov mpémel va mpootatevbel egivor 1 1doktoio oto
dedopéva. Av katd 1o xpovo ynoeong tov N. 1805/1988 o dpaotng
Ntav Kuplwg KAmTO TPOCM®NTO 7OV £ixe QLOIKN TPOSPacT GTOV
VROAOYIOTY] (VITAAANAOG TG emyeipnomng, O OlpPNKING Tov Elye
€10éA0el Tapavouo OTOV YMPOo), T TEAELTOIN YPOVIOL O Kivdvvog
TPOEPYETOL OO TNV OMOGTOAN| 1DV, O0VPEW®V MmOV Kol GAA®V
emProfav  mpoypoppdtov  mwov  gykobictavial  Kpueimwg GTOV

VTOAOYIOTH) TOL OOUHOTOC KOl SypA@ovV apyeid, UTAOKAPOLV TO,

62 SV yeppovikh vopoBesia, mpoPAémetan 181k didtagn 1 § 303a (aAhoiwon Sedopévav), evd oty
AyyMo puBpileton and v Computer Misuse Act 1990 section 3 .
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TPOYPALLATO, OYPTIOTEVOVY TOV VTOAOYIGTH] GUVOALKE, TPOKOADVTOGC
TepdoTIaL otcovopuky {npio.

Y10 mloiclo Ttov 1oyvoviog Okaiov, M afdmovn VTN
ocvumepLpopd avtetonileton wg @Bopd Eévng oktnoiog (dpbpo
381 ILK.), pe onueio oavapopdag OomA. tv €upeon PAapn mov
cuviotatal oe petaBon Tov VAtkov popéa.® H éupeon avth mowikh
TPOcTOGioL TPooavoToAileTan ecoaipéva ot PAAPN TOL VAKOD
QopEa Kot TopoPAETEL TOV TVPNVE TNG AELOTOVNG GLUTEPLPOPES, UN
SUVAUEVN] VO KOAVWYEL TIG TEPUWITOOELS ekelveg mapéuPaonc o
Aeyouevn «dwPipactikn eacn» (edaon katd tnv omoio To dedopEva
dwPipalovion ympig EVEOUATOOT GE VAIKO QOpE), EVO Kl YloL TNV
EQUPUOYN NG dtakeKPIEVNG PBopdc Waitepa peyding atiog onpeio
avoeopdc umopet va gival povo to vVAKO avtikeipevo ko oyt n aia
TV dedopévav.®

["a 6hovg avTovg Toug AOYOVS, OAAG Kot O10TL TO QUIVOUEVO
NG AAAOIOGONG OEOOUEVAV EYEL ATOKTNGEL AVI|GUYNTIKES OLOGTAGELS, 1)
avéykn vopodetiknic mopéppaocne eivor emraktiky.

210 1010 TAOUCI0 GLUTEPLPOPAS, EVIACCETOL 1) TEPOUTEP®
TOPOKOAVGT TNG Aettovpyioe Tov vroroytoth,®’ mov mpokaieiton oe
OPIGUEVEG TTEPUTTAOGELS OO TNV UOAVVGN TOL VTOAOYIGTY HE 100¢ M
Vv gykatdotacn dAAov emPrafov mpoypappdtov Kot prnopei, vwo
TpoToBECEI, VO 0OONYNOEL GE TOPAAVON TOV ETKOWVOVIOV 1| TNV

TPOKANGCT]  EKTETAUEVAOV  OVGAELTOVPYIDV GE GLYKOWMOVIOKE Kol

% Ot 10f kot o GAAaL eTPAAB TPOYPappaTE, OTOG RO aVOPEPONKE, HTOPOHV VaL AELTOVPYODY O pHECH
Yo TV TEAEGT] OTATNG HE VTOAOYIGTN 1] VO AEITOVPYOVV KOTO TPOTO MGTE VO TEAOVVTOL TOL EYKANLLOTOL
tov apBpwv 370 B ko 370 T T1.K.

% Mvlwvémoviov, (vroon. 10), 26, A.Kiobmn, 6.1. 139, .Mviwvémoviov (vmoonp. 21), 348.

63 A.Ki00wng, 6.1. 140.

5 BA. kat v oyetiky pouion oto apdpo 4 g TopPaong ywa to Eykinpa otov KuPepvoydpo kat i
OYETIKEG EMONUAVOELS oTNV eneEnynuatiky ékBeomn (explanatory report) g Zoppacng (aptbp.60,61).

7 Mpokertar yio Tig AeyOpEVES EMOEGELS TOV 08NYOVY 6€ avaoTOAR Agttovpyioag Tov cuothpatog (denial
of service attacks) kot pvOpifovton 610 apbpo 5 g ZouPoong tov Xvpfoviiov g Evpdnng yw tov
KvBepvoydpo.
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Ié r 4 r 68 Ié r
EMKOVOVIOKE IKTLO, 0EPOSPOULN, VOCOKOUEID Kot GAAEG KPIGUES

Kpatticéc vodopés™.

4.4 lThootoypoio

Onwg Mon onuewwdnke, o N. 1805/1988, mépa amd Vv
gloayoyn otdéemv oto €01KO pEpog tov 1K yuo ta eyxinuata wov
TEAOVVTOL LE VITOAOYIGTEG , TPOYMPNCE KOl GE SIEVPVVGT TNG EVVOLNG
oV gyyphpov pe v mpooHnkn B edagpiov oto dpbpo 13 mep.y’
(évvola Tov €yypdpov) pe 1o akodlovbo mepieyouevo «Eyypago givat
kol kéBe péco oto omoio ypnoiuomoleital amd VWOAOYIGTH 1
TEPUPEPELOKT] VTN VTOAOYIGTY], UE NAEKTPOVIKO, LoryvnTikd 1 GAAO
TPOTO, YO, EYYPAPN, OMOONKELOT, TAPAYOYN N AVOTAPOYDYN
oToyElwv, mov dev umopovv va defactodv dueca, OTMG emiong Kot
KOs poyvntikd, MAEKTPOVIKO 1 GAAO VAKO GTO OmOi0 €YYPAPETOL
OTOLONTOTE TANPOPopia, KOV, GOUPBOAO 1| NYOC, OVTOTEAMG 1 OF
GLVOVAGUO, £Q' OGOV TO, LEGO KoL TA VAIKA avtd Tpoopilovtot 1 givar
TPOGPOPN VA, ATodEIE0VV YEYOVOTA TTOL £YOVV EVVOUT CTULOGTO.

Av1 1 dtevpoupévn £vvola TOV EYYPAPOL £XEL OC GLVETELD TNV
EQUPUOYN TOV SOTAEEDV TOV OVOPEPOVTOL GTO. EYKANUOTO TTEPT TOL
vropviuato (dpbpa 216 I1.K.) ko ota miextpovikd €yypaga. H
YEVIKY] LT EMEKTOON TOV OOTAEE®V TEPL TA VTOUVNUOTO GTO,

NAEKTPOVIKA dedouéva €xel opBd emkpdel kabdg oonyel, o€ APKETEG

% TpopMpato o) Asttovpyia vocokopeiov mpokdhese 1 mepimtwon Maxwell otig HIIA, 6mov o
dpdotc eykatéotoe évo mpdypoppo pe TO omoio katOpbwoe vo EAEYXEL TOVC VITOAOYIGTEG
voookopeiov (370T" kau 381 T1.K.) yw va amokopicel meplovotokd o0peroc (386A I1.K.). H mepartépw
GULVETELD. OVTAG TNG YPNONG TV TOPOV TOV GLUOTHUATOS NTAV 1 TPOKANGT] SLUGAEITOVPYIOV GTO
voookopeio pe pmhokdapiopa Bupdv aceoieiog, angvepyonoinon Poufntdv €180moinong TpocmTKoH
Kot SloKOT ToPOoYNG PEVUATOC 68 HOVAdES evTaTikng Oepomeiag, Omov ta ¥epdTEPD amoPevyOnKov
povo  xapig  otn  Asrtovpyion  €QEJPIKOVL  GLOTNUATOG — €véEPYEws. BA.  avolvtikd  og
http://www.cybercrime.gov/maxwellPlea.html .

% Mmopei, NLodf .va omOTELEGEL TPOLOKPOTIKY EVEPYELRL 1| EVEPYELDL IOV VIINPETEL TNV OPYAVOUEVN
gyKANHOTIKOTNTO

31



TEPUTTMOGELS, GE OEIOAOYIKEC OVTIVOUIEC, 0€ GLVOTTAPEN ETEPOKANTWV
evvopv ayoddv kat oe chyyvon.”’

Xe kaBe mepintoon, 1N TEAECT TAAGTOYPAPIOG NAEKTPOVIKOD
eYYPAPOL Oev amoTEAEl KOT 0PNV OWKOVOUIKO EYKANUO, 0POD
COUQMOVO LE TNV KPOTOVGO ATTOYT TO TPOGTATEVOUEVO EVVOUO 0yol0o
(tovddyotov vy 1 Poaocikn Owdtaln g mopayp. 1) dev Exet
OIKOVOUIKO  TEPlEXOUEVO, OAAG evtomileTton oIV TPOOTAGIH TNG
EUMIOTOGUVIIG OTNV  OKEPUOTNTO TNG EYYPUPNS OmOOEENS OTIC
OUVOAAOYEC, TN ONUOCLO TOTY, TNV OKEPULOTNTO TNG OTOOEIKTIKNG
Srodtcasiog Kot otV TpooTacio Tov Oecod Tov eyypheov.’ Béfaia,
op06 emonuaiveton” 6t pali pe to vrepotopucd Evvopa oyadd
TPOGPRAALOVTOL KOl OTOUIKE €vvopa  oyofd, kol €01kOTEPO 1
elevBepia O100£0EmG TOL SKAIOUATOC 1] GYEONGS, T OToin e€apTOVTOL
ond TO TPAYUOTIKO YEYOVOS, G TPOS TO ONMOI0 OKOMEITOL 1)
TOPATAAVION LE TNV XPNOT TOV TAAGTOV. AvTi 1 elevbepia d1dBeonc
OTIC TEPIGCOTEPEG TEPUTTMOGELS EXEL OLKOVOUIKT] OLAGTOGCT.

H mhoctoypapio, ®¢ otkovopkd mMAEKTPOVIKO EYKANUQ,
eneaviletal Kateoynv 6to TAAIGLO TNG EYKANUATIKNG OpaGTNPLOTNTOGC
TOL KATOTEIVEL TEMKA 0N S1OmTpaln TG OdTNG LLE VITOAOYIGTH UE TNV
popen tov phishing 11 tov pharming. Xtnv nepintwon tov phishing,
TOL TEPLYPAYOALE O TAV®, O OPAGTNG emKOowmvel pe To Bopo Tov
OTOGTELAOVTOG U0 NAEKTPOVIKT EMIGTOAN, ONA. £va TAAGTO £yYpOQoO,
T0 Omoi0 ToPOTAAVE ®C TPOC TNV TOVTOTNTO TOL €KOOTN TOVL.
[Tpokeévonv dA. va mapamiovincel 1o BOLO TOV Kot Vo OmOGTAGEL
TOVG KOOKovg Tov Aoyaplacpuov (PIN kot dAra otovyeia) kotaptilet

éva, TAOGTO €YYpoQO, TO OTOI0 (QEPETOL VO, TPOEPYETOL OO TNV

"B avowtikd Moiwvémoviov, (vroon.10), 50 en. kar 4. Kiobmy, 6.1, 165.
" BA. oyxetkd .Mviwvémoviov, Howwd Aikao, Edicd Mépoc, Ta eykApota oyetikd pe o
vropvnpata, 2005, 38 en., 4. T¢avvers, To TAacto Eyypago 1998, S em.
7 . .
Mviwvomroviov, 6.1., 40.
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tpanelo | omd GALO TMOTOTIKO OpyavicUO M ETAPEID ACPAAELNGC
cvotTnudtov KA. H nAiektpovikn €mGTOAN €VTAGGETOL GTNV £VVOld
0V £yypheov” kat’ GpBpo 13 ¢ TLK. kou emtedel kou TIC TPELC
Aettovpyiec ToV (AMOSEKTIKY, SUMVIOTIKY, eyyuntikry).” Mdéhota,
ommg £xel emonuaviel, Ta otoryeion TOL SNADOVOLY TNV TAVTOTNTA TOL
eK0OTN (MAekTpovikn devbuvon Kol Ao ototyeion emKOVOVING)
eupaviCovv, oeg oyéon pe AAAeg popeés emkowvoviag (my. ¢@of),
VyMAOTEPO Padbpd aopdietog.”

[TAaotoypopio teleital KoL 0e APKETEG TEPMTAOGELS pharming,
TPV amd TNV TEAEON TNG OMATNG UE LTOAOYIOTH. ZVYKEKPUEVA, O
OpAoTNG G€ KOMOEG TEPUTTAOGELS WHE TNV EYKOTACTACT €101KOV
TPOYPAULOATOS avVOOPOUOLOYEL TIG 01EVOVVOELS TV 1GTOGEMI®V LE TIG
omoiec emkowvmvel to Bopa. To OOpa, Adym avthg g mapéuPaonc,
EMOKEMTETOL ULOL AAATN 10TOGEAID D, 1] OOl GLVIGTA KOl QT TAACTO
EYypapo, LVmd TNV €vvolo OTL WHE TO TEPLEYOUEVO TNG KOL TNV
eupaviCopevn 01evBvvon g mapoamhiavéd 1o OOpa ®C TPOg TOV
SNIovpyod T —ekdHTN TOL EYYPGPov.

[TAaotoypagio, Exovue EMioNG OTIC TEPUITMOGELS TOV O OPACTNG
OVTIYPAPEL KAPTO OVEANYNG LETPNTAOV 7| TOTOTUC KapTa' ', oAAG Ko
OTNV TEPIMTOOT TNG EMOVUPOPTIONG KAPTOS TOL EVOOUATMOVEL o&ia

. r 8
MAEPOVIKOD YpdvoL*.

3 T Tig Aetrovpyieg tov eyypapov Br. Moiwvémoviov Towikd Aikono Edikd Mépoc eykAMipato
GYETIKA LLE TO, VTOUVILOTO. GEA 8 €.

™ A.Kiovmy 6.1., 157, A. Kovoravuvidy, H évvoto kot AEtovpyio Tov £Yypapon 610 00CI00TIKO Kot
Sdwkovopkd mowvikd dikato 2000, 117 en., .Mviwvoroviov 6.1.,31. 'Etol kou €01kd yio v TepinTwon
tov phishing M. Gercke, 6.m. 611.

” B\ .Kiobmny 6.1., 158.

" T v 10t00eMida ¢ £yypago Br. 4.Kiobmy 6.1, 161 en. kar Mvlwvémovio vd.m.31. Eniong yuo ty
16T0GEAS0 G Eyypapo oto pharming W.Buggisch & C. Kerling 6.1w. 532

" Mvlwvémovlovd.x., 23.

7 BGH, amogacn 3StR 128/03 tg 13/5/2003.
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4.5 IlopaPaceis Tov Nopov wepi TVELUATIKNG LOL0KTIGLOG,

INUOVTIKO TUNUO TOV NAEKTPOVIKOD EYKANUOTOS ATOTELOVV
ot mapaPdoelc Tov vopov mepi mvevpatikig Soktnoioc.” H
OVOTOPOY®OYN SPOPMOV KATNYOPLDV 0£00UEVOV (LLOVGIKNG, TOUVIDV,
EKOVOV  K.AT.) UE  TPOYPAUUOATO TOV  AEITOVPYOVV  GTOVG
NAEKTPOVIKOUS LVTOAOYIGTEG £YEL OONYNGEL GE EKTETOUEVT TOPAVOUN
d1dbeon avTOV TOV OEdOUEVOV GTO Ol00IKTLO, EVD TOVTOYPOVO M
duvaTOTNTA  YNOLOKNG  aVILYPOONS  TPOYPOUUATOV Kol  GAA®V
JedOUEVMV GE YNELOKOVG 010KV KOl AAAN AmOONKEVTIKA GLGTAUATA
EYEL OVTIKATOOTNGEL TO YVOOTO ONO TOANOTEPES EMOYES POLVOUEVO
MG «kacetonepoateiogy. H ddbeon tétoiwv mepatikav npoiovimv
UEC® TOL ALadIKTVOL OELKOAVVETAL OTO dVO KLPIMG TOPAYOVTES: o)
TNV €YKOTACTOCT TOV GYETIKAOV SIKTLOK®OV TOTWOV GE YOPES, OTOL M
TVELUATIKY] O0KTNGI0L 0VClOGTIKA dgv  mpootatevetal fB) Tig
eVPLLOVIKEC CLUVOEGELS TTOVL EMTPETOLY TNV TayvTOTn Olafifaocn Ttwv
dedopuévov, mote vo kobiotator gvyepég to YpNyopo kot @ONVO
«KatéPacuoy HeydAmv OYKmV dE00UEVOV.
AxoOuN Kol TapadocIoKE EPyo TVELUATIKNG 1010KTNGIaG, OTMC
0 éviumog AOYog, d&yoviar 1oyvpd mANypoto, KaOOG HEC® TNG
cGpmong (scanning) ynelomotodvon kou tievrar oe kukhopopia. ™
H avédivon tov {ntuatog exeedyst tov opimv g mopodong
uerétng. A&iler mhviog va onuewwBel 1 Béomion  SOKNTIKOV

KUPMOOEWV EWOIKA Y10 TNV O0VOUT KO OVOTOPOY®OYT TPOYPOUUUATOV

7 Evdeiktucq sivar 1 oyeTiky avaopd oty Ttatiotikh e Teppavikiic Opoomovaioktg AGTuVOpiog
vy 0 2005, ocbupovo pe v omoio Ol TEPMTOGELS GVTEG GLVIGTOOV To 8,8% NG CLVOAIKNG
SLOIKTVOKNG EYKANUOTIKOTNTOG, ev@d T0 63,4% TOv GLVOAKOL 0aplBpod TOV EYKANUATOV KOTA NG
TVELOTIKNG 010k TNoiag Teheiton pécm Atodiktoov.

% Bk mpoPreyn Yoo TV TOWIKY OVTETOTION TOV TPOSBOAdV NG TVELMATIKNG 180KTnoiag
mepéyet to apHpo 10 g ZopPacng Tov ZvpPoviiov g Evpdnng yia to éykAnuo otov kupepvoydpo.
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H/Y," kat 1 dpon tov ofomoivov av o Spdotne kataPiidet
AVETLPVAOKTO, TO OLOIKNTIKO TPOGTIHO, AV 1 TocOTNTA 0V vITEpPaivet
0 50 mpoypappara.®* Ot veomayeic avtég dratdéelg (mpootédnioy e
10 N. 3524/2007) wwovvioaw o€ OwmAn Katevbovvon: Aeevog
Kaflepovouy Lo oo TnpY], 0101IKNTIKN KOP®O™ Tov Papivel AUEGH TOV
OpAoTY, TAPOKAUTTOVIOS TOV TO YPOVOPOPO, GAAG OIKOLOKPATIKA
EYKLPOTEPO  UNYOVICUO TNG TOWIKNG  Olkng Kol OPETEPOL
avayvopilovv de facto v ZTPAyHOTIKOTNTO TOV UIKPEUTOPOL-
aviypagéa, o omoioc oOev  elvon mAov  aflomowvog, €QOGOV

GULLOPPAOVETAL GTT) SOKNTIKT KOpwon.®

4.6 Domain grabbing kol ekfiaon

M €181kOTEPT LOPPT NAEKTPOVIKOD OIKOVOUKOVD EYKATLOTOG
ocuviotd M exPiocn mov cLVIEETAL PE TO YVAOGTO GTOVG KUKAOLG TOL
Awdiktoov domain grabbing (apmayn mediov) 1M cybersquatting
(kvBepvocpetepiond). Xty ovcio, 0ev TPOKEITOL YIO. NAEKTPOVIKO
EyKAnuo &v otevy evvoia, O10TL T €YKANUOTO TTOL dvvaToOV Vo
TEAOVVTOL EVOL KOWVA EYKANUOTO TTOV ATAMG TEAOVVTAL GE GLVOVACUO

LLE £VaL EWOIKOTEPO YOPAKTNPIGTIKO TOL AladIKTHOV.

1 ApOpo 65 A mop. 1 N. 2121/1993 : «Omotog xopig Sikaiopa Kot Koté Tapapacn Tov S1oTdEemy Tov
TapOVTOG VOUOU ovamapdyesl, Tolel | kot GAAOv TpOmMO SavéREL GTO KOWO 1 KOTEXEL PE OKOTO
Stovopng TPOYPOUUN MAEKTPOVIKOD VTOAOYISTY, oveopTTtog GAA®V KUPMOGE®MV, VTOKELTOL GF
Sowntikd mpootipo ico pe yihe (1.000) evpd Yo kabe mopAvoUo OVTITUTO TPOYPAUNATOS
NAEKTPOVIKOD VTOAOYIGTN.»
52 ApBpo 66 map.11 N. 2121/1993: « ‘Otav 10 avTIKEiEVO TG TPOSPOMC 0POPE GE TPOYPaLILLATYL
NAEKTPOVIKOV VTOAOYIOTN, 1, KOTA TN Odtaén g mapaypdpov 1 tov dpbpov 65A Kot vwd TOVGg
TPOPAETOUEVOVG OPOVG, OVETIPVAKTY KATABOAN TOL O10IKNTIKOD TPOGTIHOL amd TOV dPACTN EYEL MG
amotéhecpo TV apon tov aélomoivov 0tav M TPocsPorn aeopd oe mocdTO pEXPL mevivia (50)
TPOYPEULLOTON.

Agv mpoympdiet | mowikn Siwén pe v KatafoAr] ToL SL0IKNTIKOD TPOGTILOV TEPITOV OTMG
yivetar otov KOK.
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o vo Katovonoovpe TO TEPIEYOUEVO TNG GCLYKEKPLUEVNG
CUUTEPLPOPAS, TPEMEL Vo avapepBodpe Ge  OpIoUEVO  TEYVIKA
YOPAKTNPIGTIKA TOV JIKTLOK®OV TOT®V (Sites) Kot TV 1I6TOGEAId®V.
KaBe ductvaxdg tomog £xetl o tavtotra, v otevbuvon IP (Internet
Protocol), n omoila amoteleitar Katopynv omnd €va cOVOAO aplOu®V.
Mo va otevkodlvvlel 1 emkovovio. 6to Aladiktvo, oty 1 CGEPE
aplfumv avtikadictator amd g NAEKTPOVIKY 01evBuvon mov Exel ¢
TEPLEYOUEVO U0 GEPA AEEe®V (GLVNOWG HE AOTIVIKOVG YOPOKTIPES)
™G HOPPNG «WWW. ETOVOUIN. KOTOANKTIKY AEEN» OV LITOONAMVEL
elte yewypapikn mpoéievon (gr., de, fr. Uk It.), elte popon
dpactnpottoag (.com, org.). Me v adénon g xpnong tov
Alod1KToov kabioTtatol cagpés OTL LIAPYEL £voL EVTOVO EVOLOPEPOV LIE
OTNUOVTIKY] TEPLOVCIOKT OAOTOCT] QULGIKMOV KOl KUPIOG VOUIKOV
TPOGHOT®V VO KOTOYLPDGOVYV OVOLOTO YNPLOUK®V O1E0HVGEDY OV )
B wpocopolalovy pe v emovopia 1 Tov TitAo Toug ko B) Ba givon
GUVTOMO KOl EDANTTOL.

21N vouoAoyio Kot TNV EMIGTAUN, LITAPYEL OLYOYVOUIN CYETIKA
e ™ @von tov domain name, T0 OMOI0 AVTIHETOMILETO G OO,
OLOKPITIKO  YVOPICU, OVOUO, EUTOPIKY] ETOVOLMIO, OVTIKEILEVO
mpootacioc oto mhoicto tov abéutov aviayoviopnod kAm*t H
dvokoMa Eviacng TOv GE (o OO AVTEG TIG KOTNYOPieg Exel 0ONYNGEL
KOl OTNV Qmoyn OTL TPOKEITOL Y10, KATL SlPOPeTIKO TOv emiTeAEl
otovel Aettovpyia dacptrikod titAov kot oApaTtog.”

To evdlnpépov movika epotnua stvor Tog Ba avripetomiclel n
CUUTEPLPOPA EKEIVOL TOV CTTEVOEL VA KATOYVPMOGCEL OEKAOES 1 YIMAOES

TETO0.  OVOUOTO, TANPAOVOVTOC TO GULUPOMKO  OvTITILO  GTOLG

¥ BA. ™V oYeTIKn mopovciaon oe I. Kapdrwara To Alkolo tov MME?, 2005, 482 «at avovtiké 7
Tewpyiaon, H npoctacio T@v SL0KPITIKOV YVOPIGHATOV 6T0 dtadiktvo - Domain names, AEE 1999,
1243 em.

% [oiIlpawrA0 3359/2003, AIMEE 2004, 100 ex.
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dtyepotée twv domain names kot KATOMYV omeLOOVETOL OTIC
etoupeieg TV omolmv TG emwvoupieg £xel oecuedoel {NTOVTAG TOVG
YPNUOTIKE 7Toocd Yy va tovg petaPifacer 1o domain name.
Avelaptntog G TLXOV €VBhVNG TOoL KaTtA TIG OTdEeEls NG
vopobBecioc mept onuotog 1 abepitov avTay®OVICHOD OVOKOTTEL KOl
eVOEYOUEV] TOWVIKY TOL €vBlVn Y ekPiacn. Téroww cvumeprpopd
avtipetdmoe 1 andépacn LG Minchen II tng 14/09/2000%° mov
Katadikace yio exPioom kot amomelpa ekPiocns Tov KatnyopoOUEVO, O
omoioc {fmoe amd etoipeieg ko EAafe oamd UEPIKEC OmMO OVTEC
YPNUOTA Y10, VO, TOVS TOPaY®PNGEL TIS O1ELOVVGEIS OV O 010G €lye
(PPOVTIGEL VO KATOY®PTCEL GTO OVOUEA TOV KOt Ol 0Ttoieg NTov ot 1d1eg
HE TIC EMOVOLUIEC OVTAOV TV eTatpelwv. Etvar mpopavég, OTL oTIC
TEPUTTMOCELS OVTEG N CLUTEPLPOPA TNG MOCIKNG KOTOYMPNONG TOV
domain names omd £vo AGYETO TPOGMTO, TOV EMOUDKEL VO, OTOCTACEL
OIKOVOUIKO OQeAOG elval Kataypnotikn ko avtifoivel oto ypnotd
Nnom, etvar opwg e€opetikd apeioPntodpevo Katd OGOV o TETOLN,
ooumeplpopd eivor mapavoun oto mAaiclo ¢ exPiaong. IIépav
TOUTOV, 0 dPAGTNG EPOGOV VOO EXEL KATOYVPOGEL TO domain name
dev amerel ovte pe mPAln, ovte e mapdAeyn GAAOV, OAAG omalte
éva, (LTEPOYKO) TIUMUA V1oL TO OVOUO TTOL KOTOYVP®GE. AV Kol GTN
oLYKEKPLUEVT Tepimton M katadikn vy ekPioon otmpiydnke oe
TPOYEVEGTEPES OOTIKEG OTMOPACELS TOL YAPAKTNPWLOV TOPAVOUN TNV
KATOY®OPNOo™N Kot 0 0pdotng dev emyeipnoe va mtowAncel to. domain
names, 0AAG OTAITOVGE YPNUOTO TPOKELUEVOL VA TO ATEAELOEPDOTEL,
Omm¢ NTaV LIOYPEMUEVOS PACEL TOV AMOPACEDV TOV OCTIKOV
dwoaotpiov, onelloviag poMota Ot Bo T TOANCEL  of
avVIOYOVIGTEG, M Tapadoyn Ott €xel tedecbel exPioon oe GAAeC

TEPUTTMOGELS EUQAVILETOL TPOPANUATIKT.

% Bpioketan oty diev0uvon www jurpe.de kotaympnuévn pe to ototxsio JurPC Web-Dok. 228/2000.
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o mpémel, yeVIKOTEPH, VO, ONUEWWOEl OTL G OPIOUEVEC
TEPUTTOGELS TA OplaL TNG OBeputng 1 abéuitng ypnong evog domain name
glvar pevotd, Otov ONAadr Oev TPOKELTOL YO TNV ENOVLUIN LOG
gupuTEPO.  YVOOTNG  etoupeiog, Oty oTov 1010 Y®OpO
dpaGTNPLOTOIOVVTOL TTEPIGGATEPOL PE TO 1010 OVOUO, £0TM KOl OE
SLLPOPETIKES EMYEIPNUATIKEG OPAGTNPLOTNTES, OTAV YPNCLLOTOIOVVTOL
CUVTOLOYPAPIES, GOVOLL YPAUUATOV TAOAES, KOUUOTo 1| GAAL onueia
otiene kAm.Y

Ta C{nmMuota  tov domain  grabbing avtipetonilovrot
OMOTELEGLOATIKOTEPO, GTO EMIMEDO TOL EAEYYOL TV TPoVToBEcEWV
Katoyopnong ovopdtov. Xtnv EAAGda apuodia eivar mtiéov n EOvikn
Enutpon Tnienmwowvoviov kar Toayvdpoueiov (EETT) mov eivan
Avegdpm Apyn. Ta oyxetikd {nmuato pvOuilovior Mo amd tov
Kovoviopd Awyeipione kor Exydpnong Ovopdtov Xdpov® (6mmg
amokoiovvtol to. domain names), 6mov TPOPAETOVTAL TAEOV KOL Ol
TEPMTMOGELS  OAMOPPWYNG  OUTNONG  EKYOPNONG Kol  Soypaeng

ekymPNOEVTOC ovOpOTOC YHpov® pe KaTdAnén gr.

¥ T 1o Oépota avtd BA. amd Ty TpdoeoTy YEpUHAVIKY vopoloyio evslkTkd oty dievhvven
www.bundesgerichtshof.de tv amépacn BGH I ZR 207/01, 2/12/2004 (weltonline.de) watr tnv
amogacn BGHI ZR 65/02 9/9/2004 (mho.de).

% andpaon EETT 351/76 ®EK B 717/ 27-5-2005

5 ApBpa 8 Kot 9 oviicTOyO TOL KOVOVIGUOV, OTOV TPOPAEMETOL KOl 1) TMEPITTOGN NG OiTNomNg
EKYDOPNOMNG OV YIVETOL LLE TPOPOVT] KAKOTIGTICL.
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4.7 Spamming

To spamming” eivor o SpooTnPoTNTO TOVL KATAKADLEL TOL
televtaia ¥povia TO0 OL0OTKTVO, TPOKOADVTOS OAPOPES TUPEVEPYELES
Kol 00nyel oe pior evpvtepn O1EBV cvlntnon Yo Vv evoeyOUEVN
TOWIKOTOINGN TOL. AV Kol OgV VIAPYEL KATOLOG KOO OTTOSEKTOC
opopog, yivetoar O0ektd OTL KOADMTEL OMWGONTOTE TIS TMEPMTMOGELS
HolIKNG OTOGTOANG NAEKTPOVIKAOV ETIGTOA®MY, GLVNOMC LE EUTOPIKO-
SENUOTIKO  TEPLEYOUEVO TPOG TOAPOANTTES, Ol OMOIOL OVLOEMOTE
eEedNAmoay d1a0ecT VoL TOVG GTAAOVV OVTEG Ol EMIOTOAES, KOl TWV
oToimV 01 NAEKTPOVIKEG d1EVBVVGELS £Y0VV GLAAEYEL TOpdvVOLLOL LLE TNV
BonBeia mpoypappdtov. Ta mepiocdtepa amd aLTO TO UNVOUOTO
&yovv, ovvnbwg, TEPEYOUEVO TNV TOANGY  QOPUOKELTIKOV
OKELACUAT®Y, OTOUIUNCEDV  ETOVOU®MV  TPOIOVIOV,  UETOYDV,
EMEVOLTIKOV TPOIOVTI®V, TPOYPOUUdTOV Kot cvokevdv. [lapd to
YEYOVOG OTL UEYAAO WEPOC OVTAOV TO UNVOUATOV TEPLEXEL YEVOES
TEPLEYOUEVO, TOV GTOYEVEL GTNV €&amdtnomn Tov Bvpatog (tapoyyeiia
TPOIOVTOV 7oL  OVOEMOTE  Topadidovial, N TPOIOVI®V OV
Topadidovtol aAAd lvol EAATTOUATIKA Kot OV £XOVV Koo oyéon He
TIC 0pYIKAOC EPPAVICOpEVES TPodLaypopés Toug)’, Exet SamoTtmBel ot
ONUOVTIKO TUNUO YPNOTOV oyopdlel mpoiovia mov dtoenuilovror pe

r J r . 2 s ’
tétot0v Tpomo (pécm spamming).”> "Etot ot spammers KATOAyouv va

% H A&EN spam mpoépyeton ambd Evol YIOVHOPIOTIKG okETS Tav Movty TTdvov, dmov Stakmpmdeito
emavalapBovopevn xpnon e AEENG spam 6Tov KatdAhoyo £vOg £6TIOTOPion, OOV TPOGPEPITOV Spam,
spam Kat..... spam. H ypfion tov 6pov owtod 610 Aladiktvo 6KOTo EYEL VAL ATOOMGEL TOV KATOKAVGUO
am6 okovmdotayvdpopeio (junk mail).

' BA. oxetikd S.Hedley, A brief history of spam, Information & Communication Technology Law,
2006, 223 em..

2 Se épevva o dieEfxdn otig HITA to 2003, vrohoyiodnke 6t 11 exatoppdpia Apepikavoi (Snh. to
9% 1tV ypnotdv elye ayopdoel Tpoidvta mov Swnpitovrav pe palkd e-mail. Ta oxetikd otoyeio oe
http://www.the-dma.org/cgi/disppressrelease?article 484.
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KepSIlovy OMUAVTIKG ¥PNUOTIKG Tood > péoa amd TV EVOYATIKY,
emProfn Ko cuyvd aidmotvn GLUTEPIPOPE TOVG.

Ano mhevpdg mowvikoL dkaiov, TO Sspamming UmOpEl vo
ocuvdéeTan e TG NOM avapepbeioeg meputdoelg andtng (amdrn oe
Bapoc Ttov KoTOVOA®TY), Topdvoung mpocPacng oe  dedouéva
VIOAOY10TY] Kol Tapafioong aroppritov (dpbpa 370B ko 370 T' T1LK.,
OTOV HECH GLTOV TOV UNVOUATOV KOl TOV GULVNUUEVOV GE oVTA
apyeiowv o dpdotng anoktd mpocPacn ce apyeio kol amdppnTa TOL
elvol amoOnkevpéva GTOV VTOAOYIOTH] TOL OVUOTOGC), OmATNG e
vroroyiot] (apBpo 386 A ILK., otav pe mpoypdupoto yiveton
EMNPEACUOC OEOOUEVAOV VTOAOYIGTY], L€ OKOMO VO, OTOKOUIGEL O
dpAcTNG TEPLOLGLAKS OPeLOC), mhacToypapiag (apbpo 216 T1.K., 6tav
Katoptileton  TAOGT]  MAEKTPOVIKY]  EMIGTOAY]) Kol  OAAOIOGONG
dedopévov (Tinmpoduevng og @Bopa oktoioc 381 ILK., otav
amootéAAovTon 101 Kot GALa eTPAAPT TPOYPEUUATO TTOL OAAOIBVOLV,
KOTOGTPEPOLV 1] dyPAPOLV 0EO0UEVE ATTO TOV VTTOAOYIGTH)).

BeBaimg, 10 spamming 0ev cvvdéetal mhvtote pe OAeG M
HEPIKES OO OVTEG TIG AS1OTOVEG TPAEELS Kal 1 Towvik a&loAdynomn Ha
wpémel va yivetal pe Pdaorn to dedopéva TG KAOE CLYKEKPIUEVNG
TEPITTOONG. Qo106060, glvor aAndeia 6Tl TO spamming TPOCPEPEL
éva. eOve ko omoTEAECHOTIKO  EPYOAEID  EYKANUOATIKNG
dpaotnNPOTTaG, KOOMS emMTPENMEL GTOVG Opdoteg va mpooceyyilovv
pueydro oplOud OBopdtov, pe moAD HIKPO OWKOVOUIKO KOGTOG Kot
eEaocpdiion TG avovouiog Tovg 1, 6 KABe mEPIMTOOT, O0LGLOOM
dvoyépela evromopuot tove. Efval, Aowmodv, edAoyo 6t1 10 spamming

YPNOOTOLEITOL, TO  TEAELTOUOL YPOVIO, KOl OO  EYKANUOTIKES

% K.M. Rogers, Viagra, Viruses and virgins: A pan-Atlantic comparative analysis on the vanquishing of
spam, Computer law & security report 2006, 228-240, 229.
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OPYOVAOGES Ol OMOiEC OTNVOLV OIKTLO, OTATNG T ETLYEPOVV VA
exPrécouvy tovg ypiotes.”’

H mo npdécpatn, kot e€aipetikd emkivovuvr, Lopen spamming
givon 1 Aeyouevn yprion tov botnet”. TIpoketton yio pio. eEQPETIKG
€LVELY] LEBOOO ATOKPLYNG TOV LYVOV TOV OPUCTOV KOl TOVTOYPOVNG
uolikng avamapaymyne tov spamming. Ot OpAcTEC, GE OLTH TNV
TEPIMTOOT, amootéAAovy palikd unvouota ota Bdpota (o @don -
mopadoctokn  péBodoc spamming), GTO  OMOiI0L  EUMEPIEYOVTOL
TPOYPALLOTO TTOV KABIGTOOV TOVG LITOAOYIGTEG TV Buudtmv botnets,
ONA. GLOKEVEG eleyyOUeEvEG amd TOovg Opdotes. Ot dpdoteg, otnv
deVTEPT PAGCT), YPNGLOTOLOVV TAEOV TOVG EAEYYXOUEVOVS VITOAOYIGTEC-
botnets yia va d100mdGOVV TAEOV PECH OVTOV TO UNVOUOT TOLG. Me
avtd TOV TPOMO Kol T OKA TOLG {yvn ovYkaAOTTOVV (0POV TO
spamming d&v TPOEPYETOL OO TOVG O1KOVS TOLG VITOAOYIGTEG) KO TNV
EMEKTACT NG OPACTNPLOTNTAS TOVG €CACPAAILOVV, YPNCLOTOLDOVTOGC
TOVG LVIOAOYOTEG TV Oupdtov g gpyoareia ™G OpAcTNPLOTNTAG
tovg.”

Aveldptto amd TNV TOWIKY OVIIUETOTION TOV EOIKOTEPOV
mpdlev mov TEAOLVTOL UEG® TOL spamming, N 10w M palikn
OMTOGTOAT] MAEKTPOVIKAOV UNVOUATOV-CKOVTIOUDV, TOV KLUPLOAEKTIKA
TaAaviCel TOLG YPNOTEG KO KOTAVOADVEL GTLLAVTIKO TUNHO TOV TOP®V

ToV Al001KTO0L amacyoAel T0 vouobétn, o omoiog mpoomabel va

% S.Hendley, 6.1. oeh. 228. TETOIEC TEPITTAOGELS OPYAVOUEVIG EYKATUOTIKOTNTAS GUVEVLALOVTOL e TV
Aegydpevn viympavn andt M andt 419, 6mov dnA. amootéAhovtor unvopoto oto Bdpata, to omoio
KOAOOVTOL VO GUVOPAUOLY KAmolwo (OvOTOPKTN) ETALPEID. VO AmOPVYEL TOVG GUVOAAOYLOTIKOOG
TEPLOPIOHOVG TTOL vPioTavtar ot Nyynpie Pondoviag oto dvorypo KEmowov A0Yoploicpoy GTO
eEmTepId Kot KATabETOVTaG £va PUKPO GYETIKG OIKOVOUIKO TT0GO Yo VoL AGBOoVV 6TV GUVEYELL Lo TOAD
peyadvtepn mpounbeia. Xe mepintwon mov to Bupa melobel Kot kaTabEcEL To YpHATA, Ol HEV dPACTES
ta glompdrTovy ko e€apavifovral, avtd de avouével pataimg v Tpoundetla. e GALEC TEPIMTOGELS, 1|
EYKAMUOTIKY 0pYavmon HEG® spamming €YKoBIGTA GTOVG VIOAOYIGTEG TV BLUATOV AOYIGHIKO OV
CKAEWBOVEL TO, APYELD. TOVG KO KOTOTLY OTTOUTEL YPNUATIKO TOGO Y10 VO TOVC GTEIAEL TO «KAELWDDY, DOTE
VOl LITOPOVV VL TOL YPTGLULOTOGOVV KOt TTHAL.

% S.Hendley, 6.m. 231 em.

% Me onth T pé0080 TAPAKAUTTOVY THY OUVVTIKH SPAGTNPLOTITO TOV SIHYEPIGTOV GCLGTHUATOV, TOV
£yKaf1oToVV QIATPO VIO TNV TEYVIKT OVIYLETMOTIOT TOV Spamming.
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neplopicel 10 Qovopevo yopic va mapespfaivel otnv  ergvbepn
dwukivnon mAnpogopidv M va mepopiler v Ogputhy  epmopkn
o). £10 mAaicto avtd, evidoocetal 1 odonyia 2002/58/EK tov
Evponaikod KotwvoPoviiov kot tov XvpPoviiov g 12/ 7/2002
OYETIKA UE TNV eNeCepyncio TOV OEG0UEVOV TPOGHOTIKOD YOPUKT PO
KOl TNV TPOGTOGio TNG WO1OTIKNAG (ONC 6TOV TOUEN TMV NAEKTPOVIKDV
EMKOWVOVIOV’ ' OV EVOOUATAOONKE 6TV eEAAnVikT vopoBeoia pe o N.
3471/2006. To spamming pvOuiletoan oto apBpo 11 tov Nopov (un
{nmoeica emkowmvia), 6mov TpofAémovial Kot o1 Tpodmodécels, vd
TIC OMOiEg OVTN M OpacTNPOTNTA Eivorl VOHUN, eved QoiveTal Kot
apyv’® Vo TOWIKOTOLEiTO AVTOTEADC KOt 1o, W TOL Spamming Tov
ocuviotatol GTI GLAAOYN, ANYN YVAOONG 1| amobKevon O0ed0UEVDV
TPOGMOTIKOV YOPOUKT PO cLVIpOUNT®OV 1 ¥pnot®dv (apbpo 15 map.1 N.
3471/2006 e cuvovacuod pe apbpo 2 a) N. 2472/1997), ota omoia Oa
pémel va evrayfel kar 1 01eH0LVVON NAEKTPOVIKOD TOYLOPOUEIOL TOV
YPNOTY, EPOGOV O YPNOCTING OEV TNV EYEL YVOGTOTOGEL GTOV OPAGTN

KOl 0 TEAELTOLOG TNV €YEL OTOKTNGEL TOPEVOLLOL.

TEE L 201/37 ¢ 31/7/2002.

% Emonpaiveton névtod, kat Tl 1 tpoPAnpatiky taktiky tov EAAnva vopobém va pubuilst otoug
€101K0VG VOUOVG TEPIOGOTEPEG TTPAEELS Kal e pio povn dbtaén mepi ToWiKOV Kupdoemv va puOpilet
{nmpata mowikng €vBdvng, avii NG GLYKEKPEVNG KOl OVOAVTIKNG KOTUGTPMGONG TOV EOIKOV
vrootdoewv mov emPdAiel n apyn nullum crimen sine lega certa.
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5. MEPOZX (B) Ewdwkotepa 1 oKOTIPHOTNTO YHPLGNG TNG OLATAENG
T0V GpOpov 386A TIK

Onwg avagépnke mponyovuéveg, pe to v. 1805/1988
npootédnke otov ILLK 10 dpBpo 386A pe titho  «Amdn pe
VIOAOYIOTI», COUUP®VO HE TO omoio:  «Omolog, pHe oKomod va
TPOGTOPIGEL GTOV €0VTO TOV 1 GE€ GAAOV TAPAVOUO TEPLOVGLOKO
operog, PAdmter  EEvn  mepuovoio, emmpedlovtog TO  GTOLXELN
VIOAOYIOTY| €11 pE un opHn SOUOPP®OT TOL TPOYPAUUATOS EiTE UE
emEUPOoN KOTA TNV EQAPLOYT TOV EITE LE YpNOLOTOino”m un opdov 1
eMnav otoyyeiov gite pe omolovonmote GALO TPOTO TIH®PELTOL UE TIC
TOVEG TOV TTPONYOVUEVOL ApBpov” dnAadT Tov dpBpov 386 T1.K.

H ocvykekppévn dudtaln datundbnie oyeddv Kot avitypoen
™G avtioTolyne mapaypdeov 263a Tov YEPUAVIKOD TOWVIKOD KMOOKA,
HE OKOMO Vo KOAOWEL TO KEVAL EQOPUOYNG TOV OaTACe®mv NG
KAUGOIKTG amATnNG, €VOYEL TV TPOGROADV NG MEPLOLGING HE TN
YPNON MNAEKTPOVIKOD VTOAOYIGTN] OTIS OMOlEC OEV  TOPEICPPVEL
nopomhévnon avlpdmov.” Ymapyoov PEPato Kol KAmOlES SLAPOPEC
OVALESO 0TI OVO JLATAEELS Ol oToieg Ba emonuavBovv 6T CLVEXELQ.
AxpiPdg AOY®D T TOpUTAvVE OUOOTNTAG, YPNOLLOTO0VVTOL GLYVE
and v eMnvikn OBewpio mopicpata e yeppaviknig Oewpiog kot
VOUoAOYiaG, ova@opikd pe To mpoPAnuoto  mov  Kébe  @opd

TPOKVTTOLV.

Tn ypovikn mepiodo yneiong tov vopov 1805/1988 to kupiapyo
eowvopevo mpooPoing g mepwovoiag pe 1t ypnon H/Y ko

% BM. I'. Noboxaln «Amémn He NAEKTPOVIKO LIOAOYLOTY| TO TapeABOV Kot To péAAOV Tov apBpov
386A ILK 1¥img vmd 1o mpiopa tov eEghMEewv oto Xvpfodio g Evpodnng kot oty Evponaikn
‘Evoon” TlowAw 2/2003, 178.,0AA& kou E.Baocildxy, H xotamoléumon g eyKANUOTKOTNTOG
HEG® MAEKTPOVIKGOV VIOAOYIGTGOV ,1993,201 en., Mvlwvomoviov, Hiektpovikol vmoloylotés Kot
mowkd Aixaio ,1991,56, Horoadoudxn, Ta neplovelokd eykAnpoto,2000,183.
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OTOKOUIONG TEPLOVGLOKOD OPEAOVS, GLVIGTOTO OTN YMPIS OtKaiwLLL
YPNON KOIKOV KAPTOV OVTONATNG TPATECIKNG avAANYNG Kot vt
O10TL TO S10OIKTLO, TOVAGYIGTOV LE T1 GNUEPIVI] TOL LOPOT], OEV ElxE
KOVEL OKOUN TNV ELPAVICT] TOV.

Yto téAn g dekoetiog tov 1980 amoteloboe kpaTovoo
aviiinyn 6t o H/Y amotelel amhdg 10 péso yu v TéAEOM
TpoGBorldv MOMN Yvoot®v evwopwv ayobov. Tpo ota péoa g
dekaetiog Tov 1990 pe v avantuén tov O1AdIKTOOL GTN GNUEPIV
TOV HOPPN Gpyloe Vo EUTEd®VETUL 1| doyn OTL VILEPYOVV TPAEELS TOV
dtevkoAvvovton amdlmg pe 1 ypnon H/Y ko dAheg mov cuvietodv
KEYKANUOTA TOL KLPEPVOY®POLY Kot TPOoGPaiovy véa Evvopa oyodd,
N 0Tl oe kdbe mepinmtwon, ypnlovv ewdkng pvOuons. ‘Hom, pe
oVYKAMoN TV TEXVOLOYI®V ToL cuvdvdlovv tov H/Y «at to dtadiktvo
N terlevtaia Bedpnomn @aiveTtor LOAAOV TopOYMNUEVT). ZNUEpA YivETOL
AMOyog vy mpdEelg mov  oTPEPOVTIOL  EVOVTIOV  GLGTNUATOV
mpogopiidv'”, ta omoia mephopBavovy tov HY, ta mpoypdupata
yio H/Y won ta diktva emkowvoviog petacd tov vroroyiotdv. Ta
avotépo Ba mpénel va AneHodv vdyn wote vo e&nynbel kaAvtepa N
doun NG AVTIKEWEVIKNG vtdotaons Tov apbBpov 386A T1.LK aArd kot
va dloypoa@ohv To. Oplal OVTNG EVOYEL TV TPEYOVGMOV VOUOOETIK®V

eEeMemv ota mAaicla g Evpanng aArd kot mtaykooping.

190 B). Notoraln, Andrn pe H/Y 1o mapehdov kat to pédhov tov Gpdpov 386A T1.K img vrd To
npicpo tov  e&edifeov  ot0  ovpPovio ¢ Evpdnng kot oty  Euvpomaiky Eveoon,
ITow Ak 2/2003, 178 e TeEpoUTEP® TAPATOUTES,
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5.1 To npoypappa H/'Y g péco owokiviong Kol o10c@aiong te

mEPLOVOLOC,

To mpdypoppa H/Y Aettovpyel omnv mapoaywyikn o10d1kocio Kot
WG HEGO SIoPAMONG Kot dtakivnong meplovolakdv otowyeiov. H
YpPNon KmOkNG Kaptag (cashcard) ko Tov HVOTIKOD TNG KOOUKOV
apiOpov (PIN) pe okomd v ovaAnyn ypnudtov omd TepUOTIKO
VIOAOYIOTY] TPAmelac MTav omd TIC TPOTEG TEPITTMOEL OTOV
epeaviotnke avt 1 Astrtovpyio Tov mpoypdupatoc. O ypnotg e
KOPTOG KOl TOV HUGTIKOD OplBpod NG YPeE®VEL TOV OVTIGTOL(O
tpamelikd  Aoyoaplacpd yopic v moapepPorny avlpomov. Ot
tpanelikég epyaciec and amootaon (homebanking, telebanking), pe
TIC OTO1EG Elval SLVATH 1) UETOPOPE OTOLOVONTOTE YPNUATIKOD TOGOV
and éva Aoyaplocud oe GAAov ywpic T HeGoAdPnon avBpomov mapd
povo gketvov mov amoeacilel Ko exteAel T HETAPOPA, OTOTEAOVV
akopa pio mepintoon. H ypion piag 10toceAdidog 6to 0100ikTLo Kot
eVOG HLGTIKOD K®OKOU aptBuod Kabiotodv €KoVIK TV Tapovsio
evog meAdTn oe wo Tpdmela, apov LITAPYEL Kot AEITOVPYEL LOVO HEGQ
070 O0103iKTLO.

Me tov TpOmO OVTO OlEVEPYOVVTOL YPEOTIGTAOGELS €VOG M
TEPLOCOTEPWV TPOUTECIKOV AOYUPLOCUDY UE OTOI0ONTOTE TOGH YWPIC
v mapepPoin avlpodmivov atotyeiov. H and andctacn npdcPaocn oe
ayafd Kol vANpPeGieg, HEGM VTOAOYIGTH] KO TPOYPALUOTOS TO 07010
VIOKOO10TA TOV TOANTY, €ivan évag dALOG TopENS GOV TO TPOYPOULLLLOL
Aertovpyel o¢ péco drakivinong Kot dtacspiiiong g neprovoioc. Otav
KATO10¢ KAveL ¥pnon oTo SadIKTLO UG 10TOGEAIDNG «EIKOVIKNG
Burrpivog kotaotiuatog, pumopel va ayopdoer éva ayafo, my £va

BPAio, ko va ypedoer Evov Tpamelikd AOYOPLOCUO TIGTOTIKNG
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KapTOg, Ympig v mapaukpn topepPfoin avpomivov otoryeiov. To
TIGTOTIKO OPlO0 TNG KAPTOG EAEYYETOL OO TO KATAAANAO TTPOYPOLLLLOL
TOL GLVOEEL TNV €KOOTPLOL TPAmelo TG KAPTAG KOL TNV EMLYEIPNON TOV
movAdel To ayabo. Epocov eykpiBel | yopnynon nictmwong, Oewpeiton
cuvvaedeica 1 ooupacn, o AOYOPlIGUOC TG KAPTOS YPEDVETOL KO
énerta mapepPaivel To avBpdmivo otoryeio, To omoio, apov eAéyEel Ta
TOPATAV®, ATOGTEAAEL TO 0y0l0O GTOV ayopasTH.

XNuepa, avoarntoceovtolr  OleBvag Olo kol mEPLGGOTEPO
CUCTHLLATO JLOKIVIIONG TEPLOVGLUK®Y GTOYEIWV, KLPIMG YPNUATOC, LE
TANPN  OVTOHOTICHO, OTWG Yoo TOPAdEYHo 1 Asttovpyio  TNG
niextpovikig poptotikic'” kat to chotnua v Gdov tithov'”* . H
tdon elvor M TEPAUTEP® OVTOUATOTOINOCT OA®V TOV GLGTNUATOV
TANpou®y. To Kopla YopoKITNPIoTIKA QVTOV TOV CLOGTNUATOV ivol M
TAPNG CLTOUOTOTOINGCT] TV TEPLOVCLUK®Y UETUTOMICEDV KOl 1)
SLGPAAMOT TNG VOLUUOTNTAG YPNONS OVTAOV UOVO WE TN YPNOT EVOC
HLGTIKOD KOOV Tov «otafdletay Kol «avoyvopiletay oand 10
mpoypappo tov H/Y.'” Zta  mhextpovikd  avtd  cvothupata
TOPAYOVTOL Kot S1oKvouvTon avOpmdmiveg ONAMGELS BOVANCE®MS HECH
100 KatéAAnhov mpoypappatiopnod.'™ O mapdyov GvBpwmoc dev
TopEUPAIVEL V1oL TNV AVTOAAQYT] TOV GYETIKOV ONADCE®V, TOPH LOVO
GTNV OPYIKN GAGT TOL TPOYPOUUATIGHOD Kol KOTOTLY Y10, TOV EAEYYO
™G NON emelBoHoNg TEPLOVCIOKNG LETATOTIONC.

‘Emetal, 011 100 avOTEP®  OVTOUOATOTOUUEVO  GUGTNLOTO

dwakitvnong g mepovoiog peécw H/Y €yovv amoktroel 1dwoitepn

1 o, T e181c6TEPAL {NTARATOL TOV OVOKDIITOVY GTO EUTOPIKO KAl EV YEVEL GTO 0OTIKO Sikato omd
Ta ovotyuata avtd, PA. Kovoodln, Znmypato HAektpovikng Doptotikng, EAAnvikn Evoon
Noavtikod Akaiov, Anpocievpata, 1,1992,6e1.35 en.

192 B\, Miyaiémovion, Anobhomoinen tithmv kuping petoxdv, 1999, el 63-65.

19 B\, Bandekow An introduction to the com Phenomenon. Recognition of Electronic Documents
and Signatures o http://profs.lp.findlaw.com/e-commerce/ecommerce 1.html.

194 B, Yovvy-Zopumd, Ajhwon Bovinoemg péocw niektpovikod voAoyioty. Evtatn 61o chotpa
tov AK, duvototnteg akvpwong, Occcalovikn, 1988,6eX.66 €., OOV KoL TEPALTEP® TOPOTOUTEG
ot o1ebvn| Piioypapic.
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onuocio otn cvyypovn kowvovia. Kataiapupdvoov peydio puépoc twv
cuvodlloyov kol givor BEPato 0t Ba ektomicovv eEolokAnpov TO
Topad0cloKd cvotnuate otakivnong ypnuotos. To xvpiapyo VAKO
OTOLYEL0 TV GVYYPOVMV OVTOUOTOTOUEVOV GUGTNUATOV O1aKivong
ypnpotog eivar 1o mpdypoapupa H/Y, vrd v 1810tTd tov vo dtakivel
Kol vo 0o @aAilel v meprovoio. H 1016t ta ot} TOL TPOYPAUUATOC
Ba puropovoe avapgifora va yopaKTNPIoTEL G OLGIMOES GTOLYEID TOV
GLYYPOVOL KOWVAOVIKOV YMPOL, OGTE Vo, umopel va culntnbei kot n
TpooTacia Tov ¢ evwopov ayafod.'” H Staediain g akepardTnToc
avtNG G WW10tNTaG- Agttovpyiag tov mpoypdupotog H/Y amotelet
npoimdBeon Yoo v aceaAn dwokivion oyofdv Kol VANPECIOV GE
OAOKAN PO TOV TAAVATY. Zuven®c, Ba vouiporotovviay o EAAnvag kot
deBvng vopoBETng va TUTOTOMGOVY MG EYKANUO TN Y®PIS dtKaimpo
YPNON TNG WOIOTNTAC TOL TPOYPALLATOC VA SLOKIVEL Kol VoL d1o.opaAilet
mv neprovoia. '

H npaén mov ocvviotd PAGPn vy v avotépo 1810TNTO TOL
TPOYPAULOTOS €lvor M ypron tov ywpic owaiopa. H yprion avt
umopel va. agopd gite v e£mTEPIKN €ite TNV €0TEPIKN AgtTOLPYin
Tov mpoypdupatoc. H emidpaon oty eocwtepikny Asttovpyiot TOL
ocuvictatow oMV OdAAOY NG  TPOCYESIIGUEVNG  PONG  TOL
TPOYPOAUUATOS, HE TN YPNOYOTOINCT TPOYPOUUATOV-IOV 1 UE
niextpopoyvnied péoa. Kotd pia Gmoyn,'” 1 enidpoon omv
eEmtepKN Agltovpyia aopd TNV TPOPOOOGia. TOV TPOYPELUATOS HE
degdopéva,  aveEhptnta €dv avtd  avtomokpivovtor oIV
TPOYUOTIKOTNTO 1 OYl, OpKEL vo yiveTal 1 €1G0Y®YT| TOVS YOPIG

dwoaiopa. H BAGPN mov mpokadeital yio T0 TpOCSTATEVOUEVO EVVOUO

195 B\, Noboxaly, om.map. oek 179.

1% Ty v avaykondtnTo va omotekel éva VAKO OVTIKEILEVO-0VGIDOEG GTOLXEID TOV KOWMVIKOD
Y®Opov, ®oTe vo. tumorombel g a&omowvn M TposPodn tov, PA. Mavwledaxny, To évvopo ayabo
¢ Bacikn £vvolo Tov Towikov dikaiov, 1998,0eA.105 €.

7 B\, Noboraly, ém. mop. oeh. 179 e
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ayofd «mpoOypappay omd TIC avotépw TPatels, omotedel Opo
CLYKEKPIUEVOL KIVOOVOL Yol dAAa Evvopa ayaBd mov GuvosovTol L
aVTO, OTMG 1 TEPLOVGIN, TO VITOUVILLOL, TO ATOPPTTO Kot GAACL.

‘Emeton Aowwov 1 dvvatdtnta Tov vopoBEtn vo TUTOTO|CEL T
YOPig dwoimpo ypron Tov TPOYPAUUNTOS, €ite pe gite yopig TV

amaitnon va tpocPaiiel avti Kot GALO Evvopo ayado.

5.2 Avtikeipevikn vrootaon 386A 11.K.

Amdt pe vmoroywoth (apfp.386A IL.K)'*

telel OMO10C, ME
OKOTO VO TPOGTOPIcEL GTOV €0WTO TOL 1N G€ OGAAOV TapEvVOUO
TEPLOVOIOKO  OQEAOG, PAdamtel EEvn meplovoia, emnnpedlovtac Ta
OTOLEL0L NAEKTPOVIKOD VTTOAOYIOTY| €ite pe un opOn dopdpewon tov
TPOYPAULOTOC, €lte ue eméuPaocn Kotd TNV €QOPUOYN TOL, €lTE UE
ypnoomoinon un opfov 1 eEM®V oTolKEl®V €ite e OTO00MTOTE
Ao tpoOmo. H eykKAnuotik] cuumepLpopd  GLVIGTOTOL  GTOV
EMMPEACUO TOV OTOYEIMY TOV MNAEKTPOVIKOD LTOAOYIGTY, O OTOI0C
umopel vo teAeotel eite pe un opHn SUOPPMOGON TOL TPOYPAULATOS
elte pe eméuPaon Katd TNV €QAPUOYN TOL, €ITE UE XPNOLUOTOINGON UN
0pOGV 1 EMmdv otoyeinv ite pe omoodimote dhlo tpomo .
AvaADOVTOC TNV AVTIKEWEVIKT VTOGTAGT Tov dpbpov 386" TI.K
UTOPOVLE VO ETICTIUAVOVUE apyIKd TIG €ENG dvoyépeleg: Ocov apopd
TO VTTOKEIIUEVO TOL GLYKEKPIUEVOL EYKANUATOC, avTO Umopel va ivan

ocopeovo pe ™ owdtaln tov VORov 0moloconmote (OTOL0G), HE TNV

1% BX. 4 Kovrali IMowwdg Kadwag xat dpBpo epunveio « IIpdkertar yio wdudvopo Eykinpa
amATNG KOl €W01KN HOPPT| QLTS . ZOPELTIKY GLuVOpoun TV eykAnuatmv 386 kot 386 A I1.K dev
glvat dvvor.

19 At 10 Keipevo Tov Gpbpov 386° TLK.
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gvvola 0Tl To €ykAnua dev eival daitepo, dev yperaleTar onAadn to
TPOGOTO VO, OVIKEL CGE OPIGUEVO KOKAO TPOCAHOT®V HE 1d10iTEPA
yopaKTNPloTiKd yvopicpata. H dvoyépea ykertor €d® 610 OTL KAOE
TPOYPUULOATIOTNES NAEKTPOVIKOD VTOAOYIGTH OEV £YEL TAVTOTE KO TIG
yvaoeic''? exeivec, ot omoieg va Tov koOOTOOV KOvd GOTE KAOE
enéuPfaon Tov 610 cvoTNU Eneepyasiog 0EGOUEVMV TOL VITOAOYICTN
va €xel OG amoTtéAecua TNV amdTn, yopic BEPata avtd va onuaiver 6T
Yo, 70 AOyo awtd T0 EyKkAnpa Tov dpbpov 386" I1.K Oa pmopovoe va
YOPAKTNPIOTEL 1010iTEPO.

Avtikeipevo ¢ mpaéng etvoar M GLYKEKPWEVT TEPLOVGIa,
vroAoY1LopevV Opmg o€ xpnua. To Bdpa Opmg 10 omoiov petwdnke N
neplovoion 0ev  €EeldkeveTol, OAAAL O Opdotng NG AmATnNG UE
VTOAOYIGTY], TPOGPAAAEL TNV TEPLOLGIA OYL VOGS ATOUOL OAAG HLOG
GUVAAOYIKNG OUAOOGS TPOCHT®Y, ETUPEIDY N MOTOTIK®OV 10PVUATOV,
OTOTE 1 OTATI] GLYKEVIPMOVEL KAl KOTA TNV Amoyn Tov YpAeovTog Ti
TEPLEGOTEPEG TOAVOTNTESG VO, YOPAKTNPIOTEL G OIKOVOULKO £YKANLLOL.

H evoewrtikn amoapibunon tov tpémov téleong Oyt udévo
eCacpariler tv amotelecpoatikdOtnTa TG Odtaéng mov  dgv
emmpedleton amd TG paydaieg TeEYVOAOYIKEC eEeMEel aAAd Ko
EMITPEMEL TNV IKOVOTOWTIKY EMIAVGT TPAKTIK®OV TPOPANUAT®V, OTMC
exeivov mov avakOTTOvLV GTNV TMEPINTOON YpMNOoLLonoincng opHav

otoreinv yopic Sucoiopo () Kheppévn mototiky kapta)''' apod o

10 O Broitepeg yvohoelC TIc omoieg TPEMEL var £XEL 0 SPAOTNG TPOKEWEVOD VO, YPTCILOTOMGEL
TEYVACLOTA, PAIVOVTOL Y10 TAPASELY O KOL 0T TIG OVIGLYNTIKEG SLOGTAGELS TIG OOl EYEL TAPEL
Ta TedevTaia ¥povia ot Aaviol 11 MAEKTPOVIKT OKOVOUIKT amdtn pe Bdpato dekddeg KaTdYovg
TpomelIkdV  AOYyOplOcH®Y, oL omoiol ovakdAvyov Eoevikd 0Tl Ol AOYoplocpol  Tovg
VIEPYPEDON KAV €V 0yvoin TOVG. ZVYKEKPUEVO Ol dPAGTEG TOTOBETOVGAV VAl TAAGTO KAVIPAY 61N
6¢om tov yvnoiov oe Tpamelikd pNYGVNLO AVTOROTNG OVOANYNG TAVO OTO OToio O TEANTNG
mnKTporoyel Tov k@dkd apBud tov .To kovipdv mbavodg vo givor eEomMopévo pe pikpo-
VIOAOYIOTH] O Oomoiog emTpénel 610 dpdotn vo dwfdcel TG TANPoPopies mOL TEPLEXOVY Ol
tpomelikés KapTeEG OMMG KO TOVG KMIKOVG TOVG. Ot TANPOoQopieg OVTES LETAPEPOVTOL OE VEES
oPNOLUOTOINTES LOyVNTIKEG KAPTES , TIG OTMOIEG KAl YPNOLLOTOLOVV Ol SPAUCTEG OTO, LNYOVILLOTO
avtopatov cuvarlaydv ( BA. oyetikd Znoiéon om.moap ced 100 vroonpueioon 138)

M BL. Mvlwvémoviov « TTowued Alkoro Eiducd Mépogy TN Zdxkovia AB7va 2000 el 550.
AMG ko 4. Kooy ont.op «H Amdtn pe nAextpovikd violoyioti» el 54 em.
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eMMpeacoc umopei va emtrevybel oyl povo pe pia amd tig Tpdcelg mov

e€e1d1kevovTal 6To VOO OAAY Kol LLE OTTO10ONTTOTE AAAO TPOTO.

5.2.1. Mn op01] S10p0p@®G1] TOL TPOYPAURATOS

[Ipoypappo eivar cHVOro dedOUEVOV e TO. OTOi0L TAPEYOVTOL
evioAéc otov vmoloyoti.'> Apa 1 pn opdf Sopdpewon Tov
TPOYPAULOATOC OTOTEAEL €1OIKOTEPN TEPIMTMO™M TOL TPITOL TPOTOL
TEAEONC «YPNOLOTOiNGN Un 0pB®OV 1 EMMTTAOV GTOLYEI®VY 0UPOV KOt TO

mpoypappe  omotekei  kotnyopio.  dedopévav.'

Mmnopel  va
mpayuotmwdel pe TV ekmovnon evOog VEOL, OMKA M UEPIKA,
TPOYPAULATOS 1 LE TNV AAAOIOGT TOL 1|01 VILEPYOVTOS TPOYPALLATOC
1N pe v andkpoymn dedouévav (holding back).

H aMoiwon umopel va emtevyBei pe v mpocsHnkn 1 v
eEblewyn Aoyikov Pnuatov (ue amoudkpvvern dedouévev). H
amdkpLy”n OedoUEVOV Tpaypatonoleital o kdbe ocvumepipopd €
altioag ¢ omoiog Oev ewcdyovion o1n owdikacio emeCepyaciag
oTolEia amapaitnTa Yo tnv opOn EQopLOY TOV TPOYPELLLATOG.

«Mn opbM» eivarl 1 SIOUOPPMOCT TOL TPOYPAULATOS OTAV OVTO
elvar mpoopopo va mpokarécel PAGPN otnv meplovcsia dAlov 1 va
EMOVENGEL AVTNV, COUEMOVO LE TNV OpYN TNG EMitacNS TOL KIVODVOL
(Risikoerhdhungsprinzip)''* kat étot 1 Aettovpyia Tov Tpoypaupatog
OMOKAIVEL OO TNV KOWMOVIKA OTOJEKTY| ATOGTOAN TOL Yo TNV OToid
mpoopiletat.'PKatd v avtifetn (ovrtikewpevikry) Osmpia  éva

npdypoppa gfvor opfo Otav EKTANPOVEL TNV OTOGTOAN TOL. Baoikn

"2 Ero1 kau Mowvémoviov ceh 551 Tlowwkd Afkoto Eidikd Mépog.

'3 Tiedemann LK§263A num.27.

" H cuykekpyévn opyq amotelel medio g Bewpiog Tov ovTikeuevikod katohoyiopod Pr N.
Avdpoviaxy, Tlowied Alkaro Tevikd Mépog, II.N Zdxiovia AOqva 2000 adrd kor C.Roxin, O
AVTIKELEVIKOG KaTaAOYIoNAG, ekddoelg [Towvikd Xpovikd ABnva 1991.

% Kavoviotiké kpirfipto, Moviwvémoviov om. map, mpPA. Baocirdxny, H xatomoléunon g
EYKANUOTIKOTNTOG HECH NAEKTPOVIK®Y VTOA0YIGTMV, 204, d1tov un opbn ivat ) Stopdppwon dtov
vt avtitifetol o po VO Katdotoo).
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advvopia e amoyne avtig ivar va Bempel 0pBO Kot 10 TPHYpOULQ
mov Kotaptiotnke N pHe emeuPdoeic Tpomomom|Onke pHe oKomoO TNV

TOPATAAVIGT] TOV YPNGTN, OTAV EMTVYYAVEL TO GKOTTO TOV.

5.2.2. ExépPacn Kotd TNV €QaPROYN TOV TPOYPANUROTOS

EnéuPaon katd v epappoyn tov tpoypdppotog cuvietd kébe
pdaln mov emnpedlel ™ dwdikaciag eneCepyaciag TV 0£d0UEVOV
and 10 TANKTPOAOY10 KaBmdg Ko KaOe enéuPaocm oto punyovikd uépn

TOV VITOAOYLOTH OV EXNPEGLOVY TH AELTOVPYIR TOL TPOYPAUUATOC.

5.2.3 Xpnowomoinon pun opdav 1 eV cTorysiov

«Mn opBd» eivor To dedopuévo TOL VTOAOYIOTY| TOL OEV
OVTOTOKPIVOVTOL OTNV TPOAYUATIKOTNTO VA «EAMTN» EKEIvA TTOV
exepdlovv avakpiBd¢ TV TPAYUATIKOTNTO GTNV OO0 avVapEPOVTIL
KOl 1 omoia €€l AmMOPAGIOTIKY onuacio ywoo v eneepyacia tov
OOOUEVOV.

Hopdderypo 1: 1 GUUTANPOGT UNYOVOYPAPIKOD OEATIOL OOV O

VRaiTIoq TapaAginel pe tpoBeon va pvnuovevcel 1o 01alvylo Tov, UE
anotélecspa va eEaxorovdet va elompdrtel enidoua culvyov.

Hapdderypo 2: H 1po@odOTNom Tov VTOAOYIGTH HE TO dEd0UEVO, OTL O

Ié I4 4 4 4 117
dpAoTNG eiva TOADTEKVOG VD deV givan.
Ta ypnoomolovpeve, dedoUéEVO TPEMEL VO, OVOPEPOVTAL CE

YEYOVOTO Kol O)l GE TPOYVAGELS 1| AEIOAOYIKEG KPIGEIS. ZVVERMG 1

" Erot k. Modwvémoviov, oeh 551 onu 11 .
"7 B\. BaoiAdxn, on. map.205, IMamadoudkny , 188, Mviwvémovlov, 552 onu 14.
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TopEUPOAT KATO0V PUGIKOD TPOGHOTOV CTIS TEPWTDOGELS AVTEG TOV
amAmg moporapfdvel yopig €Aeyxo ta dedopEV dev amokAeiel TNV
otoyeloféon andtng pe vmoroyiotr] 386A ILK, apod avtd oev
TOPATAOVATOL OVTE OOTEAEL EUTOO10 TOV TTPEMEL Vo Tapakopuedel. Av
OUMG TO OTOLXELDL EAEYYOVTOL GE KATOW0 pACT TNG EneePynsiog TOVG,
TPV amd TNV TEPLOVGLOKT d1ABEDT), amd PUVGIKO TPOCMOTO, TO OMOio

Kol mopamiovatol, otoryerobeteitoan Ko omdtn tov dpbpov 386

HKIIS

5.2.4 Ennpeacpog TV 6TOLEIMV TOV VTOAOYLGTY] L€ OTTOLOONTTOTE

aAiro TPpOmO»

O emnpeacpoc TOV GTOEIMV TOV VTOAOYIGTY UITOpel va yivel
Kol (e «omolodnmote dAlo Tpomo». H evpeia datvmwon tov vouov,
EMTPETEL TNV LIAYWOYN GE OVTNV KOl TEPUTTMOGEDV ENNPEACUOD OKOUN
KOt pe pn voun xpion opddv otoyeiov.'” S avth v nepintwon
vrdyetor kot 1 avdAnym ypnudtov and ATM oamd un dwoovuevo
npdcwmo, eite pe kheppévn poyvntikn kdpto (cash card) eite pe
vépPaon tov ToTtwTikoH opiov (overdraft).

O Jpdotng emmpedlel to otoreion Tov VTOAOYoTH OTOV TO
anotélecpa G emeepyaciag TtV dedouEvev,  AOY®  TNG
CUUTEPLPOPAS TOV, OTOKAIVEL amd ekeivo mov Ba emTvyydvoviay pe
KOVOVIKT] KOt GOVVOLT EKTEAEGT] TOV TPOYPAUUATOC. > O eXNPEAGHOC

TOV OEOOUEVOV MG EYKANUOTIKN GLUTEPLPOPA prtopel va mpaypotwOet

"8 BA. Baoildxy, om. map 217, Kaidgpa Icumévr, mapot. oty AIT 1277/1998, Ynrep 99, 917.
Acoong ooppova e Molwvomovio, oel.552 onp 17 n AIT 1059/1995, TIX MZT/97 Ot dpdoteg
KOTOYMPIOOV GE TMAEKTPOVIKO VTOAOYIOT MUEPNOLEG amodoyés Tov Wimv Kot Tov Tpitov
TPOCHTOV UEYOADTEPEG O TIG TPOYLATIKEG KOl ELCEMPOTTAV TOPAVOLO TO TOGH OVTE amd TOV
£pyod0TN ToVG . AV 1 avoTépo dadikacia degnyeto avtopato, ototyerobeteitan dvimg amdtn pe
voloyoth. Av dpe¢ mapepdiioviav euolkd Tpdowno To omoio Kot emAovaTo cTotyslofetTeiTan
andtn. Contran E@AB 678, 751/1998 (ITowvAwk 99 , 817).

19 K avoviky e yopic Stkaimpio eKTELEST TPOYPEUIOTOG.

120'E1o1 kau 1 Oprotuchi ExOeon Iempaypévav tov Zuppoviiov g Evpodmne ( F.A.R ) P.28.
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o€ KéBe 6TAd10 TG EEMENG TG AVAAVOTC TOVG, OTMG Y10 TOPASELY LA
KOTG TNV EIGAYWOYT] GTOXEI®V, KOTA TNV EPAPLOYT] TOL TPOYPAULATOG,
KaTd TV ££000 TV cTo iV, KaBmg Kot pe EREUPaoT GTOL UNYOVIKA
uépn tov H/Y (hardware).

Emmpeacpd ovviotd emopévmg, kar kabe yopic dwoiopo
enelepyocioc TOV  0ed0UEVOV  TOL  VLTOAOYLOTH 7OV OONYyel ©Of
ATOTELECUO OLOLPOPETIKO OO EKEIVO TTOL TPOGOOKATOL LE VOULUN
ypfion."?!  Zvvemde, apkel o dphotng vo mpoodiopicel e
OTOLOVONTOTE TOPAVOLO TPOTO TNV enelepyacio TV GTOXEIOV TOL
VTOAOYIGTY] KO VO TPOKOAAECEL TEPLOVCIOKT) PAGST.

Agv glvor amopaitmto vo Ppioketor 1dn o€ Agttovpyio o
vroAoYlotS. Emnpeacud ovvietd kot 1 Evapén G KOVOVIKNG
dwokaciog eneepyasiog TV oTorEi®mV, EPOGOV aVT OeV yiveTal pe

14 14 14 4 r 122
VOO TPOTO, .Y A U SIKALOVUEVO TPOGMTO.

5.2.5 H owakpion pe Baon to otoryeio e tAdvng

Etvar yevikd amodext) n amoyn 0t 10 apbpo 386A I1.K
KOADTTTEL TO KEVO TIUDOPNONG OV APNVE 1 O1dTaEN TG KOWNG OTATNG
OTNV TEPITT®OTN TOL 1| TMEPLOLGLOKN dudbeon kol cuvakdAovOa M
neplovclokn PAAPN mpoépyetor amokAEIGTIKE omd TV enEUPacn Tov
dopdotn oto cvotnuo enesepyacioc Twv dedopévov tov H/Y kot oyt
and mPOKANGN TAAVNG GE OPIGUEVO PLGIKO TPOGHOTO, TO OMOI0 Yo

mopdderypo olevepyet EAeyyo g opOng eneepyaciag tov otoryeimy,

2Bt k. Modwvémoviov ceh 553 ..

122 [TppA. BGHSt 38 ,121 IIX MB/468 ( An0d. A TCavern}) 10 amotéleoio TG enelepyaciog Tomv
dedopévav emnpedlel kol avtdg mov Bétel og kivnon pio oTddn Stadpopn) YPMOLLOTOLDOVTOG
ovykekpyéva péca ta. omoia dmpovpyndnkay amd Tpitovg yro v enitevén evog dtaPopeTicon
amotelécpatos. Opowr OLG Koln NIJW 92, 125 Wessels-Hillenkamp BT/2 , 234 oAld kor BGH
10.11.1994, NStZ 95 , 135 oe [IX ME/379 o dpdotng £0ece oe Aertovpylo owTOHOTO TO
niextpovikd maiyvio Triamint-Jacky-Jackpot ypnoiponoidvrog mapdvopa Tpodypappe Kot KEPIIoe
¢to1 105 DM.
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AopPBavel amo@ACES Y. TNV TPAYUOTOTOINGCT NG TEPLOVGLUKNG
dabeong kAm. Onwg elvor yvootd mn mpoOKAnon mAAVNG omoitel
EMEVEPYELD GTO VONTIKO PLGIKOV TPOGMTOV, 1] OTOI0 O ATOTEAEGLA
gxel eite v onuovpyia €€ apyng ecEUAUEVNG €lte TNV TPOTTOTOINGN
pwog eapyng opbng mopdotaong eite v moapok®@Avon TG opOHng
petafoing  pwoG  opylkd  €GQOAREVNG  TapAcTOONG YL TNV
mpaypoTicoTTo 2.

Agv mpénel va mapoafrénetal OTL OTAV GUVIPEYEL ATOKAEIGTIKG,
nepintmon enevépyelag ota dedopéva H/Y dev umopet va Bewpnbet ot
VILApPYEL TAGVI] TOVL YEPIOTN N TOL €VIOAED emeSepyaciog 1 TOV
VOLUOL  OIKOMOUYOL  TOL  TPOYPAUUOTOS He TNV évvola  OTl
Sy eVOOVTOAL 01 TPOCOOKIEG TOVG Y10 KAVOVIKY] KOl GOVVOUN EKTEAEGT
oV poypdappotoc. >t H evidnmon tovg 0Tt «Oho mhve Kahdy Sev
apKel yio TNV 6ToYE00£TNOT TG KOWNG OTdTNG YIOTL OLTH 1] VONTIKN
KOTAGTOON, €POCOV 0ev oTnpiletol o6& GUYKEKPIUEVO OEOOUEVO TOV
eEmtepKov KOGUOV, omoteAel ignorantia facti, Onladrn amin dyvoln
¢ emelBovong LETAPOANG GTO AVTIKEILEVO TNG YVAOGNG, 1 0oio OGS
dEV GLVOOEVETOL KO OO GYETIKY| EMIOPOACT) GTO VONTIKO TOL dpAoTN.
Emmléov n omotadnmote eVvIOT®ON-YVAOGN TOL YEPLoT OTL O TO
dedopéva etvar opBa mpobmapyel TG OMOGONTOTE EMEUPACNG TOL
dpdotn ota dedopéva H/Y kot cuvenmg oev mpokaieital omd avtnyv,
ONAadN EAAEIEL O €VVOLOAOYIKE OmopaitnToC OTIHONG CVVOECUOGC
HETOED TNG AMOTNANG GUUTEPIPOPES TOV dPAGTN KOl TNG TAAVNG TOV
nabovtog. Emiong ovte mAdvn pe T Hopen NG €K LEPOLG TOL dPAGTN
TopdAenymg g HeTaPoANG TG e€apyNG ECOUAUEVNG TOPAGTOCTG Y10,

NV TPAYUATIKOTNTO TOL ToBdvTog pmopel va yiver dektr, £pOGOV

1 B)\ peto&ld aAhmv 6cov apopd oty Thdvn N. K Avopovlaxn « Tlowikod Aikoio I'evikd Mépocy
oel 494 en. PBA. emiong A Kotoodn «Ilowvwd Atkaro I'evikd Mépogy oeh 529 en. adrd won
Mrovpuo I, «Ztotyela anding pe vroloyiot Kot dpbpo 386AIIK kot Sidkpiorn avtig omd v
Kown andrn tov dpbpov 386I1.K», [TotvXpov NA/2001 470 ex.

124 BA. Mvlwvémoviov, Hiektpovikoi vohoylotég on mop. el 55.
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KOTA Kovovo OgV VILAPYEL 1O10UTEPT VOULKT] LITOYPEMGON TOL JPACTN
TPOC Gpon TG TAGVNG TOL TaddVTOG. >

‘Eneton ko pe Baon ta puéyxpt topa mopicpata g Bempiog ot
otav to eEaybévia amd Tov edkevpévo vdAAnho' X otoyeia sivat
anevfeiog ypopuéva e KMo unyovig (dnAadn K®STKOTOMUEVOL Kot
KOTOVONTA Otd TOV VITOAOYIOTY), 010 LEGOV TOL YPNGLUOTOINOEVTOC
TPOYPAUHOTOC-YA®coag tov H/Y «air emopévog dev  amouteiton
enelepyacio Kot HETAPOAT TOV OPYIKOV EIGEPYOUEVOV GTOLYEIMV GE
GAAO KOOKOTOMUEVH KOl KATOVONTE 0td TOV LITOAOYIGTH, Ol LEGOL
™me dwTpnTikng N GAANG peBodov) TOTE GLVIPEYEL TPMOTOYEVNS
eyypaen ototyeiov. '’

XV Topamave eyypoen ototyeiov Oev pecolafel dAAOG
EAEYYOC NG OLGLOCTIKNG 0pBOTNTAC TV EIGEPYOUEVOV GTOLYEIWV
(mAnv ekeivov mov dievepyel o O1ELOVVTNAG TOV VTOKOTACTILATOC),
HEYPL TNV TEMKY| lGTPAEN-AVAANYT) TOV QOIVOUEVIKA KATATIOEUEVOV
TocMV amd Tpito O1a pEc® evoc vaAiniov (teller) g tpanelog. Ztnv
TEPIMTOOT VT, O KUAOTIOTOS VLAAAANAOG €POGOV  OLOMIGTMVEL
TIGTOTIKO VITOAOUTO GTOV AOYOPLOCUO TOL (QOIVOUEVIKOD KoTaHETN
and 10 cvotnua on line g tpdmelag mpoPaivel 6e exktapievon Tov
QOLVOUEVIKA KaTaTOEHEVOL TOoOV (Tteplovataxn diabeon), and v
onoio TpokaAeital, Teplovcokn PAAPN Tov Taboviog.

To kpiowo epodtuo OV TiBETOL YiOL TNV E€QOPUOYN OTNV
TEPIMTOOT OLTN TNG KOWNG TPLYOVIKNG OmAtng €ival av o dabéng
vdAAnioc ¢ tpdmelog Pploketar oe mAAVI] OYETIKA HE TNV

0VGLOCTIKN 0pBOTNTO TV €1oepyOUeEVOY oTolxelwv, | av avtifeta

123 B\, Avopovlarn, TTow Auc, Tev pépog 1,1991,242 odhé kon Modwvémoviov, Eeapuoyés
[Howwov dwcaiov 1997 cell34 em.

126 B 1ol npaypatikd mg Al 1152/1999 oto mopdptnpo VOLOAOYioG 6T GUYKEKPLUEVN
nepintoon tov teller apykd kot Tov 81€0OVVTN TOV VITOKUTACTHUATOS MG EAEYKTN LETAYEVESTEPOL.
2B\, Baoildxy, om. mop, ceX. 192.
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StakoTéEYETOL oo Ayvolo Twv Kpioluwyv yeyovotwv (ignorantia facti), n
cuvdpoun g omoiog amokieiel T otoryel00ETNON AMATNG.

Amo m Bewpia yiveton oektd OTL TAGVN glvon kKdOe mapdcToon
YEYOVOT®V GTN GLVEIONON TOL BdUATOG, N omoia Oev avtamokpiveTaL
OMK®MG 1| LEPIKAOS GTNV TPAYUOTIKOTNTO KOt TPEMEL VO OlakpiveTal amd
™V EAAELYT OTOLGONTIOTE TTAPAGTUONG TNG TPAYUATIKOTNTOS Omd TO
Ovua (Gyvowa).'*®

YUVENMC, €K TV TPoNyNOEVI®MV TPOKLTTEL OTL O EAEYYOC GTOV
omoio mpofaivel TeAKd o vmAAANAOC T Tpdmeloc KOl TOL GOV
anotélecpa €xel va mpoPel onv meplovotokn 01dbeson eivor kabapd
TUMIKOG KOl G TEPLEYOUEVO €xEL TN dmIGTOO™ TS HoONUaTIKNG-
AOYIGTIKNG GUUEMOVIOG HETAED TOV OTOLEI®V TOL AOYOPLACUOD TOV
exdotote Katofétn, to omoia avaypdeovtor oto  PiAidpilo
KATOOEoEMV KOl QVTOV TOL avaypd@ovtol 6to on line cvotnua g
tpdmelac. Zuvakorlovda o v Adym vTdAANAOC dev amotelel, kot TV
YOPOKTNPIOTIKY £K@poon Tov Mulavomoviov,'” «romotnpnti» g
neplovoiog Tov TabovTog (tng Tpanelag), ovte undolo mov Ba mTpémet
pe 06ho va mapakouedei. Agv €yel emiong oynuaticst otn cuveidnon
TOV Kouio dpecn mTopdoTacy CYETIKA UE TNV OLCLCTIKY opBodTHTA
TOV GTOYEI®V TOL AOYAPLAGUOD TOL EKACTOTE KATOOETT).

Amo Vv kpatovca otn Bewpia dmoyn yivetonl mepoTéP® OEKTO
0Tt M mAAvn Oev eival avaykoio vo  gival  omOTEAECUO. L0
TEKUNPLOUEVNC VONTIKNG dlepyacioc aAAd apkel kot pa AavOdvovca
napdotacn  oto  mePOpo G yvoong  («Guv-yvaony,
Mitbewusstsein) 1| pio yeVikn mopdotact 0Tt «O o ival evidée, 1

’ r ’ r r 1
onoio Opme oTpileTon oe cuyKekpiuéva yeyovota. >’

128 B\, Kovrady, Epp ITK oeh 210 er, Zmvédln, TTow Aikono Etd Mep. ZEA 82 e, alhd kau [ digo,
How Aw Ed Mépog Top XT1967 137 em.

12 Hiextpovikoi voloyiotég, om. map, oeh. 65.

B0 B oyetucd Lackner: LK § 263 ap1. 78.
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Bdoel g tov mopamdve To opyiko EPMOTNUE GYETIKA LE TNV
TAQVY TOV 010€TOVTOC VTOAANAOL OVOPOPIKA HE TNV OVGLOGTIKY|
opfotnta TV  €10epyYOUEVOV  OTOEIMV  duoyepaiveTAl KO
LETOTPEMETOL GE EPMTNLOL OVAPOPIKE LE TO OV 0 €V AOY® VLITAAANAOG
EXEL ECOUALEVT] CLV-YVAOGT TOV MO TAVE KPICL®V YEYOVOTMOV KO
OVVENMC TAavATol-eEomatdtor dueca omd TNV Vmapén Kol TO
TEPLEYOUEVO TTPOYEVEGTEPMV CYETIKMV eEAEYY®V. ITio cuykekpéva, av
VILAPYOVV TPOYEVEGTEPOL EAEYYXOL TNG OLGLIGTIKNG 0pBoOTNTOG TOV
AOYIOTIKOV €YYPOUQOV (KOTOOECEMV-AVOAYE®DY) TOV AOYOPLUGLOV
TOV €KAGTOTE KOTOOETN Ko Ol amhd LOVO TEYVIKOL, TLTIKOL EAEYYOL
™G pobnuatikng  okpifelag g avTiyporG-UETOPOPES M
enelepyociog oToyeimv TPV 1 KoL LETE TNV UNYOVIKY] KOIKOTOINGY|
toug and tov H/Y, to6te givar Aoywkd va yevvdton otov dwnbétova
VILAAANLO 1| €0A0YT YEVIKY| TTEMOiONoN OTL «OAa eivar evia&ey.

H memoibnon avt otmpiletal 610 yeyovoc TOv TPOYEVEGTEPOL
eAEYYOL, amO TOV O1ELOVVTN TOL VITOKATAGTNLATOS, TNG OVGLUGTIKNG
opfOTNTAC TOV AOYIGTIKOV E£YYPOP®V TOV VTOAANAOL e Pdon To
YpoupaTio Tov €kdidel o tedevtaioc. Efvar dAlwote yvwotd O0TL 0
Eleyyoc dlevepyeiton kaOnuepvd, UETA TO TEPOUS TOV CLVOAAAYDV
(Kielowo tapeiov). Apa veiototor mpdén eamdtnong kot kot
EMEKTACT) TAGVI] TOV €V AOY® TPOCMOTOV, TO OTOI0 EXEL OATOPAGIGTIKN
ovuPoAn kot appodldTYTa 6T dladKaGion AYng TS amdPOoNS TOL
EMPEPEL TEMKA TNV TEPLOVCLOKT] S100ECT).

Xe autn TV mepintoon — mdvia pe PAcn To TPOYUATIKO TNG
andeaonc (AIT 1152/1999 IlowXpov N/597)- n «ypnoyomoinon»
TOV oToElOV yivetan and 1o mopévheTo TPOGMTO TOL VITOAAAOL Kot
TOL O1EVOLVT] TOV VIOKATAGTHUATOS, Ol Omoiol &Kk TpobEoemg
evéypoyoyv YeuTIKOL OTolela, Kol m  mepovolokn PAAPn  dev

TPOEPYETOL ATO T XPNOLHoTOinoNn Un opbav 1 EMT®V GToLYEIOV OO
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T0 OpAoTN OALA amd TV eEUMATNGY EVOC TPOGMTOV, TO OTOI0 EXEL TN
vopukn M v wpaypatikny e€ovcia va emepPaivel oe EEvn meplovaoia.
AoV Lowmdv mpokadeitar TAGVT € Tpito TPOGMTO, TO OO0 EMPEPEL
ePLOVGLOKN Otdbeom (aTidoNg ovvoeoHoc HeETalh g Onuovpyiog
TAGVNG Kol TG TEPLOVGLOKNG 01dheong), epapudleton to apbpo 386
[LK (tpryovikn amdn) kot 6yt to 386A I1.K (amdtn pe HY).

5.2.6. Igproveraxi {npic™’

O empeacpds TV otoreiov mpémel vo mpokoaAel dueco
peioon &EEvne meplovoiog. Agv apkel OnAadn outiddNg GOVOEGHOG
HETOED TOL €MNPEACUOD KOl TNG MEPOLGLOKNG PAAPNS, oAAd
amouteital Ko opesdtNTo oty wPOKANomn g teAevtaioc. H
weplovotokn (nuio etvar dueon oOtav dev amorteiton mwopepPoin
avOpOTIVNG CUUTEPLPOPAS UETAED TNG emesepyaciog Twv oTolyeiwv
Kol NG pelwong g mepovoiag. Avrtifeta 0ev otoryelofeteiton
TEPLOVOLOKT Cnuio ov To amoTtéAesa TG Enesepyaciog TV GTolYEIWV
AmAMG OEVKOAVVEL TO OPACTH VO EMITUYEL TEPLOVCIOKO OPEAOC e
GAAN TpAEn oL Y. PE amATY).

H meprovookn PAGPn otoryerobeteiton akdun «ov 1o Tpdcwmo
oL TNV LVLECTNOAVY €lval doNAay evd Yo ToV LITOAOYIGUO TG {nuiog
«etvar  adpopo ov ot mwobdvtec eivar éva N meplocdTEPQ

. 132
TTPOCMOTTO.

B TIpBA. Kovradh eppJIK oeh 3566. « H {npia sivat to oplotikd omotéheopo g emelepyasiog
TOV oToKElmV PeTd ToV emnpeacud TV dedopévev Tov vroroywotn. Edv dpmg 1o anotélecpa
otd dev etvorl oploTikd aALd amoterel mpohmdBeon yio TEPAUTEP® ANYN OTOPACEMS TOTE LILAPYEL
Kavovikn amdtn pe mopamiavnfév 1o mpdowmo mov EAafe vmoyn T0 Gdve amotédecpa. BA.
Horadoucxn 186,188

B2 Esapua p katy tov dpdpov 386A TLK.
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Amdtn pe vroloylot ctotyelobeteiton emopéveg Kol Otov e
mv Tpdén PAATTETOL 1| TEPLOVGIN AMEPLOPIGTOV APLOUOD TPOCOTMYV,
0. omoio Sev eivon amapaitto va sivor yvootd. ' Avtd éxet onuacia
YL TV OLTIOAOYNON TNG KATAOIKAGTIKNG amdpacns, agod O0ev eival
TPOKTIKE dvvatd va Tpocdlopilovtal G€ OVTN TO ATELPO TPOGMTO TOV
VILECTNOOV ALTOTEADG TO KabEva eAdytotn (nuia, 1 omoio OU®G
aVTIOTOWEL GLVOAMKAE ©€ ONUAVIIKO TEPIOVGLOKO OPEAOG YO TO
dopaotn.

Emopévag 1 koTadtkaoTiky] amd@oacT] Y10 odTy e VITOAOYIOTN
(386A T1.K) dev mhoyel amd EALEWYT d1TIOAOYIOG OV OEV AVOQEPEL TO
TPOGOTO TOL TAHOVTOG, OTMG ATOLTEITOL O TPOS TNV KOV OITATY] TOV

apBpov 386 I1.K.

5.3. Yrokewpeviki vroctaon

H andtn pe vmohoyoty eivar éykinpo okomod. >t T v
Oepelioon tov apytkoh adiKov TEPAV TNG TANPOONG TOV GTOLYEIWV
NG OVTIKEWEVIKTG VTOGTACEWMS TPOATALTEITAL GKOTOC TOV dPAGTN VL
TPOGTOPICEL GTOV €0VTO TOV 1 GE GAAOV TAPAVOUO TEPLOVGLOKO
O6perog. Amarteiton dOnAadn «emdimEN» (dpecog 00 oc A Baduod) o
TTPOG TO TEPLOVGLUKO OPEAOG Y10 TO OTO10 0 dPAGTNG TEAEL TNV TPAEN,
EVD G TPOG TO TPAYUOTIKA TEPLOTOTIKA 7oL Oepueldvouy 1o
«ITOPAVOLLO» TOV TEPLOVGIOKOD OPEAOVG, OPKEL Kot EVOEYOUEVOG OOAOG
(v’ €idog dOAoV).

Evoeyduevog 00Aoc apkel Kou ¢ mPog T oTOLKElDL NG

OVTIKEWEVIKNG VTOCTOOTG TOV €YKANUATOC. Apkel yio mapddetypo o

13 Ero1 kan Kiodme, om. mop., 62.

B4 AVt mpakTkd onpoiver 6t 0 00A0g oKomov oL guEoiveTal GTO OKOmMO TapdvouNg
womoinong amotelel vmokeyevikd otoryelo Tov adikov Kol OVOQPEPETOL OTNV OVTIKELLEVIKN
VIOOTOCT, TOV &V AOY® €YKANUATOC. Av ghdeinel, dev pmopel va vdpyel TEAEGT KOTH QLGIKT|
QVTOVPYIO A0 TOV GUYKEKPIUEVO dPAGTN.
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OpAoTNG vo TPOPAETEL MG EVOEYOUEVT] TNV TPOKANGY] TEPLOVGLUKNG

’ r 1
{nuiag kat vo Ty omodéyetat.

5.3.1. Ilowikég KVPpOGELS

XOoupova pe 6ca tpoPAémovionl 6To TPMOTO £0GPLO TOV GpbHpov
386A ILK 1 amdtn pe vwOAOYIOT «TIHOPEITOL HE TIC TOWEC TOL
TPONYouUEVOL ApBpovy dnradn g andtns (apbpo 386 I1.K).

Apa M Pacikn omdTn HE VTOAOYIGTN TILOPEITOL HE QUAAKION
TOLVAGYIGTOV TPV pNvav (Kot dpa vrdyeton oty kab VAN
apUOdOTNTO. TOL TPIUEAODS TANUUEAEIOOIKEIOV KOTd TO ApBpo 112
K.ILA), evo emPdiietor puidxkion tovAdyiotov 600 TV av 1 (nuia
OV TPOKANONKE amd TV TPGEN sivar Wiaitepa peydin. >

Av 6U®G 0 0pAoTNG TEAEL AMATES LLE DTOAOYLIGTY] KOT EXAYYEA LA
i kotd cuviBewr”’ Kot To cuLVOMKO OQPENOG 1 1 cuvolky (muia
vrepPaivouy 1o Toso twv 15.000 € (evpd) N v T0 GLVOAIKO OPEAOG T
N ovvoAikn] (nuio vrepPaivouv cvvorikd ta 73.000 € (svpw),
emParietor KaOepEn péypt Oéko etV (mowvikn Slwén oe Pabuod
KOKOVPYNUOTOG KoL 0P OLOKEKPIUEVT] TAPOAAQYT] 0pOV TIU®pPEITOL
Bapitepa).

Aloonueimto givar €dd OTL WG TPOS TNV OTATN LE LITOAOYIGTN
dev yopel spappoyl tov N.1608/1950" di6mt n amapidunon tov

14 14 14 /4 ’ 4 140
eYKANUatTov oto omoia avtdg papuoleTal lval TEPIOPIOTIKY] — KO M

3 "Eto1 kon @.Avdpéov, Epunveia TTowikod Kddika Eidikd Mépoc, A.Zdxkovhag Abfva 2005,
apbpo 386" TI.LK. Opown Kovialh xor  Mvlwvémoviov, Tlowikd Aikao Ewdikd Mépoc TN
Yaxkoviag ABva 2000 ced 556 em.

13 Appddio yia Tov mpocdiopiopd g wiaitepa peydng (nuiag eivat o TpoToPddmo dikactiplo
YOPIG TEPUTEP® SVVATOTNTO OVOIPETIKOV EAEYYOV.

57 Tpokerron Y mepintoon afpototikol eykAnpatos. o to kot endyyeApa kot Katd cvvidela
téheon PA. pBpo 13 €d.0t ILK.

B8 Onwg 1oyvet petd o N.2721/1999.

139 Tithog « mepl avEAGEMS TV TOWGV TOV TPOBAETOHEVOV 810, TOVG KOTAXPOSTAS TOV SNHOGIov
N.1608/50.

1401, Ztov évoyo tov adumpdtov mov mpoPAémovial ota apdp. 216, 218, 235, 236, 237, 242,
(256), 258, 372, 375 w1 386 tov ITowvikod Kddika, epdcov avtd otpépoviat katd tov Anpocion
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TUYOV €QOPUOYT] TOV B CUVICTOVGE OmOYOPEVUEVT avaAOYiol €1
Bapog Tov katnyopovpévov. !

H mapdietyn ovt) tov vopoBétn opesideton oe mpogovn
TOPAOPOUT| S1OTL 1) duvAUEVT Vo TPoKANOEl amd to EykAnuo (omdTn pe
vrohoyiot 386 ILK) {nuio pmopel va @taoel oe duaBedpnta Oy
Evvonto etvar 6tt n un kdAvyn tov {ntuatog avtov eival pua
npdcOetn £voeiEn ot vpEav afreyiec Kot atédeteg amd o vouohE
KOTA TN YNe1en Tov VOUov pe tov omoio €ionydn oto dikad pog m

AT UE VITOAOYIOTN.

5. 3.2 TIIpovopovy e TEPUTTMOOELS OTATNS LE VTOAOYLGTY

Ot dwtdEerg tov apBpwv 387 I1LK (amdtn svtedotg a&iag) kot
393 map 1 I1L.K (0iwén kat éykinom oe mepintmon amdtng HeTadd
oLVYYEVOV KaTtd To otowyeion a'kor Yy tov apBpov 378 TILK o
eEdhenym tov aglomoivov AOY® EumpokIng petdvolog katd apbpo 379
I1.K) epapudlovion cOppmva pe tnv opbBotepn Kol KpATOVCO GTN
Oswpio Gmoyn'* ko €86 kat avohoyio in bonam partem &6t 1

TopAAEYN TOV GYETIKOV dratdéemv va pvOpicovy to dpbpo 386" T1.K

N TOV VOLUK®OV TPOCOR®V ONUociov dikaiov 1 Katd GAAOVL VOIKOD TPOCOTOL amd €KEIVO TOV
avapépovtol 6to GpBp. 263A tov [Mowwov Kadiko kot to 60@pelog mov métvye 1 emdinée o
dpdotg N N {nuio wov mpo&evinke 1 onwodNToTE amEMOnKe 6T0 ANUOGIO | OTO TTO TAVED
vopikd mpocmma. vrepPaivel to mocd tov "50.000.000" dpoyudv, emiPorieTor M TOWRH NG
KaOep&ng Kat, av cuVTpEYoLV 1810 O6VTOG 1014L0vTog EMPAPLVTIKEG TEPIOTAGELS, WOIMG AV 0 EVOYOG
eEakolovOnoce ent pokpd ¥pOVO TNV EKTEAECT] TOVL EYKANLATOG 1] TO OVTIKEILEVO TOV giva Waitepa
peydng a&iog, emParieror n mowvn g wopag kabepéng”. "Etov €voyxo TOv OdKNUATOG OV
mpoPAénetar €10KMG and 1o apbp. 256 tov IMowwov Kddwka, ta mapamdve epapuolovior pdvo
otav 1o adiKNUe OTPEPETAL KATE TOV ANLOGIOV, TOV OPYOVIGUAV TOTIKNIG VTOOL0TKNOTG Kot TMV
VOULK®V TPOSORTOV d1pociov dikaiov'.

“UBL. AT 1152/1999, TINATI 99 ,352 ITX N/597.,1270/93 TowXp MI""1026.

2 Mviwvémoviov e 559 em. aANG kon A. Emivéllne Tlowvued Aikono Eiducd Mépog eykhipora
KoTd TEPLOVGLOK®Y EVVOU@V ayabdv. A Edkkoviag ABva —Kopotmmvn 1992.
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dev  opeideTol ©0€ OLVEIONTN EMAOYN] TOL VOUOBETN oAAG of
nopadpopn.'

‘Etol av 1 ovvoAikn {nuio mov mpoxAnOnke amd v andn pe
VTOAOYIOTY] €lval evtelovg a&iag, 1 Tpaén ddkeTon LOVO KOT® EYKAION
KOl TILOPEITOL PE YPNUOTIKY) TOWT 1 HE QLAAKION OO OEKO WEPEC
uéxpt €81 unves. Av pdiota m mpadn teEAEoTNKE Amd OVAYKN Yo
dueon oavédimorn, m omoio OeV EUMIMTEL OTIC TEPUTTAOGELS TNG
katdotaong avaykng g ILK 25, n wpdén upmopel va peiver
atudpnn (apbp 387 og ouvd pe 377 ILK)*

Evvoeitatl 6t ) ddtaén tov apbpov 37711.K dev epapuoleton
av 1 ocvvolkn (nuia mov mpokAnOnke amd 1t pio wpdén dev eivon
eVTEMG, €0T® Kou av 1 PAAPN tov enl puépovg mpocHTWV ivor
HUNOOULVY].

Kat’ éyxiion Suoketol n amdtn pe vroAoylot) (Yopic Oums vo
TILOPEITAL MTOTEPA) KOl OTOV TEAEITOL KOTO TPOCOTOL OmO T
avaeepopevo o¢ Bopata g andtng. Etol yia mapddetypo kotd v
KPOTOLGA GTN VOLOAOYi Armoyn 1 omOmEPO KOKOVPYNLOTIKNG OTATNG
LE VTTOAOYIGTI] ATOPPOPATAL OO TNV KOKOVPYNUATIKY TAAGTOYPAPin

LLE YPAOT], EVA 1 TETELEOPEVT GUPPEEL pE auThHY oAndwvd. '

5. 3. 3 Kat’ e€axorovOnon téleon

' Souewevog oflaradauding, 194 , 0dhé kot AIT 1059/1995, ITX MET/97 , mov eppécmg Ty
caP®s 6€xeTat SuvatdtTa EPapOYNG Tov ApbBpov 379 I1.K oty andrn pe vToAoyIoTH EPOCOV O
(OYLPICLOG Yo EUTPOKTY PETAVOLL gV glvart adOPLOTOG.

144 B\ 10 mapadetypa tov Molwvémoviov Tlowued Aikono Eiducd pépog e 560 O evdehg portnTig
TANPOPOPIKNG A S1EIGIVEL GTO TPOYPAUULLO LG TPATECHG KL EYYPAPEL 6TO AoYaplacid Tov 1500
Opy. e TG omoieg eEacPaAlEL TO LeonIEPLOVO TOV YEDLLOL.

UATT 75/1999, TIX M©/319, AI1329/1988, TIX MH/975, AII 1300/1997, IIX MH/468, AIl
292/1990, I1X M/1038, AIl 912/1980,I1X AA/49, AIl 1017/1980, IIX AA/158, AIl 1300/1997,
I1X MH/468, AIl 1819/1997, IIX MH/607, AIl 100/1983, IIX AI/713, AIl 1444/1983, I1X
AA/421, AT 1292/1984, NoB 32,1781, AIl 552/1989, TIX M/47, ATl 1706/1988, T1X M/829, AIl
57/1998, ITX MH/730, AI1329/1988, ITX MH/975.
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Ye mepintowon kot eEakoAovOnon téleonsg, TO MEPLOLGLOKO
O0pelog N N meprovotokn PAAPN Aappdvovial cuvollkd VoYM UOVOV
av 0 Oplotng e TIG HEPIKOTEPES TPAEES TOL amEPAeEme GTO
arotélecpo avto(apbp. 98 map.2 mov mpootédnke pe to dpbpo 14
N.2721/1999). H gpappoyn g ev Adym ddtaéng dev epmodileton amd
exetvn tov 1pitov edagiov tov GpBpov 386AILK o16TL avty n
televtoio avaeépetal o TpokAnon (nuiog pe pio Tpdén kot oyl pe

, 146
mwAeilovec.

5.4 Aratn pe H/'Y386A ILK ko armdtn tov apOpov 386 ILLK péocw

VTOAOYIOTY)

5.4.1 Ov amoyeg mov vmostnpilovior ¢ mpog TOo Poocwkd

Cntpota:

To a&iomowvo amotéhecuo mov Tpmpeital pntd amd 10 apbpo
386A TL.K eivor np BAGPn EEvng meplovsiag. Kot yia 1o Adyo avtd ot
HEXPL ONUEPO SUTLTTOUEVES ATOYELS Be@pohV OTL TPOCTATELOUEVO
évvopo ayafo oe auth T dtdTagn eivon povo n meprovoia.'” Qotdoo,
gyovv dlutummBel Kol omOYEIS MOV  WAOVUV Y10 TTPOGTOGIO,
JEVTEPEVLOVTMG 1) EMIKOVPIKAG, Kol GAA®V Evvopmv ayabov, OTmg Ta
CLUCTIHLOTO GUVOAAQYDV YOPIC UETPNTA ¥PAUATO 1] 1 EUTICTOGVHVN
oTNV acQAAE Kol OEOTIOTIO TNG UETAPOPAS KEPUAMI®V HEC®H TNG

eneEepyaciog OEdOUEVOV.

146 B, Mvlwvémovio om.map cek 560 .

YT BL. 00 10 eMvikd  Aikato, Baoiddkn, H katamoléunon g eyKANMOTIKOTTOS MEGH
NAEKTPOVIKGOV vmoAoyotdv, 1993, 201 er., Mvilwvimoviov, Hhektpovikol LTOAOYIOTEG Kot
mowikd dlkoto 0.1 oed 59, Homodouadky, oek 184, Nobokaln, 6m. map., 180 en. T 10 yeppovikd
dikawo PA. Schoencke/ Schroeder- Cramer, StGB, 25, 1997, §263A ap® 27, Lackner/Koehl,
StGB,23 , 1999§263a, api. 25, Sieber, Computerkriminalitaet im Strafrecht, 2, 1980, o). 32. Ta
10 OALavdwd Ailkao, PA. Kleve/Mudler, Computer and law in the Netherlands, Revue europeene
de droit public, 1991, ce). 11 en. T to eElPeticd dikaro PA. Schubarth/Albrecht, Kommentar zum
schweizerischen Strafrecht. Schweizerisches Strafgesetzbuch, B.T.2.
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H dmoyn mov emikpoatel Opmg d€yeton OTL OTNV OTAT UE
H/Y mpoctatevouevo Evvopo ayafo givor n meplovsio kot 6Tt 1 omwdtn
LE VTOAOYIOTY] OouNONKe ®G EYKANUO KOT avIIGTOWYi0 LE TNV amdTn
oL apBpov 386 I1.K. Zvvendmg Ba mpénel va petapepbovv ot dtdtain
tov dpBpov 386A T1.K 6Aa ta Bewpodueva wg amapaitnto ctotyeia

8 TIpaypont odppava

™¢ Tpaéng ¢ andtng tov apbpov 386 I1.K.
pe v eonyntikny ékbeon tov vopov 1805/1988, aAAd kor Tov
YEPUOVIKOD OEVTEPOVL VOLLOL Y10l TNV KOTOTOAEUNOT TS NAEKTPOVIKNG
eykAnuotikoéttag, n andatn pe H/'Y Beomiotnke yioo va kaAdyel ta
KeEVEL vOpov mov vmnpyov (devTEPOYEVT] KEVA) Kot gUmOdLov TNV
EQAPUOYY TGS ddTalng g amdtng.'” O Opoc «EmNPEAcHOS TOV
OTOEIMV» EPUNVEVETOL G TO OMOTEAECUO, LIOG MNAEKTPOVIKNG
enelepyaciog dedouéveov 1o omoio amokAivel amd ekeivo mov Ha
TPOEPYOTOV OO TNV  KOVOVIKY] KOlU GCUVVOUN EKTEAECT) TOV
TPOYPAULOTOC, KOT OVTIGTOLYI0L PO TNV TOPOTAGVN O avOp®ITOL
KOl TNV TEPLOLGLOKN 01d0eon otnv amdtn, ot omoiec tawtilovianl pe
TOV «EMNPEACHO TOV oToyeimvy. XOupova, Tavto pe Ty o
drmoymn Oo mpémer 1 PAAPN TS mEPLOLGIAG VO ETEPYETAL AUEGO M
OTOTEALEGLOL TOV EMNPENGLOV» TOV GTOLXEIOV TOV VITOAOYIGTY], 1TOL
TNV «TOPATACVITIKT KOATAGTACT)», 1| OTOi0t 00MYEl G€ [0 TEPLOVCLOKT)
d10eon oe avtiotolio pe ™V omdtn tov apdpov 386 LK. Ot
TOPATAVED OT000YEG £xovv odnynoetl 1 Bewpio va kotaAnEel 6to

CUUTEPOUGHO OTL TAPOAO TOV TOPUAANMGOUO OTATNG KOl OTATNG HE

8 BL. Mvlwvémovio, om. mop. 56 , Iamadaudxy, om. map 182. Amd tovg Be@pnTikods Tov
yeppovikod mowikov dikaiov BA Cramer og: Schoenke/Scroeder, Kommentar , oeh 1881 , apif 2
kot oeAd 1886 ap1B 21, Maurach/Scroeder/Maiwald, Strafrecht, oeh 490 ap1f 228.

9 B\, Noboraln, oém. mop. 180 en. Mviwvémovio, om. map. 58.

B0 BA. Mvlwvémovio om. map., Hamadaudxy, To meplovoiakd sykAiuote el 185.

1 BM. Novoxain on. nap. 180, Baoiddxn on. map. oek 217, Kaidpa-I'kméva, Tlapotnpioeig oty
ATl 1277/1998 Ymep 1999, 912 Contra Kovpaxn, Tlapatnpioelg 6NV VOLOAOYiO GYETIKA UE TNV
armdtn pe H/Y , TTAoy 6/2001, 2593, o omoiog Bempel 6Tt dev givar ovaykaiog 0 GLOYETIGHOG
opélovg Kot BAaPNS EEvne meplovaoiog.
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H/Y, vndpyet oyéon arnroamokdietopnod’™ petaéd tov 800 ovthv
SlotdEemv kot 6t N ot pe H/Y amotelel idvopo éykinpa. '™

210 PETPO O€ MOV M EMIOPACT] GTA GTOLXEID VTOAOYIGTH AVTIGTOUYEL
OTNV «TOPATAAVIIONY, OVOYKOCTIKE OEXETOL 1) TOPOUTAV® Amoyn OT
KOl Ol TPOTOL EMIOPACNC TOV CGTOYEIMY VTOAOYIGTH] TOV TLIOTOLEL O
vopoBétng Ba mpémel va mpokaAohV o KOTACTOON ovIIGTOUN UE
exetvn ¢ eEandnong avdpdrov oty amdrn Tov dpdpov 386 LK.
H dwpdpewon tov mpoypaupatoc Beswpeitor «un opbny» otav ta
OMOTELEGLLOTO. TTOV TTPOKVTTOVV Od TNV EQOPLOYN TOL £PYOVIOL GE
avtifeon pe pio vouun kotdotaon' f Otov To TPOYpPAUO Eivat
TPOGPOPO Va EMPEPEL TIEPLovotaky PAAPN. ° H «emépPaon katd v
EQUPUOYN TOV TPOYPAUUOTOS» VOeiTo ¢ petoforn otn Asttovpyia
0V mpoypdupoatoc. . H «ypnowomoinon pun opddv 1 eAlmdv
otoeiovy mapoAnAileton TEAOG TPOC TNV amdKpPLYN KoL TNV
TopaclOnNon oAnfov yeyovoétowv katd 1o dpBpo 386 ITLK. Q¢
GUVETELDL OVTOV TOL TOPOAANAIGHOV, ¢ «un opfdy Bempovvion Ta
otolyeiol IOV JEV OVTOTOKPIVOVTOL TPOG TNV TPAYLUATIKOTNTO KOl (G
«EMMTT EKEIVEL TTOV AVTATOKPIVOVTAL £V HEPEL TPOG avThv'™ , GOTE 1N
TEAKT] EVTUMMOT] 7OV TPOKOAEiTOL OO Tn YPNoN TOLG Vo Eival
OWLPOPETIKY]  amd TNV  TPAYUOTIKOTNTO. ZYETIKA O UE TOV
KEMNPEACUO» TOV GTOLYEI®V TOL VTOAOYIGTN LUE «KOTOL00MNTTOTE GAAO
TPOTO» 1 TOPATAVED ATOWYT OEXETOL OTL OTOKAEIOVTIOL Ol TEPUTTAOGELS
mov  dgv  OMUOLPYOVV o KOTAGTOOM OvTioTOWYN TWPOS TNV

mopanAdvnon avipomrov, O6mwg avtd ocvpPaivel oto dpbpo 386

2B, Baoildwy, on.map. 217, Kaidpo-T'krévt, on.mop.on 146.

133 B\, Kovpéxn, on.nap. oek 2591, Hoamadoudxy, on.mop ceX 186.

134 BA. Baoildxn, om.map el 214.

135 BA. Novoraly, on.map 180. Bacildxn, on.map 214.

130 B\ Movlwvémoviov, (Hiektpovikoi vroloyiotéc) oek 59-62, Iamadoudin o.m.cek 187.

57 BA. Mvlwvémoviov, on.map el 63.

138 BA. Mvlwvémoviov, on.map ek 64, Baoildxy on.nap oek 205, Homadaudxy, on.mop oek 188.
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159 4 r r ’ 4
[1.K.”" Qg andppoia tov avotépw, Oa mpénel, va amokAsioviotl and
t0 medlo epoppoyng tov 386A ILK mpdéeic mov amotelodv

1 160 . , . ’ ’
EKUETAAAELOT  ATAMG TV OLVATOTITOV TNG VEAS TEXVOLOYING, YWPiC
Vo 0oKOVV Kapio enidpaotn oTo GTOrYEI0 TOV VITOAOYIGTH Kol TPAEELS
OV  GLVIGTOLV  «ETEPOMPOGPOA NG mepovoiog kot Oyt
«OTOTPOSLOANHTOV EVVOLOL ayalBov omtd TOV Gopén TOL OTME GTNV

L 161
KAOGIKT] OTaTh).

5.4.2 H 0¢om T EMANVIKNI G VOpoAOYLOG.

XV EAANVIKY] vopoAoYia, TOGO TV dIKAGTNPIOV TNG 0VGiog
6co0 kot tov Apeov Ildyov, emyeipndnke oyetikd mpoécato O
KaBopiopog tv opiov petabd andtne ko andtne pe H/Y. To Epeteio
AOnvov 10 1998, déytnke TV TOVTION TOV TEPLEYOUEVOL T®V VO
dtdEewv, eKTOC Tov TPdmov PAAPNC TG EEvng meprovaiag, 1 omoia
oTNV OmATN HE VTOAOYIGTY] dEV TPOKOAEITOL OO EE0MATNGT PVGIKOV
Tpochmov oALG amd Vv «emépPacn o H/Y».'" Katd ta avotépo,
10 Akaotpro Bedpnoe v andatn pe H/Y 01k popen amdng Kot
d&YTNKE TNV TPAYUATOON TOV Op®V OVLTAG, OKOUN Kot Otav «ot

aféuteg emeuPdoeig otov H/Y eivar 10 avaykoaio péso yu tnmv

159 BA. Mvlwvémoviov, on.map oeh 57 , Baoiidkn om.map. oeh 214.

10 BA. Horadoudxn, on.map ced 190. Awpopomompuévn sivar 1 dmoym tov Kovpdxn om.map 2593.
H yeppavikn voporoyio mdvimg @aiveror va mpocavatoriletor televtaion OAo Kot meEPIGEOTEPO
oV 18 O0TL Tpaselg mov «Bétouv og kivinom» Vv enefepyacio dedopévav gival duvaTov vo
BewpnOei o611 «emnpedlovvy v nhektpoviky eneéepyacio dedopUEvmV Kat To eEAVTNG TAPAYOUEVO
amotérecpio. TIpoc@ata ToPadElYLOTO YL AVTO ATOTEAOVV Ol TEPIMTAOCELS TNG XPNONG eEOUEIDTOV
miepovikdv kaptag («Telefonkartensimulationen” oty andéeoon LG Wuerzburg Urteil v.
29.7.1999, Wistra 1999.429) ko1 g emidpaong MAEKTPOVIKOD TOLYVIOOD HEGH TOPAVOLMG
KtnBévtog oyetkov mpoypaupatog H/Y, dote 10 cuykekpipévo moryvidt va anodmdoel KEPON o€
ocvykekpyévn xpovikn otrypun( BGH Beshcluss v.10.11.1994,wistra 1995.105). Kpifnke mévtog
OTL &V GUVIOTA OTATN [LE VTOAOYLOTY] TO «EEYEAQGLLON UNYXOVILLOTOG TTOV AAAALEL XOPTOVOLIGHOTO
pe képpota amd to OpAcTn O omoiog €0ece oto UnyAvnuo avutd o ey towvio avti yu
yopTovouca, TNy omoia kol Eavamnpe miom Otav mpe To Képpato yopig vo Pdret kdmolo
yoptovopopa ot Béon tovg. (OLG Duesseldorf 29.6.1999, Wistra 1999.471).

*UB. .Novokain om.map 181, Basiddxn on.mop oeh 215-216.

12 TTevtEQAD 751/1998 TTowAwk 1999.817.
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TPOAYUATOTOINGCT TOV oKomov avtov». H mepimtwon mov kpibnke amod
10 Awaompo o¢ ondtn pe H/Y apopodoe v mpdén xdamoov o
omoiog, apov evéypaye otn pvnun tov H/Y avomapkteg katabéoelg oe
VRLAPKTO AOYOPLUGHO TPITOV, EUPAVICE TPOG TANPOUN GTOV TaUio TNG
tpdmeloc emtayn HE YPEMOTN TOL OVOTEP® AOYOPLOCUOD KOl GE
GUVEVVONOT] LE TOV KATOYO TOV AOYUPLOGLLOV.

O Apewog Ildyog to 1995 éxpwve o¢ amatn pe H/Y v
nepintoon ekelvav mov kotaywpovoav otn uvnun H/Y avomopkreg
UIo00A0YIKEG amod0oYEC amd TNV VANPEGIO TOVC KOl OT) CLVEYELN
EG£TPATTOY TO 0GR avTd.'® Ty mepintoon avth 10 AKaoTiPLo
dev d0THTMOoE KATOWOL 1OOUTEPT] OLTIOAOYIOL YlOL TNV LIOYMOYN TOV
KPWoOUeEVOV TepoTaTikK®V oty andtn pe H/Y odte ko xoatéotnoe
coQEG v 1 elompaln TOv PN SIKAOVUEVOD OGOV £YIVE UE N YOPIC
mv moapepporn avOpomivov mapdyovia. To 1998 o Apetog Ildyog
O&yOnke o6t M amdtn pe H/Y elvol «dopopetikd ykAnuo» amd v
omdTn mov omotelei «edcd Eykdnua»' ™ To Awaotiplo Swydpioe
mv andt pe H/Y pe ™ Poaocwkn oxéyn o611 «to apbpo 386 I1.K
neplopilel v omdn UOVO OTIS TEPIMTMOELS oV N EEvn meplovaia
BAdTTETAL e TNV TAPATAGVIIGN PVGIKOD TPOGMTOV, VA GTO APOpo
386A I1.LK n &évn meprovoio PAATTETOL, OGYETOS TOPUTAAVI|CEWS, LE
mv aféprm enépPaocn oty mopeia eneepyaciog TV dESOUEVOV TOV
VTOAOYIGTI.

‘Etor Aowmdv, ocoppovo pe TNV avoTéEP® OomOPAcT, OTOTE
GUVLTTAPYOLY GTO, TPAYLATIKO TEPIGTATIKA TOGO M TPAEN eméuPaonc
«OTN WU NAEKTPOVIKOD DTTOAOYIGTI» OGO KOl 1] TOPACTUCT] YELODV

TEPIOTATIKOV G Tpitovg, 10TE OO Tpémet va yivel capng dwdkpion edv

195 ATT 1059/1995, TTowXp 1996, 97.BA. kat Tapaptnpo VOHODETIKGY KEPEVOVY 6TO TENOC.
164 ATT 1277/1998 Ynep 1999,912 (rapot. Kaidga-T'krdvr)
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kotapboketon 1 omdtn pe H/Y § n andn tov apdpov 386 ILK.'

Koatd ta avotépo, 10 Akaoctplo avaipese v mpocPoildpevn
andPOcT TG OVGiag Yo TO AOY0 OTL dev TEPLELYE CAPELS OUTIOAOYIES
mePL TN HOPPN NG amdtng mov téAece o dpdotng (pbpo 510 ctory o
K.ILLA) o omoiog ovvédese ot pvaun H/Y tov  apBud
TAQGTOYPAPNUEVOV ETLTOYDV LE VITOPKTO AOYOUPLUCUO OYEMG KL OTN
ouVEYELD E16EMPOEE Y®PIG Vo dKooVToL YPNUATIKE TOGE amd TOV
avOTEP® AoYyoplocpd, epgaviCoviag otov tapio g Tpdmelog TIC
CYETIKEC EMLTOYEC,.

To 1999 O Apetoc ITayoc'®® ékave ko méh omodekthy T
Bempnon g amdING LLE VTOAOYIGTY) G EYKANUATOS S1OPOPETIKOV OItd
v omdtn tov dpbpov 386 I1.K. Tovice Oumg 0TL T0 £yKANUO TOV
apBpov 386A T1.K teheiton «amoKAEIGTIKA KO LOVO LE TOV EXNPEAGLLO
TOV OTOYEI®V TOL VITOAOYIGTY], ONANOY| He TNV eMEUPOON TOV dPAGTN
KOTE TOV TPOYPOUUATIGUO TOL CLOTAUOTOC Kot TV emeepyaocia
OedOUEVMV GE OTOONTOTE PAGT TNG AELTOLPYING TOV VTOAOYIGTI»
KOl Ol «UE TNV TOPATAAVINON €VOC PUOIKOD TPOGHOTOL TOL £ivol
apurooto va AapPdvel aroedoelc 1 va devepyel Edeyyo N va eykpivel N
va yopnyel KAm» «....0tav ouwg, yopic va yivetor eméupoocn ot
SUOPE®ON  TOL  TPOYPAUUOTOS 1 OTNV  EQOPUOYN  TOV,
YPNOUYLOTOLEITOL O VTOAOYIOTNG G WEGO 1 Opyavo He TNV
TANKTPOAOYNON avoAn0dV ToohV Kol TopamAavdTol Le ToV TPOTO
avtd Tpitog mov mpoPaivel oe mPAEN, mopdAenym 1N avoyn M omoia
emeépeL TV meplovotakn PAAPN, t0te otoryelobeteital kKowvn amdn

ToV GpBpov 386A T1.K».

150 Kovpdry, o.mmop. ek 2595, Bewpsi 611 , oe mepintoon apeiBoriag mepi v vmopén

PLOKOV TPOCHOTOL TTOL TOPEUPArAETOL KoL ELEYYEL TO amoTédecpa eneEepyooiog TV dedopévav
H/Y, 0o npémet va epappoletat to apbpo 386 A T1.K.
196 ATI 1152/1999 HowAw 2000,141.
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Me Bdon tic avotépm okéyelc o Apetog Ildyoc avaipeose v
andéeacn tov Epeteion ABnvav tov 1998 (IleviE@AO 751/1998), n
omoia TpoavapEpOnke, yia EAewyrn autoroyiog (dpbpo 510 ctory o
K.ILA) apod déxOnke o011 M ovvopoun 1660 Mg eméuPoacng ota
OTOLEL0 LTOAOYIGTH OGO KOl 1) TAPATAAVIGN PVGIKOD TPOGMTOV TOL
nwpofaivel oe meplovclakn diabeon eMPAALOVY TOV GUPN SLOYM®PICUO
HETOED amaTNG Ko omdTng pe vroloytoth.'®

Evowapépovca eniong mapovctdletor 1 €IGAYYEAIKT TPOTOON
Tpoc 0 GupPoviio TANUHELEIOSIKGOY Ay 4742/2004'% 1 onoia
Kaitol 0ev KaTEANEE o€ ToPAmeEUNTIKO PovAgvpa avapépetol pe Paon
TO, TPOYUOTIKE TNG TMEPIOTATIKO GTNV  TOYIOELOT  UNYAVILOTOG
avtopatng tpanelikng avdinyng (ATM) tpdmeloc pe unydvnuo oo
dapale tov pooTikd aplBud TOV KAPT®OV Kot UNYEVNHO dVTLYPOONS
LayVITIKOD Tedion KAPTAG UE amoTéAecuo vo, Umopel va mpoPaivel o
OVOAMYELS TOCMV OO0 TOVS AOYOPLOCUOVS TV YPNOTAOV  TOL
GLYKEKPLUEVOL UNYOVT|LLOTOC,

Me Bdon t0 OKEMTIKO NG MOPATEUTTIKNG O1dTOENG AOUTOV O
dpdotg mov ypnowomolel EEvn KapTo AVTOUATNG GLVOAAAYNG OTO
ATM mopotd yevddg OTL €ival aPeEVOS VOULOS KATOYXOS TNG
Kaptac'® kol aQeTépov dkaiovyoc Tov cLVIEdEpEVOL pE QTN
Aoyoplacpov. Mg tnv evépyslo avtr] 0 OpAGTNG EMIOUDKEL VO

TOPATAOVIGEL TNV TPATECH aPEVOS MC TPOC TO eEMTEPIKO YEYOVOC NG

17 Snuavtiky améeoon Katd T yvoun tov ypapovtog kat 1 AT 201/2205 NoB 2005/53, 1482
GOLPOVO LE TNV TEPIANYT TG omoiog: Av petd v vre&aipeon o dpaotng Tpog cuykdAvyn TG N
dwtnpnon g katoyng tov vregapeféviog TeEAEGEL amAT LE VTOAOYIGTH VIAPYEL QOLVOUEVN
GLPPOT VTEEUPETEMG KAl LT TILOPNTNG HETAYEVESTEPNG TPAENG ATATNG, EKTOG av 1 devTEPN lvar
BapOtepn g mPAOTNG, 0mOTE amoppoed TNV vmefaipeot. TNV  TPOKEWWEVH TEPIMTMON
(TppEeKaovpy. 37/2002) 10 Awaoctiplo déxbnke 6t «Otav n amdn tipopeitor oe Padpd
KOKOVPYALOTOG Kot 1 vrelaipeon o€ Pabud TANUUEA|ULOTOG TOTE M OmATH OTOPPOPA TNV
vre€aipeon 010t | anaia tng tedevtaiog vroieimetar g ana&iog ™G TPAOTNG .»

168 SoupIIAnuA6 4742/2004 oe [owAwk 2005/407 (Tpdmrelo vopkav minpoeopidv INTRACOM-
NOMOY)

1990yt dpog ko KOpLog KadAOE 1 KEAPTA AviKeL 6TV EKSOTPLAL TPATELD, PA. KOL TOV OPO «EKSOTN
Kkaptag» otov Koo Tparelikng Asovioloyiog.
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VOLUOTOINGNG TOV Y10 TPOYUATOTOINGT) GUVOAANY®DV UE TN XPNOT TG
KOPTOG KOL APETEPOV WG TPOG TO EGAOTEPIKO YEYOVOS TNG ETOLUOTNTAG
TOL VO, 1G0QOPICEL TNV VAOTOWOVUEVT OVAANYM YPNUATOV HE Lo
avtiotoyn pelwomn Tov omotoedv Tov (o¢ dMbev dikalovyoc Tov
ouvdedeUEVOL Aoyaplacpov) évavtt tng tpdnelac. H ocvumepupopd
auT] TOL Opdotn TmepExel «mpaén eamdtnong», 1N omoia
TPAYUOTOTOLEITOL e oL GuVaYOEVN TopdoTtact Ue Baorn v omoia 1
tpanela Oa mpémel va dexBel Eva yeyovdg. Avtictoyyn oxéyn pmopel
v YiVEL KOl G€ TEPIMTMOT OMOV EMOUOKETAL 1) AVED SIKOLDUATOG
npaypatonoinon cuvorlayng ce ATM pe miaot) Képto mov emntyelpel
vo. mapoamAavincel v Tpimela, TOG0 ®C MPOG TN YvnoldTnIo NG
KOpTag, OCO0 KoL ®G T7POG TN VOUWOTMOINcn TOL  Yylo. TNV
TPAYUOTOTOINGCT TNG GLVOALAYNG. AVTEG Ol TOPAUGTAGELS (CLOTNPOS-
GUUTEPACLOTIKMS GUVAYOUEVEG-OVAKOIVOGELS TOL ¥pnotn ATM) Oa
UTOPOVGAY VO OVTILETOTICO00V ¢ Tpdéels eamdtnong 10te pdvo,
EPOGOV 010 TNG EMOPAGEMS TOLG GTN GLVEIONGN KAMOWVL GAAOL
avBpomov Ba pmopovce vo TpokAnOel TAGv.

H nporcinon midvng opmg oto ATM eivon adtovontn, to id1o kot
n owtpnon ™me. Kot avtd 01611 1 cvokevn dev €xel cuveidonon doev
oynuatiel mapdotaon emi ¢ omoiog Oo umopovoe Kavelg va
enevepyncel N va dwrnpnoel kabmg to pnyoviuatoe ATM oamiodg
petafétouy Ko mpowboHv dedouéva KaTd TPOTO OVTOUATOTOUUEVO
ce pwo emduevn @don g dwdwkaciag eneepyaciag avtmv, Paoet
TPOKOOOPIGUEVOV KAl EVOOUATOUEVOV GTO Unyavnua evtolmv. Ot
eVIOAEG avtéc €yovv PBefaimg dobel amd Quokd mpodcwma, TO OmOia
OU®G OeV Elval COUATIKMOG TAPOVTO KATA TO YPOVO €MeEePYaciag TV

EICAYOUEVOV GTO UNYAVILLOL OEOOUEVMV.
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o 1o mpoPAnua avtd vrootnpiydnke pHepovouéve otV
yeppavikhy Osopia'” 61t oT0 péTpo MOV M TPGmelo mpoPaivel oe éva
YVIAGLO EMUEPIGUO EPYACIOGC HE TOV DTOAOYIGTY], GTO WLETPO OMNANOM
OV «eEOVGIOJ0TED TOV VITOAOYIGTY] VO OIEKTEPALDVEL OAAETAAANAES
epyaocieg kabe @opd mov TANPOLVTOL Ol EKAGTOTE TPOOTOLTOVUEVEG
TPoUTOBECELC, OTOLUONTOTE EEOMATNOT TOL VITOAOYIGTH CUVEPEAKETOL
o ovoaykoio TpOKANoN  MAAVING OTO  QUGIKO TPOGHOTO  TOV
€EO0VG1000TOVEVOD [E TOV €AEYXO TV £Yyphewv vmoiiniov. H
dmoyn oumg avtn dev umopel vo yivel dekt KabmdC M amodoyr Tov
LOPPAOUOTOS TPOKANCEDS TAAVNG o€  OGvOpomo Olapuécov  Tov
vroAoY1oTt Ba giye vonua tOte HOVO €hv M TPOOOOG NG OadIKAGIog
avaAnyng M omd TV TAEVPE TG TPATelag amOd0oNS TOV YPNUATOV
elye o¢ artia v Tpokinbeica S0 pEGOV TOV VITOAOYIGTH TAGVT).

IMo va yiver dpme katt tétoo Ba Empene kdbe Popd mOL O
neddtng (ntd v vAomoinomn oG cvvaAlayng vo pecsorafetl éva
vekpod doTNHa £MG OTOL TOL GTOLXELD TNG GLVOALAYNS OafifacTovv
oTOV 0apUdOlo VIOAANAO NG TpAmelag OV EYEL TNV  KOVOTNTO
CYNUOTICHOV TOPACTACNC MG TPOG 0ovTd (Kot KAtd TovTO €ivon
TPOGPOPO OVTIKEIEVO TOPATAAVIIONG) Kol 0 0Toil0g, eykpivovTac TV
afétn cvvaliayn, tpoPaivel oe pa meplovcilokn odbeon oe Papog
™m¢ Tpamelag, OGTE VO TANPOLTOL KOl TO TEAELTOUO GTOEID NG
OVTIKEEVIKNG VTOoTAONG TG omdtng. Opme ) mAGvn Tov VITOAAAOL
™G TpAmelog TOV MPEG 1 UEPEG UETA TN OLEVEPYELD TNG GLVOALAYNG
EAEYYEL TO TPOTOKOAAO TV GLVOAAXYDOV TOVL TPOYUOTOTOUONnKaV
uéow tov ATM eilval coueova movto pe Vv eoayyelkn odrtaén,
K6Oe GALo mapd a1TIdONG TNG YEVOUEVNG NON TEPLOVGLOKNG ddBeoNC
KOl ©OC €K TOOTOL dEV TANPOVTAL TO GTOLYEID TPOKANCEWMS TN TAAVNG,

O10TL 0 VLAAANAOC OEV ATOKTA YVAOON TOV OTOTEAECUATOV GTO OTOiN

170 Knecht kriminalistik 1971,467 , Steinke, Kriminalistik 1987,74
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KATEANEE 0 MAEKTPOVIKOS LTOAOYIOTNG, OVTMG (OTE 1 MEPLOVCLOK
816001 Vo GLVIGTA TIPoidY avdpdmvig Povanone.'”
Avtifeta n copmeplpopd Tov Opactn KOAAoTo pmopet va vitoyOel

r r A 172
oTNV €VVOld TNG OTATNG LLE VITOAOYIOTY).

543 H yopic owaiopo yplon KOOKAOV KoPpTAOV CVTOROTNG

TPpomeIKNG avaANYNG

X yeppovikn Bewpio ko voporoyia elye avoakdyel &viovn
apelofnnon Non mpv v YNeotn Tov apbpov mov aPopd TV amdTn
LE VTOAOYIOTN OYETIKA HE TN ANYN YPNUATOV amd  unydvnuo
ovtopatng Tpomelikng ovvadiayne ATM pe 1 ypnon EEvng
HOYVNTIKNG K®OKNG KAPTAG KOL TOL HLOTIKOL aptBuov tng yopig
eEovo1000tnon and 1o dkoovyo kab’ vVIEPPACT TOL TMGTOTIKOV
vrohoimov g idtag képtoc.'

Ymnpée évtovn dtopdym yopw amd 1o BEua g KoTdeaons g
KAomn¢ N ¢ vregaipeong yio Tov Tpito mov ypnoonolel v Eévn
HOYVITIKT KOPTO KOl TOV KOOWKO 1TNng Ympig ™ ovvoaivesn Ttov
SIKOLOVYOV OALA KOt Y10l TOV O1Kaovyo oL vrepPaivel 10 TOTOTIKO

TOV LITOAOLTTO.

"IBA. ©. Zoyiov, Tlapatnpiosic otqv ZoppIlnuKact 196/1999 MowXp MO’,1061 ex.

172 B\, ZuppNovtllep 418/1996 Yrep 1997, 102 en. BA. emiong Molwvémoviov, Hiektpovikoi
vrohoytotég kat Iowikd Afkato —Zvporn oy epumveia tov Gpbpov 13y,370B,370Ika 386"
K (4pbpo 2-5 N 1805/1988), 1991, oceh 66-67, Baoildxny, H xatamoréumon g
EYKAMNUOTIKOTNTAG LECH MAEKTPOVIK®V VIOAOYIOTMV-H avtietdmion tov mpofAnipatog waitepa
petd v ewoaywyn tov N 1805/1988, oeipd ITowwd ap.40 ,1993,ceh 209.

'3 BM. Novokaln, 6m. mop pe TEPSTOIP® TOPATOUTES Y10 THY OVOAVTIKY TOPOVGINOT TNG
ov{NTnNoNG 6To YePLOVIKO dikalo, oel 182 em. .
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Symuotiomkay Tpelc katevbovoeic. H mphm'™ déymre ot
otoryelofeteital 10 EykAnuUa TG KAOTNG Kot Yo TG OVO TOPATAV®
neputtooelg. Kotd ) devtepn'” mpaypotdvetor 0 odiknuo e
vrefaipeonc, evd o tpitn Gmoyn'’C Oedpnoe OTL pE TO 1OYVOV
TOWIKO OTAOGTAGLO Ol TAPOUTAVE GUUTEPIPOPES LEVOVV OTULMDPTTEC.
Kot ot vopoAroyio epgoviotnkoyv ol Topomdve amOyelS oALd Lovo
YO TNV TEPIMTMON TPITOV 7OV YPNOWOTOlEL TNV KAPTA YOPIg ™
OLVOIVEGT] TOVL OLKOMOVYOVL, EVA YO TNV TEPIMTOGT TOV VOULLOL
YPNOTN TTOL LIEPPAIVEL TO MOTMOTIKO TOL Oplo HOVO o1 amdyelg mept
homiig ko veEaipeonc.'’’

Metd ™ Béomion g drdtaéng mept amdng pe n/v to 1986 otnv
I'eppavia  (263a  StGB) ovveylommkav ot Otyoyvopieg mov
wpoavaPEépOnkay oAAd M dmoyn oL TAPOVGLALETOL ®C HAAAOV
KPOTOOGO MG TPOG TNV TEPITTMOON NG XPNONS NS KAPTOS KOl TOL
HLGTIKOL 0plOpov g amd tpito ywpic okoimpa eivor ekeivn mov
KOTOPACKEL OATn [e VIOAOYIoT, " deyduevn enidpaon ot poy TG

NAEKTPOVIKNG emeiepyaciog oedouévov amd v abéutn ypnon

1" B\, Gropp, Die Codekarte: der Schluessel zum Diebstahl, JZ 1987, ce). 487 ko avtd oe
Noborain on.map cel 182.

'3 B\ Kleb-Braun, Codekartenmissbrauch und Sparbuchfaelle aus Volljuristischer Sicht, JA
1986, 249 o¢ Nobokain om.map. 218.

176 BA. om.map oe Novoxaln 182 Lenckner, Computerkriminalitaet und Vermoegensdelikte 1981,
25, Ahrens, Automatenmissbrauch und Rechtschutz moderner Automatensystemen,1985,100,
Huff, Die Strafbarkeit im Zusammenhang mit Geldautomaten, NStZ 1985,438, Steinhilper, Ist die
Bedienung von Bargeldautomaten unter missbrauchlichen Vermendung fremder Codekarten
strafbar? GA 1985 ,114.

T B\, on.map o Novoxodn. T v mepintoon g Khomig otav 1 mpdén yivetor and tpito:
BayObLG,14.11.1986, Wistra 1987. 108, BayObLG 20.1.1986, Wistra 1987.110 ,StV 1987.204,
OLG Koblenz 16.4.1987, Wistra 1987.261, AG Giessen 24.5.1985,NJW 1985.2283. T'ta. tov
Yopoktnpiopd g idrag tpaéng wg vaegoipeong : BGH 16.12.1987 ,NJW 1988.979, OLG Stuttgart
18.12.1986, Wistra 1987.114, LG Oldenburg Urt 1.12.1986, NJW 1987.667, LG Koeln
22.8.1986,NJW 1987.667, AG Hamburg 22.1.1986, NJW 1986.945. Qg mpog v amoymn mepi
atipdpntov : BGH, Beschl 16.12.1987, JA 1988.461, OLG Hamburg 7.11.1986 ,Wistra 1987.112,
AG Berlin-Tiergarten 18.4.1986,NStZ 1987.122, AG Muenchen, Urt 12.3.1986,Wistra 1986.268.
[ept yapaxmmpiopod g mpdéng g KAomg Otav Teheitol amd TOV SIKOOVYO0 NG MICTMOTIKNG
kaptag : LG Karlsruhe 18.3.1985,NStZ 1986.71, AG Berlin-Tiergarten 31.5.1983, Wistra
1984.114. Tl ) Bedpnon g mpdéng o¢ veEaipeong 6tav tereitat omd To dKOOVYO TNG KAPTOG
: OLG Stuttgart 13.12.1983,Wistra 1984.114.

18 B\ Tiedemann 0.p.869, FEhrilcher Der Bankomatenmissbrauch 89, Bandekow, Strafbarer
Missbrauch 242, Cramer in Schonke/Scrhroder, StGb 26 Aufl §263 a Rdn,
Maurach/Schroeder/Maiwald, Strafrecht, Besonderer Teil , T. 1,8 Auf, 1995 ,494
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JeOUEVOV TTOV OVTOTOKPIVOVTOL GTNV TPOYUATIKOTNTA KOl apOpovV
TNV TUTIKY] Vopponoinon tov ypnotn g képtoac. O avtiloyog mov
exppdotnke otnpiletor 6To YeYovog OTL oo TNV TAPATAvVe TPAEN oev
emmpedletor N NAeKTpovIKY enelepyasio TV dedOUEVOV amAd TifeTon
oe Asrtovpyio Kol O OPAOTNG EKUETOAAEVETOL TOPAVOUO  TO
TOPAYOUEVO OTTOTEAEGLLO, CLVUTTC.

Edv Aowmdv Bewpnbel wg emidpaon otn por g enelepyociog
dedopuévev akoun kot 1 0éon avtg oe Agttovpyia, TOTE £YOLUE VO
KAVOLLE LE aVOAOYIKT EpUNVELN Kol oTNV ovcia e€apaviorn Tov opiwv
™G odtaéng. Zto televtaio avTo emyeipnua 060nKe amdvinon Ot N
0éon oe Aettovpyia g niekTpovikng eneCepyaciag Tov dedouévav Ha
umopovse vo Bewpnbel wg N mo €viovn TEPIMTOON EMNPEACUOV TNG
Kol OTL &V TMAGEL TEPUITMOGEL, TO GUGTNUO TNG MNAEKTPOVIKNG
enelepyaciog 0e0OUEVOV OE OVTEG TIC TEPMTAOGELS PplokeTor Mo o€
Aertovpyio Kol ETOUOTNTA YPHONG.

Oocov agopd d¢, 6TV TEPITTOGTN TOV VOULOD YPNOTH TS KOOIKNG
KOAPTOG 7OV TPAYUOTOMOEL LIEPAVAAYELS YWPIG Vo dKonovTol
ovtéc'”, vmooTpiyTnkay kot ot Vo exdoyés e&ioov oyvpd. Ocot
vrootnpilovv TV KaTdeoon TG amdtng Le vToAoylot) Pacilovv v
dmoy1| Tovg OTL KOl GE VTN TNV TEPimTon ennpedletot 1 dldKoGio
™G NAEKTPOVIKNG emelepyaciog SEdOUEVOV Kol EOIKOTEPA GTO OEOV
avtic. To kVplo emyeipnua g avtifetng amoyne cuvictaTon 6To OTL

dev VOIGTOTAL TVPNVOS ATOTNANG CUUTEPLPOPAS GTNV TPAEN TOV LOG

17 Avtd pmopet va GupPei ite pe avéAyn 6Aov Tov VIOAOITOV TOVTOYPOVE LE THGTOOT TOL
Aoyaplacpol yuo. ayopd evog ayabov, .y Av vmobBécovpe O6tL 0 A €xel LVTOAOITO AOYAPLAGHOD
1000 gvpd v 1/1/2007 , 1o 1010 Ppddv TANp®VEL pe TNV KAPTA AOYOPLACUO OE KEVIPO
Sdwokédaong 1000 evpmd ko otig 2/1/2007 kaver avainyn 1000 gvpd. Ilwg yiverar avtd Oa
poTHcEL g0A0YO KOvelg o) gite d10TL TO KoTAoTnUa dgv €0TEINE £YKOlpa TOV AOYOplooud otV
tpanela gite 16T | Tpanela eival KA Ko 610 cvotnua 1 TAnpop Ba katayopnBel Tpeig
NUEPES LETA OMATE Yo LIPS Xpovikd dtbotnua Ba paiveTal ToTOTIKO VITOAOUTO GTOV AOYUPLAGHO.
Eite d10tt n tpamelo €xer yopnynoet otov dkoovyo KEPTO VIEPAVAANYNG LETPNTOV 1 Omoid
€0KOAO, L€ TOVG 1O TWAV® TPOTOLE Umopel va EEmepacel To GupPOVNUEVO Oplo peta&d Tpamelag
Kot S1koovyov.

74



OmAoYOAEL OVTIOTOLYNG TTPOG EKEIVN TG KAUGIKNG OTiTNnG, OAAL OTAG
Lo oVTIGVUPATIKT CLUTEPLPOPA TOL VOULOL KOATOYOL TNG KAPTOG M
omoia €dv Bewpovvtav amdtn Oa oevpuve vrepforikd 10 AEOTOLVO
kafotoviag T oxetikn  Odrtaén  eAooTikd  gpyoreio  mPOg
eEumnpéon ¢ WTIKNAG PovAnong tov tpomeldv. Amoyrn mov
Bpicketl omdlvTa cOUPMVO Kat Tov ypdpovra.

Ot appofntoel autés amacyOANcaY Kol TNV VOUOAOYio TwV
YEPUAVIKGOV StkaoTnpiov 1060 ot eninedo ducactnpiov g ovsiac™
660 Kot 610 Avdtato Akvpetikd'. To dikaotiplo avtd déxbnke Ot
TEAEITOL OMTATN LE VTTOAOYIOTN KO EWOIKOTEPA GTOV TPOTO TEAECTG TTOV
aQOpPE GTNV TAPAVOUN YPNOLOTOINGT 0E00UEVAOV, LOVO OTOV 1| ANyN
TOV YPNHATOV YivETol e Ypron KapTog amd Tpitov'™ Kot oyt omd Tov
Suconodyo aAld pe avéAnyn mépav Tov emtpemduevov opiov.' H
dmoyn avt) Eemepva To emyEipnuo TG avtifeTng yvoung 0t oty
mEPIMTOOTN  OVTN  0ev  VWAPYEL EMIOPOACT) OTO OAMOTEAECUA TNG
niektpovikng  emefepyaciog TtV - dedouéveov, emeldny  onbev
wpoimotifeTan Yoo TNV €QapUOYN NG ddtaENG wia 1on Aettovpyovca,
dwokacio emeEepyacioc, LE TO vo TPOTEIVEL OTL €midpacn TV
OTOLYEIV TOV VTOAOYIOTH] VIAPYEL Kol OTOV KAMTO10G TPOKOUAEL Lo

a1Tioon EEMEN pe péoa mov TEOMKAV amd KAmolov Tpito He oKOmo

B0 H {8100 mpofAnpatey cvvavtdtar kot 6to EABeticd Towikd Aikato, mopé TV vayoyn tov
«AOYIOTIKOD YPNUOTOG» OTNV €Vvold TOL Kvntov mpdypatog, Omov apeioPnteitor éviova 1
VROYOYN TS TPAENS TG oty €vvola tng andrns. [a m oyetkn ocvlnton BA. Schmidt, Das
neueschweizerische Computerstrafrecht vom 17 Juni 1994, Computer und Recht 1996, SchwZStR
1996 ,36 oe NovokaAn vroonueimon 49 on.mop ced 183.

81 BX. OLG Koeln Urteil v.9.7.1991, pe odppmveg napotnprioetg tov Otto, BayOblG 24.6.1993,
Yo TNV TEPINTO®ON OMOV TV KOOIKT KAPTO Y¥PNOOTOLlEL TPitog ywpig dikaimpo Kot oyt Yo T
mepintoon tpitov mov vmepPoivel v dobeico €EovclodoTon N ekeivov mOL ypnoLoTOLlEl
avTiypoQo KAPTOG, LE TO EMXEIPNUO OTL OTIG TEAEVTOIEG OVTEG TEPUTTMOELG OV LITAPYEL TPAEN
«e&amatnongy. Opota OLG Dusseldorf 5.1.1998 STV 1998,266.

2 BGH Urt.vom 22.11.1991, JZ 1992.1031, ue ovupwvec mapampficelg Cramer, 0 omoiog
®GTOCO OTMUEIDVEL OTL 1| aoptoTio TG d1dtalng g amdtng pe vrohoylot pnopsi va Bepamevbel
pnévo gdv avt epunvevdel CLUTANPOUATIKA TPOS TNV KAAGLKY amd).

1 BGH Beschluss vom 30.01.2001, JurPCWeb-Dok 109/2001
http://www .jurpc.de/rechtspr/2000109.htm

' BGH  Beschluss ~ vom  21.11.2001,  JurPCWeb-Dok 552002  1-39
http://www.yurpc.de/rechtspr/2002055.htm
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TNV TPOKANON EVOG OLUPOPETIKOV ATOTEAECUATOS (TNV TANPOUN HLOVO
TOV VOOV ¥PM|oTN TNG KAPTAG) amd gkeivo mov mpolevel o OpAGTNC.
Xe OLUVAQEDL HE TO TAPATAV®, 1 10100 GTOYN TOL YEPHUOVIKOV
Axvpotikod vmootnpiler 6t 0 TPOMOG TEAEONC TOL OPOPA TNV
TopAvoun YPNOULOTOINCT OE00UEVOV OEV TPOGKPOVEL GTNV EMLTAYT
TOL GLVTAYUOTOS Y10, TO OPIGUEVO TOL TOVIKOD VOLOL. XT1] GLVEXELD
AmOPPINTEL TV €PAPUOYT TNG OLATOENG Y10 TV KAOTY| KOl Y10l TIG OVO
TOPATAVED TEPMTAOGES HEe TO Packd emyeipnuo 6Tl dgv LIAPYEL
Bpavon g EEvne kotoyns Kabm¢ TANpovvTol GAOL O1 TVTIKOL OPOL TOL
éxel Béoel To owkeio Tpameltcd {dpopa Yo va yivel  TAnpopq.

Tnv eAMnvu Bewpio aracydAnce to mpOPAnua g yopic
dwkoimpo xpnong e KOOKNG KAPTAG Kol TOV KMIKOL NG aptfuon
KOO Kot to TPOPANUA TG LIEPPACNC TOV MOTOTIKOD 0PIV TNG
KapTog amd to Otkaovyo te. Exelvol mov apvodvtor va vraydyovv
TIC AVOTEPM TEPITTMOELS GTN L€ KOTOLOVONTOTE AALO TPOTO EMidpaom
TOV GTOYEIMV TOL VTOAOYIGTI», OC TPOG TNV EAANVIKY dtdtaEn NG
amdTNG LLE VTOAOYIOTH, YPNOILOTOIOVV MG KVPIOPYOL EXLYELPLLATO TNV
EMAELYT] «OTTOTNANG» CUUTEPLPOPAS KOL TNV OMOVGI0 KETIOPOACTS» OTO
otoveio vroroyoth.*® Qc omotéleopa TG TOPOMAVED OKEYNC Ot
nphéelc avtée yapoktnpilovion gite og kKhomy' (372 LK) eite og

’ 188
vregaipeon

(375 ILK), avédroyo pe 10 ovpPoatikd miaicio mov
diémel 11 oyéoelg Tpanelag Kol kotdyov g Kaptas. Avtibeta, ot

VIOGTNPIKTEG TNG TEAEONG amdTNG He voAoylotn, Pacilovtal 6€ ua

185 B\, Noboxaln on.nap ceh 183.

18 B Momadaudxn om.map.190.

7 BA. Avayvwerémoviov, mopampicelg oty E@AO 1904/1991 TlowXp 1992,197, Habiov,
mapatnpnoes otn ZupPNavtllep 418/1996 Yrep 1997,113 o omoiog Bewpel 611 and Tig avaOTEP®
gvépyeleg dev mpokvmTEl Yevikd {nuio tng mepovoiog oAAG a@aipeon TOV CLYKEKPLUEVOV
YOPTOVOLUGUATOV 0mtd TO pnydvnae autdpatng cuvariayng g tpdmelos. Qotdco, Ba pmopovoe
va opoatnpnbei oto onueio awtd o1t givor apeiforo av dev vmhpyel teprovotaxn {nuia Kot otV
TEPIMTTOOT TOL APULPOVVTUL TO GUYKEKPILEVO YAPTOVOLLIGLLOTAL.

18 BA. Mavwledarn EykMpato katd g oktnoiag ekd 9" 2000 ol 36 onp 9, Hamadoudxn
om.map. oeA 191 onu 22.
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dtevpvpévn  Bedpnon G €vvolng  «emidpaom»  oTo  oTOoLEln
VTOAOYIOTY], 6TV omoia mepthapPdverol Kot 1 YPNOLOTOINCT NG
Swdtcooiog kor oxt puovo M arloyf porc dedopévav.'™ Katd v
avotépo dwdicacio 0 dpdotne «elomatd» '’ Tov vroloyloTh pe pio
YELOT TANPOPOPNOT Y10 SIKOLDUATO TTOV OEV EXEL.

H elMAnvikn vopoioyia mptv ) Béon o€ 1oyd tov dpbpov 386A
IIL.K aoyoAnOnke pio @opd pe tov avotépom mpoPAnuaticpd. To
Y1potodikeio Oescarovikng amopdvOnke to 1986 611 GuvVIeTA KAOTY
N VEEPPAOT TOV TIGTOTIKOVD VITOAOITOV QIO TOV SIKALOVYO ¥PNONE TNG
Képtog, pe o emyeipnua 6t vdpyel cuvaiveon e Tpdmelog yo TV
YPNOoM NG KAPTAG aAAG Oyl KOl Yo TNV LAEPPACT] TOL TMIGTMOTIKOV

, 191
VTOAOLTOV.

Metd ™ 0éon oe 1oyd tov vopov 1805/1988, n
EMNVIKY vopodoyio acyoAnnke pe ta vd e&étaon mopadeiypata
OPKETEG POPEC YWPIC £mC TOPA Vo, QoiveTol OTL €YEl SLOUOPPADOGCEL
Tyl Aoy

To Egeteio AOnvov ékpive 1o 1991 o611 1 wpdén g yopig
dwaiopo ypnone EEvne KmOKNG KAPTAC KOl TOL HLGTIKOL aplfuon
LTS oLVIOTE KAOTY|, Ywpic ®oT0c0 vo e16€ABsl kaBoAov GTOV
TpofAnuaTicud G vAOY®YNS oty odTaln e amatng  ue
vohoytotn.

[1ep1660TEPO AVOAVTIKEG GKEYEIS TAPOVGINGE TO XLTPOTOJKEID
Anvov 1o 1994. Xapakmpioe KAOTN Kot Oyl OTAT UE VTOAOYIGTN
™V TpAEn ™S Ywpic dwaiopa ypnong g EEvne kmotkng kdptac. To
dwaotplo 0&xOnke Ot N TapaTAVE TPAEN 0ev TPOKAAEL EXNPEAGLO
TV oToyEiov vroloylot) katd to apbpo 386A I1.K, wg «amdkion

amd TNV KOVOVIKT KOl GOVVOUT EKTEAEGT TOV TTPOYPAUUATOSY, d1OTL O

18 BA. Mvlwvémoviov om.map oeA 66, Tov idiov, TTowikd Aikato Etdikd Mépog , Eyxinquarta Kotd
¢ meplovsiog Kot TG Wiokmnoiag, 2001 ced 548 em.

OB, Baoildiny, on.map 213, Kiodmy, Mowkd Aikato kat Iviepvet 1999 oeh 116.

P AwpkZtpat@sg 401/1986 TowXp 1986,114 (ue npodtaocn IHamadoudxn).

P2 EpAO 1904/1991 TowXp 1992, 196 (nopat. Avayvwotémoviov)

77



«OTOLOYIOTNG HE PAom Ta 0edopéva Kol TOV TPOYPUUUATIGUO TOL
avayvopilel o¢ ducoiovxo kGde ypioty opbdv dedopévov...».'”
Ynép ¢ kotdeaong g andng He VTOAOYIGTH Yo TNV TPA&N TG
yopic dwaiopo ypnong VNG K®OKNG kApTag TAyxOnke TO
Navtodikeio Ilepaiwg to 1996. To oOwaocmplo amodéybnke 1
OLAAOYIOTIKN TNG CUUTEPOUGUATIKO CUVAYOUEVNG TANPOPOPTONG TOL
VTOAOYIGTY amd TOV OpAoTn Yo éva Okaimpo mTov Ogv £YEl OTNV

. 194
TpaypoTicoT T,

544 H yopic owkaiopa ypfNo1n GUGTINUATOV TANPOUOV 6TO

internet

Ov dwtpamelikég epyaciec € amooTACE®MS KOU Ol TPAEELS
NAEKTPOVIKOD EUTOPIOVL GLVTEAOVVTAV TOAMATEPQ LE TN PO TOV
KeWWEVOL 000VIC TNAEOPOCNG KOl OTOKMIKOTOMTH TNAEPOVIKOV
onuatov (modem). Xnuepo, EMKPOTEL TO GVGTNUO  YPNONG
16T00eEMOV 010  dwdiktvo. O mupNVeE TOL  TPOPANUATIGHLOV
TOPAEVEL 0 1010¢ Kot ot 000 aveTEP® cvotnuata. To mopoamdvem
oVOTNUO amoTeELEiTOL OO pio ATA) TNAEQPMOVIKT YPOUUY], Uit GVoKELN
mAeopaong poll pe €vov omoKm®OIKOTOMTH TV MAEKTPOVIKOV
onudtov og ypaeikd (modem) 1 amd Evav vwoAoylot kot Eva modem

195 r 4 4 4
Ta mapomdve cuvoEovtal e TNV KEVIPIKT LOVAOO

ot0 internet.
enelepyocsiog tov vmohoywoty g tpdmelog, He NV omoia
ocvpfdArieTor 0 ¥PNOTNG TOL GLGTNUOTOG, KOl HE £vOV  1O1OTIKO
opyovicud (mapoyo), o omoiog ektedel TN SloueGOAEPnon Tpog v

tpamelo Kou mpooeéPel otov MEAATN TPOSPaoct, avii ypéwong, o€

193 AropZtpatAD 2897/1994 TTowXp 1994,1465 (ue copupovn mpotacn K. Kovidapn).

% SYoupNavtllep 418/1996 Ymep 1997, 103 (ue ovppovn mpdtacn IHamadeudxny Kot
napatnpnoelg I1oviov).

195 B\, Noboxaln on.nap. 184.
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TOKiAeC Pdoelg dedouévmv mov avaeépovtal o€ ayadd 1 vVInpeciec.
Yt miaicto Tov [Mowwov Awaiov mepiocodTEpO cuinteital n ypnon
1ot00eMdov  oTic €& omoothoens tpamelikéc  ouvoAhoyég'
(telebanking, homebanking) kot 6Tic ayopéc ayabmv Ko vanpecidv &
anootdcems. Ot mpdéelc exeiveg mov amacyoloVV TEPICGOTEPO Eivar
to. Tpomelikd eupfdopato omd pn OkoovLYo He YPEWCT GALOV,
napayyeriec ayaBov ce EEvo Ovouo ympig owoimpo, KANON Kot
YPE®CT GTO Ovouo GAAOL Y10 1GTOGEAIOEG TTOL OAPOPOVV JLAPOPES
Baoelg dedopévarv, my PipAodnKes, pe okomd amoPLYNG TV ££00MV
YL KATTO10 YPNOTN, AAAAYN EEVOV KOIKOV AEEEMV E QTOTEAECOL O
VOULHOG XPNOTNG TOV GLGTNHOTOG VO UNN UITOPEL vo PNGLLOTOMGEL
™M obVOEDT ToV, HEBOOEVGELS GTO TTPOYPOULN TOV OTOKMOIKOTOUTH
TOV TNAEPOVIKOV ONUATOV OCTE VO YPEDVETOL VTEPUETPO O
TNAEPOVIKOC AOYOPLUGUOS TOV VOUILOV YPNOTH TNG 1OTOCEADAG €V
ayvoio tov. "’

Ta mopandve cvotiuato &ivalr gpodocpéva cuvnbme e
CLOTHUOTO TPOGTOGIaG Ta. omoio cvvictovtal, €ite dalevKTIKA gite
COPEVTIKA: 0) TN YPNON EVOG KOIKOV £1GOO0V OV OoTeEAEITOL Ao
YPAUUOTO Kol optOpove 1 wovo amd ypdaupata 1 uovo amd apduoie
Kal ) TNV NAEKTPOVIKI-YNPLOKT DTOYPOUPT] TOL VOULLOL ¥PHOTN TOV
GUGTNOTOC, 1| omoia moTomoteiton* pe T Pofifeta evog KaTdAANAoL
wpoypaupatoc H/'Y kol kpumtoypogik®@v GUGTNUATOV YPUPNS LETUED
TOV OMOGTOAEC KO TOV TOPOARTTN THG WNOLIKAG vroypaphc. . Ot

TPOGPOAEG TNG TEPLOVGING OO TN ¥PNOT TOV TAPUTAVE GULGTNUOTOG

1% B\. Goode, Electronic banking: The legal implications, Institute of Bankers, London, 1985
p-57.

BT BA. Kiotmy, om. map ceh 112.

P8 BL. Mavicory, H yn@lokh vroypagy ¢ HEGo SmOTOGEDS TG YVNOLOTNTAG TOV EYYPAPMY
010 Aotikd Awovopko Aikaio, 1988, ced 79, Kiodry, om.map.ced 160, Ayyels, Awdiktvo kot
mowké dikato, Eykinua otov KvBepvoywpo, ITovXp 2000,686

% T Aerrovpyia tov CLUCTNUATOV OVTOV HE TN HOPEN TOV AEYOUEVOV «OMUOCLOV» Kol
«OIOTIKOVY KAEWOIDV UE OKOTO TN GUVOAAOKTIKY Kivnon Tov €yypaeov ota mAaiclo g
NAEKTPOVIKNG POPTOTIKNG , BA. Kovoovly, ont. map., oel 32 €m.
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&yovv amacyoincel éviova tOco 1N OBewpio 660 Kol TN YEPUOVIKN
TOWVIKT] VouoAoYia.

>m Tepupavio éywve dekth™ n vmaywyl oty amdtn pe
VIOAOYIOTY] TNG XWPIg dtkaimua ¥pMons Tov ®¢ AVH GLGTUATOS, TOGO
and TNV TAELPE TOL dKOOVYOL TOL vEePPaivel TO YopMYNOEV
dwkoiopo 660 kor omd ekeiviy Tov TPiTOL TWOL YWPIC OKoiMUQ
YPNOoTolEl To ovotua e Papog Tov dwanovyov. H mpdén €xet
eviayfel otov €WOWKOTEPO TPOMO TEAECNC TOL EYKANUOTOS 7OV
ocuvictaton oTn «Yopic Okaimpa ¥PNoUOTOinon OEO0UEVOVY TNG
nopaypdpov 263a (StGB). Katd pio 6AAn dmoyn®' otov eiducdtepo
TPOTO NG AMATNG LE VTOAOYIGTI] TOV GUVIGTATOL GTT] «YOPIG StKaimLaL
YPNOLOTOINOT SEGOUEVOVY, DITAYETAL LOVO 1] YPNOT TOV GCLGTNUATOV
tpanelikav gpyaciav and amoctacn (telebanking) mov yivetar amod
Kamolov Ywpig €£0V61000TNGT IO TO VOO ¥PNOTN TOV GUGTHUOTOG
Kol Oyl amd To OKoovyo ypnong kab’ vaépPacrm Tov SIKAIMUATOC
ypnons. H mpdén avt agopd aniag pio mapdfoacn tov e6OTEPIKOV
ocvpPatikov oyxéoemv petalld Tpamelog Kot OKoovyov YPNoNS Tov
GUGTNLOTOC.

AT TN VopoAoyio TeV yeppovikay dtkaotnpiov £xet kpel*”
OTL oyeTkd pe TNV  avioLbuPotikyy ypnon omd  SKOoVYO TOV
GUGTNULATOC 1| HOVI] dUVOTY] TEPITTMOT EPOPUOYNG TNG dATAENS Yo
™V omdIn pe vwoloylotn €ivol M vwaywy ™G TPAENG OWTNG GTOV
EOKOTEPO TPOTO TEAESTG TOV EYKANUOTOG GLLTOV TTOL GLVIGTOTAL GTN

203

«oplc dwaiopo ypnowonoinon (aAnbvov) dedopévovy.” Ounmg

29 B)\. Frey, 163, Bandekow, 297, Buehler, 450, ad\& koar Noboxaly, om. mop. ceh. 184 onp.67.
21 Cramer Schoenke/Schroeder, StGB Kommentar, 25 Auf, 1997,1886,20
22 OLG Zweibruecken, Urteil vom 30.09.1992, StV 1993.196.

203
BA § 263a Computerbetrug

(1) Wer in der Absicht, sich oder einem Dritten einen rechtswidrigen Vermdgensvorteil zu verschaffen, das
Vermdgen eines anderen dadurch beschadigt, dal er das Ergebnis eines Datenverarbeitungsvorgangs durch
unrichtige Gestaltung des Programms, durch Verwendung unrichtiger oder unvollstdndiger Daten, durch
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KOTA TNV 101 Arroyn ¢ vopoAoyiog avtd dev Ba uropohoe TEMKA va,
yiver 0extO S10TL 1 1010 GLUTEPLPOPE VOOVUEVT] OTEVAVTIL GE Evav
avBpowmo dev o Tpokadlovoe E0mATNOT], KPLTIPLO TOL 1) TOPATAV®
dmoyrn oavayet o€ Paociwkd epunvevtikd  aova  Ady®  TOL

TOPOAANAGLLOD QVTOV TTPOG TNV KOWVY| OITATH).

5.4.5 oykpTikn) emekonnon

Ymv Itodio avtictoyn dwatagn tov 386A ILK eivar n (640ter
c.p) Itocod Howwob khdka™™, 1 onoio £1£0n o€ 1)V pe 0 GpOpo
4 tov Nopov 547 23.12.1993 «ai mov mpoPArénel axpiPdg Toug id100¢
TpOmovg  TéAeonc pe v L'epuovikn 263 o aAAd Ko TNV EAANVIKY
386A T1.K. Aciler emiong va onueiwbdel 6t ot0 dpbpo 3 TOL 1810V

vopov vanpée mPosONKN Yoo TNV OVIUETOMTICT, TOV MNAEKTPOVIKOD

unbefugte Verwendung von Daten oder sonst durch unbefugte Einwirkung auf den Ablauf beeinflufit, wird
mit Freiheitsstrafe bis zu fiinf Jahren oder mit Geldstrafe bestraft.

(2) § 263 Abs. 2 bis 7 gilt entsprechend.

(3) Wer eine Straftat nach Absatz 1 vorbereitet, indem er Computerprogramme, deren Zweck die Begehung
einer solchen Tat ist, herstellt, sich oder einem anderen verschafft, feilhdlt, verwahrt oder einem anderen
tiberldsst, wird mit Freiheitsstrafe bis zu drei Jahren oder mit Geldstrafe bestraft.

(4) In den Fillen des Absatzes 3 gilt § 149 Abs. 2 und 3 entsprechend

2% (Omnowog e omolovNmoTe TPOTO emNPEGlEL TV AELTOVPYia £VOC NAEKTPOVIKOU 1 THAEHOTIKOD

GLOTHLOTOG VIOAOYIOTN 1 Topepfaivel ympig dukaiopa Kot pe 0TOOVONTOTE TPOTO G GTOLYELN
TANPOPOPIES 1 TPOYPALLLLOTO TOV TEPLEYOVTOL GE NAEKTPOVIKO VIOAOYIOTH 1 APOPOVY QLTOHV KOl TO
TNAEHOTIKO CUOTNHO KOl HE TOV TPOMO avtd TOpEYEl GTOV €0LTO TOL 1| 6€ GAAOV KEPOOG
(ayped@otnTo) TiHmpeiTon e PLAGKION amd €61 uveg £mg Tpia xpdvia Kot pe TpooTipo ond 51 Emg
103291 evpd. Av to éykdnpa éywve pe xatdypnon 0éonc vmevBoivov 10TE OWTO amoteAet
emPapovtikn mepictacn» PAETE Kol TOPUKATO OTOL KOl OAOKANPO TO TPOTOTUTO KEIUEVO
vroonueinon apd.197.
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gYYpA®oLv avtiotoym pe v mpocOnKn oto apbpo 13 Tov EAANVIKOD
TOWVIKOD KMOOKA OV £YVE LE TNV El00Y®YT Tov vopov 1805/1988 mov
YopoKINPIEL OC «EYYPOPO» OMOLOONTOTE NAEKTPOVIKO Pondnua mov
mepLéyel oedouéva otoryeion | mpoypdupoata. Emiong n amdtn mov
teleltar  pe  KAEUUEVEC TIOTOTIKEG KAPTEG 1  TMPOTANPOUEVES
TOTOTIKEG KAPTES TPOPAETETAL E10IKA GE €101KO TOWVIKO VOO TTOV TNV
tipopel  avtotehdc.’”  Avtictoym mpoPnupatiky oty Italikh
NopoAoyia €yel mpoxdyeL OGOV APOPE TN YPNON LAYVNTIKNG KAPTOG
and Owkaovyo ywpic Owaiopo oAAd Kot amd dkoovyo koo’
VREPPOGT TOL TOTOTIKOV TOV 0PIV UE TAVE KATW 101EC SOTMIGTAOGELG
o€ eninedo BewpnTKNg TPOcEyyIong ONAadr| KAomr), veeaipeot aALA
KoL amdTn e NAEKTPOVIKG vodoytoth. H ttahiky voporoyio™ dupog
OCOV aQOpPl TIC HOYVNTIKEG KOPTEG MOV  YPNCLLOTOOVVTOL Yo
wopdoeypo yio, ayopd Beviivig amd Peviivadiko, HoyvnTiKES KAPTES
TOL YPNOLULOTOIOVVTOL GE PMOTOTLIIKA LIYOUVAUOTO, GAAG KOl KAPTES
oL ENAVAPOPTILOVY KIVNTA TNAEQPOVO TTAY0. ATOOEXETOL KAOTY TTOV
amhé tedeiton pe omotnAd péoa’”’ Sexdpevn 0Tt ot amdteg oe Papog
UNYOVIUATOV TTOV YPNGLULOTOL0VV HOYVITIKEG KAPTES TILMPOVVTOL G
andtn pe vroAoyiot (frode informatica art.640 ter codice penale)
UOVO OTNV TEPITTMOTN TOL 1 GLOKELY| JNBETEL-TAPEYEL VINPETIES
onoc Yoo mopdderypo 1o ATM 1pamelag eved omnv mepimtoon
UNYOVILATOV TTOL AELTOLPYOVV LE UOYVNTIKEG KAPTES aALE dlaBéTouY
ayobd Omwc yw  mapadetypo  Peviivn, unyoviuoto  Koeé M

avoYUKTIKOV O0&xeton TN Oepelioon kAomng pe v emPopuviiky

205 B). Decreto legislativo d.l. 3 maggiol991, n.143.

206 B\ Tribunale di Roma 20.06.1995,141 aAld ot Cass pen  44362/2003, 12732/2000,
3065/1999, 3067/1999, ce Borruso , 693 em.

27 B\, Pecorella , 11 diritto penale dell informatica, Milano 1996, ce\ 63
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TePIMTOON TG ¥pNone amatniov uécov (624,625, codice penale
“furto aggravato”).””®

2T1§ TEPWTAOGELS AVTIOTOLYO TOV TPATECIKOV GUVOALAYDV OO
andotaon (home banking) n ItaAikn) vopoAioyio d€yeton amdtn pe
VTOAOYIOTY] OTNV TEPIMTOON 7oL KATOL0¢ YpNoonolel tpameliko
KOOKO GAAOL TPOKEWWEVOL Omd OamOGTACT) VO TPOYLOTOTON|CEL
TpamelIKT) GCUVOALOYY OTTWG UETAPOPE Y¥PNUATOV amd TO AOYOPLUCUO
TOL OIKOOVYOV GE GAAO AOYOPLIGUO M TNV TANPOUN AOYOPLOCUOV.
Otav ouwg ot idteg mpdEel MPUYHATOTOOVVTIOL OO VRTAAANAO
tpanelac (operator,operatore) TOTE O&xETOL TNV EMPAPLVTIKN
nepiotaomn tov dpbpov 640ter (frode qualificata) pe 1o okentikd 011
évag Tpitog TPOoKEUEVOL VOl SIEIGOVGEL GTO NAEKTPOVIKO GUCTNUA TNG
tpanelag yperaleTon Kmokovg (passwords) mov cuvnbme divovtat amod
ovg 1010V¢ TOLG VIOAAAOVLG TNG TPAMELAC N AMO TEYVIKOVUS TTOL
avolopBdvovv TV ocuvtipnon Tov OIKTVOL TNG Tpamelac. Xtnv
TOPATAVED TEPIMTOON TPEMEL Vo, Yivel O1OKPIoT YL TO €AV O
OKOoVy0g Tov TPOmECIKOD AOYOPLUGHOD €YEL OMOEL TNV GLVOIvESN
tov 1 Oyl Edv dev vrmdépyer cvvaiveon tov dikotovyov, TOTE OV
vdpyel Kol a&ldmotvo. Xnv avtifetn meEPInT®ON Kol 0 SKUOVYOG
Bapoveton pe TN SIKEKPYLEVN TOPOAAOYT TNG OTATNG UE VITOAOYIGTN

r 4 14 20
tov Italko) mowvikod kdduca. >

28 B\, Pedrazzi , Inganno ed errore nei delitti contro il patrimonio, Milano ,1995 ce) 85.

29 640ter. Frode informatica. (1) — Chiunque, alterando in qualsiasi modo il funzionamento di
un sistema informatico o telematico o intervenendo senza diritto con qualsiasi modalita su dati,
informazioni o programmi contenuti in un sistema informatico o telematico o ad esso pertinenti,
procura a sé o ad altri un ingiusto profitto con altrui danno, ¢ punito con la reclusione da sei mesi
a tre anni e con la multa da cinquantuno euro a milletrentadue euro.

La pena ¢ della reclusione da uno a cinque anni e della multa da trecentonove euro a
millecinquecentoquarantanove euro se ricorre una delle circostanze previste dal numero 1) del
secondo comma dell’articolo 640, ovvero se il fatto ¢ commesso con abuso della qualita di
operatore del sistema (2).

11 delitto € punibile a querela della persona offesa, salvo che ricorra taluna delle circostanze di cui
al secondo comma o un’altra circostanza aggravante.
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Xaptv TAnpoTTOg GTO ONUEID OVTO Bol TPEMEL VO ETICTLAVOVUE
ot drtdEerg mapopoteg pe to 386A I1L.K cuvaviovue a) Ztic HITA
dudtaén: Computer fraud and Abuse act (US) 18 usc 1030 (a) mop.4
TOL TWOPEL ™V TPAEN omdtng M omoia TeAeiton pécw t™C YOPIc
dwoaiopo mwpdsPacng oe vmoloylot) M ™S vaEpPacng VOLUNG
mpdcPacng, B) omv AyyAia to vopo Computer Misuse Act section 2
(ne ™ Aoyikn g abéung tpdsPacng ce dedopéva), v) ot oiiia
170 GpBpo 323-3 tov ['oAiuov [Towwov Kaodwa (mov tpmpet v
OTATNAN €100YOYN 0edoUEVOVY GE avTopotomotmuévo cvotnua H/Y
KaOdOC Kol v amatnAn olakonn — ennpeocpud otoyeiov H/Y), 9)
otv EABetio avtictoyya 10 AapBpo 143bis EAPetucov Ilowvikod
Kddwoa ddtaén mopouotlo pe TN YEPUOVIKN TTOL TIU®PEL ™ Yopig
dwkoimopo €i6000 6TO GUGTNUO LE CKOTO TOPAVOLOV TTEPLOVGLUKOV
0QEAOVE, eVD TOAAEC opoldtntee ue v EAAnvikn mopovoidler m

Avotpraxn odtaén 197 A Avotproko?d I1.K.

5.4.6 To apOBpo 386A II.K kar | coppatotntd 100 0€ 0Yé0N PHE TN
Yoppaon 7Tov  XvpPoviiov Yo TO EYKAnupo  GTOV
KuPepvoy®po Kol TG andé@aong - miaicto Tov Xvpfoviiov
™m¢s E.E vy Ti¢ emBéoeic evavriov TV TANPOQPOPIKOV

GUOTNUATOV

Yt1g 23.11.2001 yneiomke n XZOufacn tov ZvuPovAiov TG
Evpomng yio 10 éykAnua otov  kvPepvoympo (Convention on

Cybercrime). H XOpPoaon £€yer 1ebel oe 1oy0, MO amd to TEAN
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deBpovapiov 2002, souemva pe to dpbBpo 36 map.2 avtic, KabOS Exet
VROYPOPEL amd To. TEPIOTOTEPO, LEAN TOL ZVvUPBovAiiov g Evponng,
oAb ko amd tig HITA, tov Kavadd, v lanovia kot t Notio
Appikn).

Ymv EAGda mn vmootpilopevn epunvevtikny Bemdpnon g
dataEng tov apbpov 386A II.LK copPadiler pe to oplouevo oto
apOpo 8! e avartépw Toppaocnc tov Zvppoviiov e Evpdang.

Xoupomva pe to apbpo avtd, ta Kpdatn Mépn vroypeodvtar va
voBetoovy péTpa. TOWIKNAG TioOpnons: Tng mpdéng g ympig
dwoiopo kot pe mpobeom, MPOKANGNG ONMDOAENG TEPOLGING OF
KAmolov, 1 ool GLUVTEAEITAL: O) LE OTOLOONTOTE EIGAYWYY], OLOLYPOLPT|
N amokpoyn oedopévav H/Y kot B) pe omowadnmote eméuPoacn ot
Aertovpyio evog cvotnuatog H/Y, epdcov cuvodedetal amd oKomo
eCamdtnong N abéTo oKomd TPOKANCNC OIKOVOULKOD OQEAOVLS GTO
dpGotn 1 tpito.”!! Oa mpémet va onuelwdel TAVTOS, OTL, COLPOV LE
TO apywo oye010 g XLOuPaong, Ntav mpoopetikn yo to Kpdtn
Mépn 1 amaitnon va vrdpyel okondg eamatnone 1 abémtog okomdg
w¢ Tpobinddeon tov aflomoivov.”? To tehkd keipevo g Zopfoaong

SEMETAL OO TNV AVTIANYT OV dlaKpivel apevog LeETaED eYKANUATOV

219 B). Article 8 — Computer-related fraud

Each Party shall adopt such legislative and other measures as may be necessary to establish as
criminal offences under its domestic law, when committed intentionally and without right, the
causing of a loss of property to another by:

a. any input, alteration, deletion or suppression of computer data,
b. any interference with the functioning of a computer system,

with fraudulent or dishonest intent of procuring, without right, an economic benefit for oneself or
for another.

2 Mg 1o TEMKO Keipevo g Zoppaonc , PA. v nhektpovikn dtevbuvon:
http://conventions.coe.int/treaty/EN/cadreprincipal.htm

22 T 10 apycd oyédio g Topaong PA. TV nhekTpoviky dievBvvon:
http://conventions.coe.int/treaty/EN/projects/cybercrime25.htm
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TOL TEAOVVTOL EVOVTIOV TNG OKEPULOTNTOS TMV GCLOTNUATOV Kot
dedopévov H/Y (computer system, compiuter data),”” ywpic vo
anolteitol 0 6KOmOG TPOKANGNG OWKOVOUIKOD 0QEA0LG 1 {nuiog kot
apetépov  ekelvov mov oyetilovior pe H/Y (computer related
crimes).”'* Ot 8o avtéc katnyopicc mpooPordv dakpivoviar amd
exelveg TOL  APOPOVV  EYKANUOTO OYETIKA UE TO TEPLEXOUEVO
TOPAOOCIOKOV EVVOL®OV oyolddv ov omAd O1ELKOADVOVTOL UE TN
ypion H/Y (computer related offences), 0mmwg yioo moapddetypa o
eEOPpLoN LEG® TOV SLOOIKTVOV.

H nopandveo pvbuion g opPaong oev anaitel kopio evépyeio
aviioToyn HE TNV TAPATAAVNON TNG KAOUGIKNG omdtng. Ocwpel o¢
Koplapyn evépyeta ), xopic dwaiopa, exidpacn oto mpdypaupa H/Y
KOl TNV OOAEWL TEPLOLGING, G TO OMOTEAEGHA OVTNG. MOvo 7o
YEYOVOG OTL TiBeTo ¢ TPoimdBeon 0 okomdg e&amdtnong dev TPEmEL
VO oG 00N YNOGEL GTO CUUTEPAGLOL OTL 1) TPOTEWVOUEVT VEQ dtdtan Oa
Sopeiton mapdAAnAo pe ™V KAaowh amdn.’” Mdikov to ovtifeto
akpiog cvpPaivel. O okomdg eEamdnong TPEMEL Vo GLVOOEVEL TIC
EVEPYELEC NG €10aY®YNG, OAAOlmoNng, Jdwypa@ng 1M omOKPLYNG
otoyeiov N1 ¢ omolaconmote eméuPaong otn Acttovpyio H/Y (BA.
avtiotoyo otV eAlnvikny odtaén 386A I1LK « 1| pue omolodnmote
GALO TPOTO»), MOCTE VO OTOKAEIGTEL 1 TWEPIMTMOON TNG AMANG
doMo@pBopdc cvotnuatwv H/Y amd 10 medio tov alomoivov. Agv
eEumnpetel avtiBeta v amoyn mov BéAel va evidooel otV amdtn pe
H/Y povo 1i¢ mepummtdoelc mov mopoarAniilovial omoOAvto pE TO

ToPAdElYLOTO TNG KAUGIKNG OTATNC.

213 B, kepdhono 1 Gpbpo 1, kepdhaio 2, tithog 2, pBpa 2-5, otnv niektpoviky dievbvvon:
http://conventions.coe.int/treaty/en/cadreprincipal.htm

24 B, kepdhaio 2, apBpa 7 kon 8 , om.map.

215 B, xau Noboxals, om.map ol 189.
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20UPOVO HE TO EMEENYNUOTIKO KEIUEVO TOVL GLVOOEVEL TN
XOuPaocn yivetar 0extd OTL 01 pev avotépw pvluicelc Tov apbpov 7
aQOpOVV GE TOPOOOGLOKA EYKANUATH TPOGPOANGC NG TEPLOLGINC,
aAAG M véa pBon tifeton pe 6Komd Vo GLUTEPIAAPEL OTOLUONTTOTE,
yopig owoaiopa, eméuPaocn oe ocvotmuo H/Y, ocvvodevouevn amod
OKOTO TPOKANGNG TAPAVOUOL TEPLOLSIOKOD opélove. Tovileton
uéota, 0Tt 1 XOpPacn €xel katd vou 10iM¢ TIC TEPIMTMOELS TOV
«MAEKTPOVIKOD YPNUOTOS», CLUTEPIAAUPAVOVTOG GE OLTEC KO TIC
Tpacelg  amatne UE  MOTOTKEG  KApteg  (mapdypapog 86
emelnynuatikod ketpévov). '

2OUpmvo Le TOuG optopovg e XouPacnc oto apbpo 1 mep. B,
otV Vol «OESOUEVO.  LTTOAOYLOTH»  EVTACGOVTOL  YEYOVOTd,
TAnpoeopiec N €vvoleg, To. Omoia TEPLEXOVTOL GE &V TPOYPOLLLLLOL
VoAOYIoTH oV Tpokael T Aettovpyia Tov voroyot.?” EEGAAov,
ocuUemVa pe To apBpo 1 mep. o’, WG «oVOTNA LITOAOYIGTI» Bempeitan
Kk6Be ocvokevn 1 kGBe cLVOAO GLVOEOUEVOV GLGKELMV, TO. OTOiN,
dtevepyobv  emefepyacion OeOOUEVOV  HEGH €VOG  TPOYPALLOTOC
VIOAOYIOTY. 0 pumopovce Aowmdv va vrootnpigel Kavelg 0Tt 1 ik
pog 386AI1K amotelel tov «mpdyovo tng ddtacng e Zoupoaong tov
YvuPBoviiov g Euvpomng. Av kavelc epunvevoel v 1oydovca
duataén aveEaptnrta omd v amdtn tov dpbBpov 386I1K, Oa uropovoe
va Bewpnoet 0t 10 ApBpo 386AILK KaAOTTEL TIC VIOYPEDGEIS NG
EAMGSac Vo suppopemBel mpog v avotépo Toppacn.?'® Akoun mo
TPOMONUEVEG OMOYELS, GYETIKA HE TNV TIUOPNGCT TOV OVAOTEP®
CLUUTEPLPOPDOV €EEPPAGE 1 TPOTACT TNG ATOPACTC —TAOIGIO TOL

Yvpupoviiov g Evponng g 27.8.2002, 6mtw¢ tpomomomOnke and to

218 Mg 1o emeEnynpoatikd keipevo mov cuvodevet ) Xopufacm, PA. TV NAEKTPOVIKN
devbvvon:http://conventions.coe.int/treaty/EN/cadreprincipal.htm

27 B).Software

28 'E1o1 ko 0 Novokaldng, om.mop 189 em.

87



Evponaikd kotvoBodio v 4.11.2002. Ztnv a1tioAoyikn €kbeon g
npdtacng kot TV Tpomoroywwv Tov KowofovAiiov toviletor m
oKOTUOTNTO THOPNoNG Kébe mpdaéng mapdavoung mpocfoocng ota
CUCTAUOTO  TTANPOPOPLDY, E€POGOV OVTH OTPEPETAL  €lte  KOTA
CLOTNUAT®V TOL GLVOdEVOVTAL amd PETpa. acPaieiog gite yiveton pe
okomd Tpdrkinong {nuioag 1 v amoKOHoT TEPIOVGIAKOD 0PELOVC.
H tvmomoinon tov avotépon evepyeidv mpoPArénetol 6to dpOpo
3 ¢ mpoTOCTG. M| EVPEiD VTN TOVIKOTOINGT KaTteLOVHVETAL, GOUPOVA
He TV avotépw EkOeom, otV VIEPKEPACT] OKOUN Kol TV OGOV
npoPAémovtal otn XOuPacn tov ZvuPovAiov ¢ Evpomng yw to
EyKAnpo otov kuPepvoympo, evoyel Tov peyéBovg tov Kivdvvou amd
TIC EMOECELS GE GLGTNHUOTA TANPOPOPIDOV TMOV IKTVWMV EMKOIVOVIDV
0ALG Kot ToV NAEKTpOVIKOD epmopiov.’”’ Evaectiky TG dmoyng 66ov
aeopd TN oVYKAoN TV eykAnudtov mov tehovvtal pe H/Y ko tov
EYKANUATOV OV TEAOVVTIOL GTOV KLPEPVOYDPO CE WO KOTnyopio
eviaio amotelovV ot opiopol g mpdtacns 6to apbpo 2 awng. X10
«GVOTNUO TANPOPOPLDVY EVIAGGOVTOL TO AOYICUIKO KO TO «DAKO TOV
ovotfuatocy(hardware) omolovdNTOTE OIKTVOL EMKOWWVIAG  gite
aVTOVOOL ElTE O10CVVIESEUEVOD, EEMEPVOVTOG TOVE OPICUOVS TTOV
nepiEyovtol and Tic o0ebveic ovpPdoeig tov OAZA to 1992, toug
omoiovg Opmg M mpoTaoT ypnoponolel o¢ onueio exkivnong (PA.
apbpo 2 mep 2 g TPOTAONC). XTOV  AVOTEP® OPIOUO  Ogv
ocounepriappdvetor Opwg katd t0 Apbpo 2 Mg mpoOTOONG TO
TEPLEYOUEVO TNG TANPOPOPIAG TNV OTOi0 O1KIVODV TO, GUGTILLATA.
H d1evkpivion avt eivon avaykoio evoyetl Tov 0TL To EYKAR LT
TOL OPOPOVV TO TEPLEYOUEVO TNG TANpoPopiag Bewpodvrar Ot Ogv
OLUVIGTOVV EMBECELC EVAVTIOV TOV «GVGTNUATOV TAT|POPOPIDOVY, OALA

TPAEeEl; MOV  EVTAOGOVTOL  OTIS  OVTIKEWWEVIKEG  VITOGTACELS

219 B, mapdypago 1.1 tg autiohoytkng £k0eong.
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ToPadocloK®OV eykinudtov. I'a tig tpaelg avtéc n TpdToon Bewpel
otL elvor emopkng M vopofecio TV KPATOV UEPDV OTMOS Yo
TOPAOELYIOL YO TNV  TVELUOTIKY] 1O10KTNGid, TO OmOPPNTO TOV

220
KAT.

EMIKOIVOVIDV, TO TPOGHOTIKE ded0UEVOL

>10 1010 mepimov mhaico kveitor kot 1 Anodgaon-ITAaicio
(2001/413/AEY) pe tov TitAO: «y10. TNV KOTOTOAEUNOT TNG OTATNG
KOl TNG TAACTOYPOPIOG, TOL OPOPOLV TO UECO TANPOUNG TANV TWV
LETPNTAOV» KOl TOL 1 YOPO HOG LTOXPEOVTO €m¢ TS 2.6.2003 va
Stupopemcel kKot oPifdoer mpog 1o ZvuPovAlo, o Kelpevo TV
dwtdEewv, pe to omoio Ba mpocapuodlel 0TS emttayég TG ATOPACTG-
[MAaicwo 1o €Bvikd pog Alkato. Xvykekpipéva kotd to apbpo 3 tng ev
My  Amndgoaonc-IThaiclo, mpoPrémetar ¢ oaSdomovn mpdén M
gloaymyn, oAloiwom, Oowypaen N eEbdhewym  yopig Oaiopo
OdOUEVOV  LTOAOYIOTH Kot 101g O0E00UEVOV  OVAYVAOPIONG  TNG

TOLTOTNTOC UE OKOMO  €E0GPAMONG  TAPAVOLOV  TEPLOVGLUKOD

0PEAOVC.

20 B, mapdypago 1.4 tg outiohoytkng £k0song.
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6. Emiloyoc — TeMKEG cvprepacpaTo

Eivon vopiCovpe ympig kapio apeiporio yevikd mopadektd oti
TO NAEKTPOVIKO EYKANUO O10YKAOVETAL KAONUEPIVA AOY® TNG CLUVEXDG
aLEAVOLEVNG YPNONS TV NAEKTPOVIKDOV DITOAOYIGTOV, TG PEATimonc
TOV TEYVIKOV TOVG OLVOTOTHTOV Kol TNG Ol0oVVOECNC TOVG GTO
Awdiktvo mov emekteiveton pépa pe NV UEPA  OAOEVOL KO
TEPLOcOTEPO. ATOTEAEL KOO TOTO OTL O MAEKTPOVIKOG LITOAOYIGTNG
&xel Kataotel amopaitmto epyoieio tng xkobnuepwvotTag pHog gite
QLTI OVAPEPETOL GTNV Epyacio €ite otV Kabnuepiv emtkotvovio Kot
O10lGKED O LOC.

Mnpootd ce avtr] ™ paydoio EEEMOCOUEVT] TPOYLLATIKOTNTO
Kol TNV vrepedvikn S1AGTOON TOALDY NAEKTPOVIK®V €YKANUATOV (1)
EYKANUOTIKOV GUUTEPLPOPDOV) 0 €0VIKOS vopobEg eival guotkd va
aviopd pe kabvotépnon Kol va (PNOLUOTOlEl gvpeieg  E1OWKEC
VTOGTAGELS 1 VO EMEKTEIVEL TIC E0IKEC VTOGTAGELS TOPAOOGLUKMDY
EYKANUATOV.

Tavtoypova, emyepeitar 1 cOHYKMON  KATOI®V  KEVIPIKDOV
EMAOYDV o€ VIePeBviKO emimedo pe vopuka epyoaieia (PA. amo@dcelc —
mhaiclo) oto mhaicto g EE 1 pe diebveig ovpuPdceig tov Xvppfoviiov
™G Evpomng M dAlov 01ebvav opyovioudv. Aaupdvovtag vmoyn Tig
debveic vopobetukéc e€elilelg Ba pmopovoe va vmootnprydei pe Paon
0, 060, TAPATAVE ovartOXONKay 0Tt ) ddtacn tov apbpov 386A TIK,
N omoio amotelel Kol ovrikeipevo emeEepyaciog TG mAPOVGOS
LEAETNG, KAADTITEL TIC VITOYPEDGELS CUUUOPPDONG TNG YDPOS LG TPOG
™ XOuPBacn tov ZvuPovAiov g Evpdnne ywo to €ykAnuo otov
KuPepvoymdpo, LOVo OUMS ®¢ TPog TIC TPooPoréc mov oyetilovtal pe

H/Y xou oyt exeiveg mov apopodv v akepardtnta cvotnudtov H/'Y
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Kol oedouévav. I'a v KdAvyn avtdv Tov Tepumtdcemy o mTpénet
néAkov va tpomomomei 1 Stitaén Tov Gpdpov 370T T1L.K. >

Ocov apopd otnv id1a v dtdtaén tov dpBpov 386A T1.K mpénet
Vo TOVIGTEL OTL 1] YNOLOTOiNoN TOL YPNUATOC GE GUVOVOGUO E TN
JEVPLVEOT TG YPNCEMG TOV JAOTKTVOL Yo TNV EKTEAEOT TPATECIKDV
EPYOCIOV 1 YEVIKOTEPO V1o, TN OEENYMYN OIKOVOUIK®V EPYUCIDV
KaO1GTA OVGLUGTIKG TN GLYKEKPIUEVN SLATOEN KEVIPIKN SldTaln TV
OKOVOlK®V  eyKANuatov. Kot oavtd 0t emyepel va koAdyet
TEPUTTMOCELS OVTIOTOLYEG UE ekElveg TG amdatnc tov apbpov 386 T1.K,
OOV OUMG ATl TNE SOTPOCOTIKNG GYEGEMS OPAGTH KOl TAAVAOUEVOL
TPOGAOTOL VLAPYeEL N oxéon avOpomov unyovns. Axpipong Adym g
OlLPOPETIKNG  PUCEMC TNG OYE0EMC  OLTNG TO  OTOLEIDL  TNG
OVTIKEYEVIKNG LTOCTAONG 7oL £xovv kobapd oavOpamivy didctoon
(Onuovpyio  memolNcemwg oto  Odua  SOUEGOV  TAPUCTAGEMC-
ATOKPOYEMC KOL TOPAUTANVIGENS) TPOTOTOLOVVTAL OVTICTOL(OL GCE
enidpaon ent TV oTOYKEI®V TOL VTOAOYIGTH| Olpécov Un opOng
SOUOPPMOONG TOL TPOYPAUUATOS, ETEUPACNS KOTE TNV EQAPLOYN TOV,
ypnowonoinong un opfav 1N eAMm®V otoreimv N UE OTO100MTTOTE
Ao tpoémo. 'Etotl, woidmTovtonr moapeuPdcelc oto ototyeion Tov
VTOAOYIGTY] TOV OvVOPEPOVTAL GE OA TO. OTASL TNG OladIKAGTog
onAadn kot otnv  mapspPacn  ota  loepyOpEVE.  dEdOUEV
(Inputmanipulation) xor v  wapéuPacn  ot0  TPOYPOLLLQ
(Programmanipulation) kot v mapéuPacn ota eepyodueva dedopéva
(Outputmanipulation) kaO®¢ Kot TV ENLOPACT GTOL UNYOVIKE TUTLATO
tov vtoloyiotn (Hardware).
O tehevtaioc tpomoc téheong g dbrtalng 386" TLK «emnpeacndg
TOV GTOLYEI®V TOV VITOAOYIGTY .... L€ OTOLOONTOTE GAAO TPOTTO» E£XEL

010 TaPeABOV LTOCTEL AdIKN KATA TN YVOUN TOV YPAPOVTOS KPITIKN

21 B\, Nobokodn, 6m. map. oeh.190.
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1600 amd ™ Ocwpia’™ 600 kat omd TN voporoyio SMHOLPYHOVTOG
apeBolrieg yio tnv opHn vIAywWYN KO OVTILETOTIGN TOL OO KATOL0
mowikn duataln e Pacikd emyeipnuo 0Tt Ko ot vVopofetikd keipeva
tov ZvpupovAiiov g Evpdnng mov mopoamdve pvnuovedbdnkav, pntd
yivetor Adyoc, Omwg e£aAlov Kou otnv avtictoym [eppavikn didtaln
010 oTolElo TG «ywpic dkaimpa ypnoney. Koatd v dmoyn tov
YPAPOVTOC €POGOV TO. OEOOUEVH. VTOAOYIGTY] 0ONYOLV UETE TNV
enelepyocioc TOUG o€ €vo  AMOTEAEGUO  OOPOPETIKO  Omd 1O
TPOGOOKMOUEVO UE TN VOHun ypnom oev vmapyel Adyog vo apvnOel
Kavelc 0Tt &yovv emmpeactel. O emnpeacuoc de avtdg pmopel va
wpokAnOel pe «omorodnmote TPOTO», GuvakOlovBa 1 ddtaén Tov
apBpov 386A T1.K KaAVTTEL KO TIC TEPUTTAOGELS TNG «Y®PIg dtKaimpLoL
ypPNoonoinoney. Xto onueio avtd de opeilovpe vo Bounboovue 6L N
ocvykekpiuévn odtaén eonydn 1o 1988 otov Kddwkd pog Kot telMKa
aKOUN Kol CUEPO KOADTTEL KOL TIG VIOYPEDGELS TNG YDPOS LG OE
oyxéon pe ta 01edvn vopoleTikd Keipeva Kot aKOpUo TOAD TEPIGGOTEPO
OAOVG  TOUG MOVTEPVOUC TPOMOVG TEAECNG TOL  EUEAVIOTNKOYV,
epneaviCovrot kat Bo eLEavIcTovV OTTMG Yo Tapddetypa tovg dialers.
Evvonrto eival 0e OTL Yo TIC TOPATAVED TEPMTAOCELS TPEMEL VL
amokMoOel 1 AVTILETOTION TOVG UE TIG OATAEEIS TNG KAOTNG KOl TNG
vre€aipeong, Ko avtictoryo vo mpotiundel n ddtaln tov GpOpov
386A TIK, agoy mépav Tov avTOVONTOL GLVOETIKOD GTOLEIOL [E TN
ddtaén avtn, mov givon BePaing N HEo® MAEKTPOVIKOD VLTOAOYIGTN
wpoOKANno”n mePLOVGLOKNG PAAPNS, eival avapeisPrimrto o6t 1 &
KOAOGLLOU TOWVIKT) GUUTEPIPOPH, LLE TNV OTMOi0l EMEPYETOL 1| TOWVIKADG

EVOLLPEPOVGOL TTOPAVOUN TEPLOVCIOKY] UETATOMION, EUPOVICEL TOAD

22 B, Mapyapity, om. map. «Sétofn apeporov cvvtaypatikdmracy oAk kar O.Neuuia, or.
map. oel 488 em.
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ueyaAvtepn (oxedOV amdAVTN) dOUKT OUOLOTNTA UE TNV AmATN, TopQ
pe Ty Khomn 1§ v velaipeon.

[Tavtmg evd M T€AeoT ™G amATNG LE DTOAOYIGTY] TOV TEAEITON
0TO O100IKTLO YO TIC TEPIOCCOTEPEC MEPIMTMOELS EMEUPACNC KOTE TNV
epapuoyn  mpoypdupoatog (mepimtwon tov hacker mov omder Ta
CLUCTHLLOTO OCPUAEING Kol amokTd TpocPfacn ota dedopuéva ympic va
mpNoel ™V TPoPAenduevn OldKOGio €1GO00V ¥PNOTN HE KMOKO
€10000V) koAVmTeTow amd to GpBpo 386A ILK, mpofinuata
OVOKVTTTOVV GTNV TEPITTMOON EKEIVOL TOV EUPOVICETOL GTO TPOYPOLLLLAL
LE «YeudN» TALTOTNTO £XOVTOG VTOKAEYEL TOV K®OIKO €1GO00V TOV
voppov ypnotn. To mpdPAnua, mov eivor MON yvootd and v
TEPIMTOOT NG KAEUUEVNG KAPTOC OVTOUATNG OVOANYEMS KOl TNG
YPNOEMS TOL GMOGTOV KMOKOV €16000V, euaviletal avticTorya Kot
edm. O dpdotng emmpedlel o otoryeia. LWOAOYIOTH GAAGL EEMTEPIKA
TOVAGYIOTOV  QaiveTal Vo YPNOIUOMOlEl AMOADT®S KOVOVIKA TO
TPOYPOUHO OTt®OG aKPP®OG Kot O VOUOS YPNoTNG-KATOYOG TOL
K®O1KoU €16000v. [Tapd v amovsio €101KNG avTicToryng StdTtaEng yio,
™ Yopic dikaiopa ypnorn dedouEvmv 1 gvpeia dOTLTOGT TOL VOOV
«UE OTMOLOONTOTE GALO TPOTO» KOl 1) OVOAOYID, TNG GLUTEPIPOPAC
avtnc pe v amdtn tov dpbpov 386 I1.K, mwov teAel 6mo10g O10L TNG
GUVOYOLEVIG GULUTEPIPOPAS TOL TOPIGTAVEL YELOMG OTL &lval o
SKOOVY0G TOV TPATELIKOD Aoyaplacuol, emParlel va dexbovue OTL

epappoletor kol €dm 1 odTacn tov apbpov 386A T1L.K.

3 Erot .y E. Zvuuewvidov-Kooravidov, on. map. oeh. 944, n onola mapatnpei 0Tl «1 apaipgon
TOV VOUUGHOTIKOV LOVAS®V pe Tapdvour deicduon oTov NAEKTPOVIKO DITOAOYLISTY| TG TPATELOS
KOl 1 HETAPOPA TOVG 6€ GAAO Aoyaplacpd Oo Tpémet vo xopakTNPLoTEL KAOTN...» Kol TPOTPENEL OE
AVTILETOTION TOV BEpaTog amd Tov 1610 To vopoBET.
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7. Hivaxkec Enoavienc Hicktpovikne Eykinuotikotntoc

KOl NAEKTPOVIKIN G OTATNEG GTNV E Lo 022

Ilivaxoc (A)

YMNOOEZEIZ - EZIXNIAZEIZ

24 Srowygion oo o T SOENG NAEKTPOVIKOD £YKARUOTOC,
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Ilivaxoc (B)

>»=T=-

YmoBéosic - 2 TaTIoTIKA

ez | sl e] saoom
veomwzer | o] | eseew
POTONIKAAEROMENA | 6] 3| so00m)
[HAEKTPONIKEZ ENKOINGNEE | 1] 1| 0000%
koA |1 1] oo
[TNEVVATIKA ORI | 1] 1] i0000%
o | 1] | oo

H
A
E
K
T
P
@)
N
I
K
(@)
Y

MO=>®>ZIT>~x-1m

Onw¢ evKolo. UTOPEL VO, TOPOTHPNOEL KOVEISC 1] «NAEKTPOVIKY OTeTH»
gite ue vmoloyioty eite uéow vmoioyioty gival iow¢ 10 mWo ovvnbeg
OLKOVOUIKO NAEKTPOVIKO EYKANUO. ODGTUYWS KOL OTH YWOPO. UOG.
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9. HAEKTPONIKEX AIEYOYNXEIX

1. www.bka.de

2. www.antiphishing.org

3. http://www.ftc.gov/0s/2003/09/synovatereport.pdf

4. ://www.jurpc.de

5. mho.de

6. www.nouskalis.gr

7. http://dsanet.gr
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10. Hopaptnuo NopoOstik®mv Kewuévov

NOMOG®GEZXIA I'TA TO HAEKTPONIKO EI'KAHMA

ApOpa Howikov Kdodika

ApOpo 348A - Tlopvoypapia avniikov
ApOpo 370A - Tlopaficcn Tov amoppiToL TOV TNAEPOVNIATOVY KOl TNG TPOPOPIKNG GLUVOLUATLNG
ApOpo 370B - TMapoficorn oTotyci®v 1 TPOYPAUUAT®V VITOAOYIGTAOV TOL BE®pPovVTOL ATdppPNTa.

ApOpo 370I" - TTapdavoun avtiypagn N xpNoN TPOYPAUUATOV VTOAOYIGTAOV Kal Tapdvoun tpodcPacn o
d€d0LEVA VTTOAOYIOTDV.

ApOpo 386A - Andn pe vohoyioTy.

Nouot

N. 2225/94 — «IIpoctacia tng ehevbepiog TG ovTOTOKPLONG KOt EMKOVAOVING)
N. 2472/97 wor 2774/99 — «Ilepi mpocOmKAOV de60UEVOVY»

N. 2472/1997 — «I"to. TV TpOGTOGIQ TOV TPOCHOTIKOV d£60UEVOV 6T0 ALodiKTVLOM

N. 2774/1999 — «I"10. ™V TtpocTocio SESOUEVOV TPOCOTLKOD YOPOUKTHPA GTOV TNAETIKOWVOVIOKO TOUEN
N. 2867/2000 - «Opydvmon kot Agrtovpyio Tov Topéd TV THAETIKOWVOVIDOVY

N. 2819/2000 — «IIpocOnkn oto N. 2121/1993 mepi vopukng npootaciog BAcemy dedopévavy

N. 2225/1994 énodg Tpom. Me N. 3115/2003 — «['wo v mpootacio g eAevbepiag tng avtandkpiong Kot
eMKOWVOVing Kol GAAES SL0TAEES 108

N. 3411/2006 — «IIepi NAEKTPOVIKOV ETIKOIVAOVIDV.



Odnyia 90/387/EOK tov Zvppoviiov g 28ng lovviov 1990 yua ™ dnpovpyia g ecmtepkng oyopas otov
TOUEN TV TNAETIKOWVOVIOK®V VANPECIOV UECH TNG EPAPUOYAG THG TAPOYNS avolktov diktvov (Open

Networt Provision -ONP).

Odonyia 90/388/EOK 1ng Emitponng g 281g lovviov 1990 oyetikd pe tov avtayoviopd oTig ayopés tov

TNAETKOIVOVIOK®DV VN PECIOV.

Oodnyia 91/250/EOK tov Xvppoviiov g 14nc Maiov 1991 yio t VoMK TPOGTOGIO TV TPOYPUUUATOV

NAEKTPOVIKOV VTOAOYIGTOV

Odnyia 96/9/EOK tov Evpanaikod KotvoPovAiov kot tov Zvpfoviiov, g 11ng Maptiov 1996, oyetikd pe

1] VOLUKT] TPOGTAGIO TV BAcEmV dES0UEVOV.

Oodnyia 97/7/EK tov Evpomaikod KowoPfovAiov kar tov XZvpfoviiov tng 20Mg Mdiov 1997 vy v

TPOCTAGION TOV KATOVIADTOV KATA TIG €& AmocTdoe®c GLUPACELS.

Odnyio 1999/93/EK tov Evpomaikod KowoPoviiov kot tov XZvufoviiov, g 13ng Aexepppiov 1999,

GYETIKA LLE TO KOWOTIKO TANIGLO Y10 NAEKTPOVIKEG VITOYPOPES.

Odnyia 2000/31/EK tov Evponoaikod Kowofoviiov kot tov Zvpfoviiov g 8ng Iovviov 2000 yio opiopéveg
VOUIKEG TTUYEG TV VINPECIOV TNG KOWW@VIAG TG TANPoPopiag, 18im¢ ToL NAEKTPOVIKOD gUnopiov, oty

€0MTEPIKN ayopd («odNyia Yo TO NAEKTPOVIKO EUTOPLON).

Odnyia 2002/19/EK tov Evpondaikod KowofovAiov kot tov Zvpfoviiov, tg 7ng Maptiov 2002, oxetikd pe
v TpocPacn og SIKTLO NAEKTPOVIKMV EMKOIVAOVIDOV KOl CUVAPEIS EVKOAMEG, KaBdS Kot pe T dtachvdeon

Tovg (0dmyia Yo TNV TpodSPaot).

Odnyia 2002/20/EK tov Evponaikod KotwvoPovAiov kot tov Zvppoviiov, g 7ng Maptiov 2002, ywo v

001080t oM SIKTHOV KO DINPESIHV NAEKTPOVIKMV EMKOVAOVIDOV (0d1Yio Yiol TNV 0d€1000TNOT)).

Odnyia 2002/21/EK tov Evponaikov KowvofovAiov kot tov Zvpfoviiov, g 7ng Moaptiov 2002, oxetikd pe

KOWO KOVOVIOTIKO TAAIGLO Yol 1KTLO KoL VINPESIES NAEKTPOVIKAOVY ETKOWV®VIMV (0dNYio TANLG10).

Odnyia 2002/22/EK tov Evponaikod KotwvoPovAiov kot tov Zvppoviiov, g 7ng Maptiov 2002, yuo v
KaBoAK1| vINPesio Kot To SIKOLMUOTO TOV ¥PNOTOV OG0V aPopd diKTua Kot LANPEGIEG NAEKTPOVIKOV

EMKOWVOVIOV (0dMYiol KABOAIKNG VANPETLNG).

Odnyia 2002/58/EK tov Evponaikod KotwvofovAiov kot tov Zvpfoviiov, g 1216 IovAiov 2002, oyetkd pe
v emelepyocio TV SESOUEVOV TPOSMMIKOD YOPOKTNPO KOl TNV TPOCTOCio TG WIOTKNG (oG otov
TOLED TOV NAEKTPOVIKAOV EMKOWOVIOV (0dnyila Yo TV TPootacio WOTIKNAS (oNg 6TIg NAEKTPOVIKEG

EMKOWOVIES).

Odnyia 2002/77/EK g Emitpomnc, g 16mg Xentepfpiov 2002, oyetikd Le TOV OVIAYOVIGHO GTIG OYOPES

SIKTO®V KoL VINPECLOV NAEKTPOVIKDY ETUKOLVOVLDV.

A1gbveig Xoufaocerg
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YuvOnkn tov Bpu&eAdav (1968) mepl mpocdiopiopod g dtkatodociog

YopPaon yuo to KuPepvoydpo - Bovdaméom) 23-11-2001

H Owovpevikr] Awaxnpoén tov Aikaopdtov Tov Aviporov tov OHE g 10-12-1948

H Zoppaon g Poung «yla mv mpodomnion tov SIKOIOUETOV ToV avOpdrov Kot TV OepueMmddy
elevBeptdvy g 4-11-1950 (EZAA)

Amopdaoels

H Yrnovpyum Andeaon pe apd. 88141/1995 - «Kmddwa Agovtoroyiag Acknong Thiemikovoviak®v
ApoacTnploTNTOVY.

H Andégaon e E.E.T.T. pe apif. 268/73/2002 - «Kavoviopog Awyeipiong kot Exydpnong Ovopdrov
Xmpov (Domain Names) e katdAnén .gr»

H anoégaon g E.E.T.T. pe aptd. 248/71/2002 - «Kavovioud Iapoyng Yanpeoiov [Tictonoinong
Hlektpovikng Ymoypaenc»

A.KOINOTIKH NOMO®EXIA

U Hiextpoviké Epnmépro-Hrextpovikég Yrnoypagéc:

O pdtaon Odnyiag otig 24 XentepPpiov 2002 yio tnv tpomonoinom g Odnyiog
68/151/EOK oyetikd | TIC OmOITNOELS ONUOGLOTTOG Y10 OPIGUEVEG LOPPES ETALPIDV
0 Kavoviopodg 44/2001 EK yo v 81e0vn dikatodocia (o€ avTikatdoTtacn g
SopPoong twv BpuEehddv), dpbpo 23 map.2 mov avayvapilel To KOpog g
NAEKTPOVIKNG VITOYPOPNG OE CUUPOVIES TapéKTacNS TG 01eBvolg dikatodociog
TeAevtaio evmuépwon 22-05-03

O Andéeoaon g Emtponng (2001) yia éykpiom evog maykoopiov diktvov (Identrus) yio
TNV TGTOTOINGT TOV NAEKTPOVIKDV VITOYPUPOV KOl GAADV GUVAALAYDV
NAEKTPOVIKOD EUTOPIOV

O Andéeacmn 2000/709 g Enttpomnig yio Toug opeiG EAEYXOV Kol GUUHOPPDCNG TV
STaEemv dnpovpyiag Tng NAEKTPOVIKNG VITOYPOPTG GTOVS OPOVG AGPAAELNG TOV
Hoapaptipotog I g Odnyiag 99/93/EK

0 Odnyia 2000/31/EK tov Evpomaikod KotwvoBovAiov kat Tov Zvppoviiov g 8ng
Tovviov 2000 Yot 0pIGUEVES VOUIKES TTUYES TV VINPECIDOV TG KOWVOVING NG
TANpogopiag, Wimg ToV NAEKTPOVIKOD gumopiov, otnv ecmtepikn ayopd ("Odnyia yo
TO MAEKTPOVIKO gumdpro”).

O Odnyia 1999/93/EK 10v Evpmmaikod KowvofovAiov kot tov Zvpfoviiov g 13ng
Agxepfpiov 1999 oyetikd e 10 KOWOTIKO TANIGLO Y10 NAEKTPOVIKES VITOYPOPES.

0 Odnyia 98/84/EK tov Evpomaikod Kowvofoviiov kot tov ZvpfovAiov yio T vopikn
TPOCTAGIN TV VANPESLOV OV Paciloviat 1| GuvicTavtol 6TV Tapoyn TpdcPacng
VIO OPOLC.

0 Odnyia 98/48/EK tov Evpomaikod KowvofovAiov kot tov Zvpfoviiov g 201g
TovAiov 1998 yia v Tpomomoinon g odnyiag 98/34/EK yio v kabiépmwon piog
drodtkaciog TANPOPOPN OGS GTOV TOUEN TOV TEYVIKAOV TPOTVTIMV KOl TPOSIYPAPDV

0 COM(97) 157 Mia Evpomnaixn IIpotofoviio oto Hiektpovikd Epmodpio kot
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U Hiektpovikég Emkowovieg

O Odnyia 2002/22/EK yio. v KoBOAKN DANPEGLO KL TO SIKALDUOTA TV YPTOTMOV
OGOV aPOPA 070, HIKTVA KO OTIC VIINPEGIEC NAKTPOVIKDV ETIKOIVOVIOV

O Odnyia 2002/21/EK y1o 0 KOWO KOVOVIGTIKO TAGIGLO Y10 S1KTLO Kot VN PEGIES
NAEKTPOVIKDV ETKOLVOVIDY

O Odnyia 2002/20/EK yio tnv ad€1080TN0M SIKTH®V KO VANPECIOV NAEKTPOVIKOV
EMKOWVOVIDV

O Odnyia 2002/19/EK yio. v tpdofacn o€ SiKTuo NAEKTPOVIKOV EXIKOLVOVIMY KoL
GLVAENG EVKOALEG

O Odnyia 96/2/EK yia tpomonoinom g odnyiog 90/388/EOK 6c0ov apopd tig Kivntég
KO TPOCMTIKEG EMKOWVAOVIES.

U Hiektpovikd ovetipoto tinpopdv-Hiektpoviké Xpipa:

O Odnyia 2002/65/EK yio v €€ amoctdcems eUmopia YpnUOTOTIGTOTIKAV VN PECIOV
TPOG TOVG KOTAVOADTEG

0 Odnyia 2000/46/EK tov Evporaikod KotwvoBoviiov kat tov Zvppoviiov g 18ng
YentepPpiov 2000 yio v av@ANYM, TV GGKNGN KOL THY TPOANTTIKY EXOTTEIR TNG
Spactnpldmrog WPHUATOG NAEKTPOVIKOD XPTLOTOG.

TeAevtaio evmuépwon 22-05-03

0 Odnyia 2000/28/EK yio v avaAnym kot Goknor dpactnplotitov
APTLOTOTICTOTIK®Y 1OpLUATOV

0 Odnyia 2000/35/EK yio v KotamoAéunon g KaBvuotépnong TANPOUOY GTIG
EUTOPIKES GLVOANYES

0 COM (2000) 650 - ITpotacn Odnyiog tov ZopfovAiov yio TV TPOTOTOINGCT TG
oomnyiog 77/388/EOK e 6100 TNV arAomoinot, ToV EKGVYYPOVIGUO KoL TV
EVapUOVIoT) TOV Op®V TTOL EMPAAAOVTOL TNV TILOAOYNGT OGOV APOPE TO POPO
nmpootiBéuevng aiog.

0 Avakoivoon COM(2001) 66 yia T0 NAEKTPOVIKO EUTOPLO KO TLG YPT|LOTOTICTMTIKEG
VAN PETiES

0 Yiewopa COM(2000) 36 tov Evpaonaikod Kowofoviiov yia Ti¢ mAnpopég pukpmv
TOGAV GTNV EGOTEPIKT AyOPa

O Avakoivoon COM(2001) 11 g Erttponng yio Ty IpoAnym g amdtng Kot TG
TAOCTOYPAPIOG OGOV APOPE GTO LEGH TANPOUNG TATV TOV HETPNTOV

0 97/489/EK: Zvotaon g Exttponnic g 30Mg lovAiov 1997 oyetikd e t1g
GUVOAAOYEG TTOV YIVOVTOL e LECH NAEKTPOVIKTG TANPOUNG Kot 131G OGOV 0popd TIG
oyéoelg HeTa&d Tov €KOOTN KoL TOV KATOYOV.

O Odnyia 97/5/EK tov Evpenaikod KowvoBovAiov kat tov Zoppoviiov g 27ng
Iavovapiov 1997 yia Tig S1AGVVOPLOKES PETAPOPES TIGTHOCEDY

0 Xbvotaomn 87/598/EOK tng Emitpomnic g 8ng Askepfpiov 1987 yio evponaikd
KOOKO de0vToAoYing o8 BENATA NAEKTPOVIKDY TANPOUDV.

0 Ovépata ydpov (domain names)

0 Kavoviopodg 733/2002 yia tv vAomoinon tov domain name «.eu» TOpEN OVATOTOL
EMMESOV
O Odnyia 1989/104/EOK vy tnv Tpoctacio Tov onudtev

0 Hvevpotikn Iowoktyoia:

O Odnyia 2001/29/EK g 2206 Maiov 2001 yio tnv EVOPLOVIOT OPIGUEVAOV TTUYDV
TOV SIKALDWOTOG TOL MULOVPYOD KOl CUYYEVIKAOV SIKAIOUATOV GTIV KOWOVIO TG
TANpoPOpiag.

0 Odnyia 96/9/EOK g 11nc Maptiov 1996 cyetikd pe 1) VOUIKT TPOCTAGIO TMV
Baoewv dedopévav.

O Odnyia 92/100/EOK oyetikd pe To dukaiopa ekpicBoong to dikaimpo Saveiopod Kot
OPIOUEVO SIKULDLLOTO GUYYEVIKE TPOG TNV TVEVIOTIKT WO10KTNGI0 GTOV TOUEN TOV
TPoldvTmV g Stavoiag.

TeAevtaio evnuépwon 22-05-03
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O Odnyia 91/250/EOK yia N VoK TpOGTaGic TmV TPOYPAUUATOV NAEKTPOVIKOY
Yroloyiotdv

U Hiextpovikd 'Eyxinpa:

U Xbdotaom tov Zvppoviiov 25 Iovviov 2002 yuo onpeia emagng mov Aettovpyovy 24
MPEG TO EIKOGLTETPAMPO Y10, TNV KOTATOAEUNGT TOV EYKANLATOS VYNANG TEXVOLOYIOG
U Eyypago Awfovredoenv g Enttponnig, Iobviog 2002 yia v acedieia tov
NAEKTPOVIKAV SIKTO®V

U Zxédo Kavovav g Emrponrig, Anpiliog 2002 yia tov kowvd optopd opiopévav
AOIKNUATOV TOV 0pOPOHY VITOAOYIOTEG

U Yioewopa tov Zvpfoviiov 1 Maptiov 2002 yio v TpocTtacics TV KATAVOADTOV,
101®G TOV VE@V, LIE TNV EMIGNHAVGT) OPIGUEVOY PLVTEOTOLYVIOIDV KOl NAEKTPOVIKOV
Tayvieov avoldywg e nAKiog

U Eyypago IToAttikng e Emrponr|g, lavovdpiog 2002 yio v KatamoAEUnon g
EYKANUATIKOTNTOG LEG® AEKTPOVIKOD VIOAOYIOTH Kol TNV BeAtinon ¢ aoaAetlog
TOV VTOSOUMY TANPOPOPIKNG E TNV ANYN VOUODETIKGOV KOl 1] VOUOOETIKOV HETPOV.
0 Andéeoon — [Thaicto 2001/413/AEY tov Xvpfoviiov g 28-5-2001 yio v
KOTOTOAEUNON TNG OTATNG KOl TNG TAAGTOYPUPING TTOV APOPOVV TO LEGT TAT|PMUNG
ANV TOV LETPNTOV

0 Avakoivoon COM (2000) 890 t¢ Emtponng «['a pia acearéotepn Kowavia tng
[MAnpogopiag pe ™ Pertimon TG ASPAAELNG TOV VTOSOUDY TANPOPOPT|ONG KOt TV
KOTOTOAELNOT) TOV EYKANLATOG TAT|POPOPIKNCY.

O Andéeoon 276/1999/EK tov Evpaonaikov Kowofoviiov kot tov ZuppovAiov yia Eva
TOAVETEG KOWOTIKO TPAYPOLLLL dPAGTG YIo AGQAAESTEPT XPpTon Tov Internet pécw
NG KOTUTOAEUNOTG TOV TapAvOopoL Kot BAafepod TEPLEXOUEVOL GTO TOYKOGHLO,
dikToa

U IIpootocio dsdopivov:

O Odnyia 2002/58/EK g 12ng IovAiov 2002 oyetikd pe v enefepyacio Tov
3£dOUEVOV TPOCHOTIKOD YOPOUKTAPA KoL TNV TPOGTAGIA TG WmTkng {ong otov
TOHEN TOV NAEKTPOVIKAOV eTKOV®VIGDV (0dnyia Yo TV Tpoctacio imtikng {mng
OTLG NAEKTPOVIKES ETKOVOVIES)

O Odnyia 97/66/EK mepl enetepyaciog Tav deS0UEVOV TPOGSMOMIKOD YOPAKTNPA KO
TPOCTAGioG TNG WITIKNAG {ONEG OTOV THAETIKOWVMVIOKO TOUEN.

U Odnyia 95/46/EK yia TV TPOGTAGIO TOV GUGIKMV TPOSAOTMV EVOVTL TNG
eneEepyaciag 0e00UEVOV TPOSOTIKOD YOPAKTPA KOt Yid TNV eAe0Bep KuKAOQOpia
TOV OESOUEVMV OVTMV.

U [Ipootacio kotavorloTti:

TeAevtaio evmuépwon 22-05-03

O Odnyia 2002/65/EK yio tnv €€ amoctdcemg EUmopia YpNUOTOTIGTOTIKAV VN PECIOV
TPOG TOVG KATAVOAMTES Kot TNV Tportonoinon tav Odnywdv 1997/7/EK xan

1998/27/EK

O Odnyia 99/44/EK g 251m¢ Maiov 1999 oyetikd pe opiopéveg TTuyég e TdANONG
KOL TOV EYYVGEDV KOTOVIADTIKOV ayafdv

U COM (1999) 385 Tpomomomuévn [Ipdtaom tov Evponaikod Kowvopoviiov kat tov
SvpPovriov oyeTiKd pE TV €€ OMOOTACEMS EUTOPIN, XPTLOTOTICTOTIKMY VINPECLOV
TPOG TOVG KOTOVAAMTESG Kot TNV Tpomomoinon tov odnyiov 97/7/EK kot 98/27/EK

O Odnyia 98/27/EK mepi tov ay@ydv TopoAeiyems 6TOV TOUEN TG TPOGTAGIOG TOV
GULPEPOVIMV TV KATAVOADTOV.

0 Xbvotaomn 98/257/EK g Emttpomnic g 30Mg Maptiov 1998 oyetikd e tig apyéc mov
S1€movV o, appoddia Opyava Yo TV EMOIKT ETIAVOT TOV SL0POPDOV KUTAVIADONG

0 Odnyia 97/55/EK yia tv tpomtomoinon g odnyiag 84/450/EOK oyetikd pe v
TOPATAOVITIKT] SIOLPTLULGT) TTPOKELUEVOD VOL GCUUTEPIANPOEL 1) GUYKPLTIKY SLoPiLioT

O Odnyia 97/7/EK yio TNV mpootacio TdV KoTavol®Tdv KoTd Tig €& amocTtdoemd
cuppdoeig

0 Xvotoon 97/489/EK g Emttpomnic tg 30Mg IovAiov 1997 oyetikd pe 15 cuvarAayég
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OV YivovTal e HEGO NAEKTPOVIKNG TANPOUNG KOt 1010¢ OGOV 0popdL TIG OYECELS
peta&d Tov €k6ATN KOl TOV KATOYOV.

O Odnyia 93/13/EOK ¢ Smg Ampthiov 1993 oyetid pe TIG KOTOYPNOTIKES PTPES TV
GUUPACEDY TTOV GUVATTOVTOL [IE KOTUVOAWDTEG.

0 Xbvotoon 92/295/EOK yio Tovg KDOKEG OEO0VTOAOYING OVOPOPIKA OTNY TPOGTAGIN
TOV KOTOVIADTOV 6TIG GUUPBACELS SLOTPUYUATEVOUEVES OO OTOGTACT

O Evomompuévo keipevo: Odnyio 85/374/EOK tov Zoppoviiov g 251¢ lovAiov 1985
YL0. TV TPOGEYYION TV VOLOOETIKMOV, KOVOVIGTIKOV Kol SLOIKNTIKOV Sl0TAEEMY TOV
KpoT®V PEADV o€ BEpaTo e0BHVNG AOY® ELATTOUTIKOV TPOIOVTIOV, OTMG
tporomombnke amd v Odnyio 1999/34/EK tov Evponaikod KowoPoviiov kot tov
Yvpfoviiov, g 10ng Mdaiov 1999

0 ®opoiroyia:

0 Kavoviopodg aptd. 792/2002/EK g 7mg Maiov 2002 yio tnv mpocwpivi
tpomomoinomn tov kavovicpob (EOK) apif. 218/92 oyetikd e tn dtoknTikn
ouvepyooia 6Tov Topéa TV Eupecwv opav (PITA) dcov apopd tpdcobeta péTpa yio
TO NAEKTPOVIKO eUTOPLO

0 Odnyia 2002/38/EK g 7ng Matov 2002 yia tnv Tpomonoinon Kot TV Iposmpivi
tpomomoinon tng odnylag 77/388/EOK dcov apopd 1o chotpa pdpov
npooTtifepnévng a&iag mov ePapuoleTal oTiG padIOPOVIKEG KOl TNAEOTTIKES VIINPEGIES
KOl GE OPIOLEVEG VIINPEGIEG TOV TOPEXOVTOL NAEKTPOVIKA
Televtaio evnuépwon 22-05-03
O Odnyia 2001/115/EK yia v tpomomoinon g Odnylag 77/288/EOK yia tnv
amAOTOIN G, TOV EKCUYPOVIGHO KL TV EVAPUOVIOT TV OP®V TOL ETPIALOVTOL GTHV
TioAdYNoN avaeoptkd pe tov OITA (sdikotepa .28 map.3 oToty.y)
J COM (2000) 650 - ITpotacn Odnyiog Tov ZvpfovAiiov yio TV TPOTOTOINGCT TG
oomnyiog 77/388/EOK e 6100 TNV arAomoinot, ToV EKGVYYPOVICUO KoL TV
EVapUOVIOT) TOV Op®V TTOL EMPAAAOVTOL GTNV TILOAOYNGT OGOV APOPE TO POPO
npootiféuevng a&iag.
0 COM (2000) 349 TIpétacn Kavoviepov tov Evporaikod Kowofoviiov kot tov
Svpfovriov yia v Tpomoroincn tov kavovicpod (EOK) apif. 218/92 tov
YupPoviov OETIKA LE TN SLOIKNTIKT] CLUVEPYAGIO GTOV TOUEN TV EUIECOV POPMV
(®ITA) o ITpdtacn Odnyiag Tov ZvpPovAiov yia TV Tpomonoinon e odnyiog
388/77/EOK 0G0V apopd 10 cuatnpo popov mpoctifépuevng agiog mov epappoletot
G€ OPLOUEVES VIINPEGIEG TOPEYOUEVES LLE NAEKTPOVIKE HECAL.
0 COM (98) 374. Hhektpoviko Eumopro ko ppeon poporoyio

0 Awovopkd 0épata:

U Kavoviopéds (EK) apif. 44/2001 tov Zvppoviiov g 2206 Aekepppiov 2000 yio
d1ebv) dka0doaGia, THV ovayvOPLoN Kot TNV EKTEAECT] AMOPACEMY GE AGTIKES KOl ELTOPLKEG
vroBéoeic.

U Kavoviopéds (EK) apif. 1348/2000 tov Zvpfoviiov e 29ng Maiov 2000 mepi emdoO6emg
KOl KOWOTOW0e®E 0Ta KPATn HEAN dkaoTik®Vv Kot eEmdikmv tpdlewv oe aoTkég 1
EUTOPIKES VOOEGELS.
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[pic] | ENITPOMH TQN EYPQMAIKQN KOINOTHTON |
BpueMeg, 22.5.2007
COM(2007) 267 TeNikO

ANAKOINQZH THx ENITPOMTHZ MNPOx TO EYPQMAIKO KOINOBOYAIO, TO
2YMBOYAIO KAI THN EYPQIMAIKH EMNITPOMH TQN MNMEPIGEPEIQN

Mpoc TNV KaTeuBuvaon VYEVIKAC MOMITIKNG OXETIKA HE TNV KATAMOAEWNON Tou
EYKANUATOC OTOV KUBEPVOXWPO

{SEC(2007) 641}{SEC(2007) 642}

ANAKOINQZH THz ENITPOMTHZ MNPO:X TO EYPQMAIKO KOINOBOYAIO, TO
>YMBOYAIO KAI THN EYPQIAIKH EMITPOMH TQN MNMEPIGEPEIQN

Mpog TNV KaTeuBuvon VYEVIKNG MONITIKAG OXETIKA ME TNV KATAMOAEUNON TOu
EYKANPATOG OTOV KUBEPVOXWPO

1. Eloaywyn
1.1. Ti €ival To £yKANUa oToV KUBEPVOXWPO;
Ti €ival To €ykAnUa oTov KUBEPVOXWPO;

H ao@aAeia Twv ouoTNPATWV NANPOPOPINY, TA OMoia NPOCAAUBAVOUV OTIG KOIVWVIEC
pag OAo kal peyaAUTepn onuaocia, KaAUMNTEl NOAMEC NTUXEC, METAEU TWV OMoiwv
KEVTPIKI B€0n €XEl N KATANOAEUNON TOU EYKANMATOC OTOV KUBEPVOXWPO. Acdopévou
OTI 0 OPIOPOC TOU EYKANUATOG OTOV KUPBEPVOXWPO Dev €XEl ANOTEAETEI AVTIKEIUEVO
OUMQWVIAG, Ol OpOl «EYKANUA OTOV KUBEPVOXWPO», <«NAEKTPOVIKO EYKANWA»,
«EYKANKA NANPOPOPIKAG» N «EYKANKA UWNANG TEXVOAOYIAG» XpnoidonolouvTal guxva
adiakpitwe. Ma Toug okonoUg TG napoloag avakoivwang, 0 0poG «EYKANUA OTovV
KUBEPVOXWPO» VOEITAl WG «afionoiveC NpAageic nou dianpaTTovTal e  Xpnon
NAEKTPOVIKOV OIKTUWV EMIKOIVWVIV KAl GUOTNHATWV NANPOMOPIOV 1 £vavTiov
aQUTOV TV JIKTUWV KAl GUCTNHATWV.

>Tnv Npd&n, o 0poc EYKANUA OTOV KUPBEPVOXWPO €PAPUOLETAl O TPEIC KATNYOPIES
agionoivwv  dpactnpioTATwv. H npwTn KaAUNTEl TIC NApadooiakéG  HOPMEG
adiknuaTwv Onw¢ TNV andrtn n Tnv nAacToypagia, NapoAo nou, oTa nAgicla Tou
EYKANUATOC OTOV KUPBEPVOXWPO, agopd €I0IKA a&IONoIVEC NPAEEIC Ol  OrOIEC
Olanpatrovral Héow OIKTUWV NAEKTPOVIKAG  EMIKOIVGWVIAG KAl GUCTNUATWOV
nAnpo@opiwv (EQeENG: nAekTpovika OikTtua). H JelTepn Moppry agopd Tn
dnuyooiguon NApavouou MEPIEXOMEVOU HE XPNON NAEKTPOVIKWV WECWV (M.X., UAIKO
0€EOUANIKAG  kakoroinong naidiov 1 MpoTponn o€ (QUAETIKO Wioog). H TpiTn
kaTnyopia nepihapBavel a&idnoiveg npda&eic nou pnopouv va dianpaxbouv Yovo PECW
NAEKTPOVIKOV OIKTUWV , M.X. EMIBECEIC KATA OUCTNMATWY MANPOQOpPI®YV, dpvnon
Napoxnc UNnNPecIwv kal napdvoun enéuBaocn oTo ouoTnua nAnpogopiwv. Autda Ta
€idn €niBeong pnopei €niong va OTPEPOVTAl KATA TwV OgpeAlndwv UNOSOUWV
KpiolUnG onuaciag oTtnv Eupwnn kai va £xouv ENINTWOEIC OTA UQPICTAMEVA
OUOTNUATA  £yKAIPNG MPOEIOONOINONG O MOAOUC  TOMEIC, HE EVOEXOUEVEC
KATAOTPOPIKEG CUVENEIEG YIA TO KOIVWVIKO GUVOAO. TO KOIVO GTOIXEIO HETAEU auTwv
TWV KATNYopIWV agionoivwv Npa&ewv cival OTI pnopouv va dianpaxBolv os padikn
KAiJaKa kal he PeyaAn yewypagikry anodoTaon PETAEU Tou TOnou Tng didanpa&ng Tng
agionoivng nNpd&ng kal TwV CUVENEIWV TNG. QC €k TOUTOU, Ol TEXVIKEC MTUXEC TWV
£QapUolOUEVWY avakpITIKWY PEBOdWV €ival ouxva ol idiec. H napoloa avakoivwon
eomialeTal ¢'auTa Ta KoIva OTOIXEId.
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1.2. O1 TeheuTaieg €EeNiEeIc doov apopd To €yKANUA OTOV KUBEPVOXMPO
1.2.1. TevikOTNTEG

O ouvduaopoc TnG ouvexoUG €EENIENC Twv afidnoivev dpacTnpIoTATWV Kal TNG
ENeIYnG a&ionmoTtng nAnpo@opnonc kabiotd duoxepry Tn OlaudpPpwaon enakpiBouc
€Ikdvag TnNG ONUEPIVIAC KATAoTaonc. EvrouTolc, YnopoUpe va JIaKPiVOUHE OPIOUEVEG
YEVIKEC TAOEIC:

- O apiBuoc Twv afivnoivwv Npatewv OToV KUPBEPVOXWPO AUEAVETAl, €V Ol
afionoivec  dpacTnpiOTNTEC  ONO KAl MEPIOCOTEPO  €KOUYXpovilovTal  Kal
npocoAaupavouv diebvry xapaktnpa [1]

- Yndpyxouv oa@eic evOEiEEIC OXETIKA ME TNV AUEAVOMEVN OUMMETOXN OMAdWV
OPYAVWHEVOU EYKANUATOC O a&IOonoIveg NPAEEIC OTOV KUBEPVOXWPO

- EvroUToic, dev onueiwveTal au&énon Tou apiBuoU TwV MOIVIKOV OIWEEWV Mou
aokouvTal oTnv Eupwnn oTo nAdicio TnG dIaCUVOPIAKNG CUVEPYAoIac METAEU Twv
apxwv €nMBOARC Tou vouou

1.2.2. Agi6noiveg npda&eig napadoaoiakng HopPNG o€ NAeKTpovIKa dikTua

O1 NepIooOTEPEC AEIONOIVEC NPAEEIC Unopei va dlanpdTTovTal YE XProN NAEKTPOVIKWOV
OIKTUWV, Kal OIApOopEC KATnyopieG andtng Kal anonesipac andtng &ival 101aIrepe
OUVNBICPEVEC KAl ANOTEAOUV HOP®I EYKANUATIKOTNTAC N onoid gugavileTal 6Ao Kai
nio ouxva aTa NAEKTPOVIKA OikTua. AEIONOIVEG TEXVIKEG ONWG N KAOMN TauTOTNTAC, TO
«yapepa»[2], avenikAnTa nAekTpovika PnvupPaTa kal kakoBoulol KWOIKEG Unopei va
xpnoidonoiouvTtail yia Tn dianpa&n andtng peyaAng kAipakac. To Napavouo epnopio
ME€ow Tou AiadikTUou OE €BvikO Kal OIEBVEC eninedo ouvIoTA €niong NpoBAnua Tou
ormoiou n ooBapoTNTa aUEAVETAl OUVEXWC. STIC OpacTNPIOTNTEG  AUTEG
nepiAappaverar n Aabpeunopia vapkwTIKwY, €00V AneINOUKEVWV e €Eagpavion Kai
onAwv.

1.2.3. MNapdavouo nepIEXOPEVO

>Tnv Eupwnn, unapxel npoéoBacn o £vav ouvexwe augavopevo apiBud 1oToTonwv
ME napavopo neplexOpevo. [POKEITAl yia IOTOTOMOUGC WE UAIKO O€EOUAMIKNG
Kakonoinong naidiwv, NPOTPOMNr O TPOUOKPATIKEC EVEPYEIEG, NAPAvoMn €EUUvVNON
NG Biag, TNG TpoPoKpaTiac, Tou paToiopou Kai TG Eevogopiac. H dpdon yia Tnv
€MIBOAR} TOU VOMOU €vavtiov auTwv TwV I0TOTONWV €ival €EAIPETIKA OUOYXEPNC,
Oedopévou OTI Ol IDIOKTATEC Kal o JIaXEIPIOTEG TOUG BPIOKOVTAl OUXVA OF XWPEG
OlIaQOPETIKEG anod Tn XwWPa—oToXo, Kal ouxva ekTtog Tng EE. Or i1oToTOMOI QUTOI
MnopoUv va petartonidovral Ye Weydhn TaxuTtnTd, €vTOC Kal €KTOC TG €OAPIKNG
enikpaTelac TN EE, evw o opiooc Tou napavopou ¢' auTov Tov Toéa napouaialel
MEYAAEC DIAPOPEC anod TO €va KPATOC GTO AANO.

1.2.4. AZionoivec npageic nou unopoUlv va dianpaxbouv POVO WECW NAEKTPOVIKWV
OIKTUWV

O1 eMIBECEIC PEYAANG KAIJAKAC NMou OTPEPOVTAl EVAVTIOV OUCTNUATWY NANPOPOPIOV
N opyaviopwv kal daTodwv (ouxvd MEow Twv enovopalopevwv  «OIKTUWV
npoypappdtwv popndT> (botnets[3])) @aivetar OTI eugavilovral PE OUVEXWG
au€avopevn ouxvoTnTd. Eniong, é&xouv onueEiwBel  NPOOPATWG MNEPIOTATIKA
OUCTNUATIKOV, KAAd OUVTOVIOHEVWY Kal €UPEIAG KAIPHAKAG AUeowv eNIBECEWV kaTd
TWV KPIGIHWV UnNodop®v NANPopOpnonG evoc kpAaTtouc. To (aVOUEVO auTo EXEl
emdeivwBel €EAITIAC TNG CUYXWVEUONG TWV TEXVOAOYIWV KAl TNG EMITAXUVOUEVNG
01aoUvOeonG TWV CUCTNHATWY NANPOPOPIWY, OTIC OMOIEC OPEIAETAI TO YEYOVOG OTI
TAQ OUCTAMATA QUTA €Xouv Yivel nio eudAwTd. OI EMIBECEIC QUTEC €ival GuXVa KaAd
OPYAVWHEVEC Kal XpNOIJOMNoIoUvVTal Yia oKonoug ekPIacTIKNG andonaonc. MnopoUpe
va unoBsooupe OTI Ta KpououdTa autd napouoialovral €701 WOTE va PETPIAleTal n
ooBapOTNTA TOUG, MPAYMA Mou OQeiAeTal €v PEPEI OTO EVOEXOHEVO {NUIOV TWV
EUNOPIKWV CUUPEPOVTWV TWV EUMAEKOPEVWV EMIXEIPNOLWY OE MEPINTWON nou Oa
dIvaTav dnuoaoioTnTa o€ NPoBANKUATA AoPAAEIAC.

1.3. O1 gTO)OI
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AayBavovtag unoywn auTeC TIC OUVEXEIC €EENIEEIC, oupnEPAiVOUPE OTI UNAPXEI
eneiyouoa avaykn va An@Bouv PETpa — og €BVIKO kal 0€ eupwndikod ninedo —kartd
OAWV TWV HOPPWV EYKANWATOG OTOV KUBEPVOXWPO, MOU CuVIGTOUV OAO Kal Mio
ONMAVTIKEG ANEINEC VIO TNV Kolvwvia, TIC EMIXEIPNOEIC Kal TOUG NoAiTec. H npooTacia
TWV aTOPWV KATA TOU €YKANUATOC OTOV KUBEPVOXWPO MEPINAEKETAI OUXVA £ aITIAG
NPOBANMATWY MoU £XOUV OXEON HE Tov NPoadiopiond TN appodiag dikaiodoaiag, Je
TNV €pappooTéa vouoBeoia, PE Tn OlacuvopIaKn €MIBOAR TOU VOWOU N ME TNV
avayvopion Kai Tn XPnoidonoinon NAEKTPOVIKWY dnodeIKTIKWV oToixeiwv. H kat'
ougiav 0lacuvoplakn GUON Tou €yKANUATOC OTOV KUBEpPvVOXWPO OEUvel autd Ta
npoBAnuaTa. MNa va avTiyeTwniosl auTeg TIC anslAég, n Enmirponr eykavialel
nNpwTOROUANId UNEP VYEVIKNG MONITIKAG N oroia anookonesi ot PeATiwon Tou
OUVTOVIOMOU TNG KATANOAEUNONG TOU EYKANKATOC OTOV KUBEPVOXWPO OE EUPWNAIKO
Kal OIEBVEC eninedo.

ZKonog €ival n evioxuon TNG KaTanoAEUNONG TOU EYKANPATOG GTOV KUBEPVOXWPO OF
€0vIKO, eupwnaiko kal 8IEBvEC eninedo. Ta kpaTn PEAN kal n Enirponn ekTigoUv €3
Kal NoAU kaipd OTI N NepAITEPW OIANOPPWON CUYKEKPIMEVNG MOAITIKAG TNG EE yia
auTd Ta {nThuata, 18iwe, anoteAsi npotepaldoTnTd. H npwTtoBoulia Ba enikevTpwoei
o€ dUo anod TIC dIACTACEIC AQUTAC TNG KATANOAEUNONC, TNV €NIBOAr TOU VOUOU Kal TO
noivikd dikaio* n NoAITkf nou Ba diapoppwlei Ba cupnAnpwaoel GAa WeTpa Tng EE
Ta onoia anookonoUv oTn BeATiWON TNG AOQPAAEIC OTOV KUBEPVOXWPO EV YEVEL.
MakponpoBeoua, n NoATIKy autn Ba neplAauBaver: BeATIOPEVN ENIXEIPNOIAKN
ouvepyaoia METAEU TwV apxwv €MBOANG Tou VOUOU™ BEATIWHEVN  MOAITIKN
ouvEPYAoia Kal OUVTOVIOMO METAEU TWV KPATWV MEAWV' MOAITIKY) KAl VOMIKN
ouvepyaoia pE TPITEG XWPEC €uaiobnTonoINON” KATAPTION® €PEUVA’ EVIGXUMEVO
OIGAOYO HE TIG ENIXEIPNOEIC KAl EVOEXOUEVWC VOUOBETIKA PETPA.

H NOMITIKR) OXETIKA YE TNV KATANOAEWNON TOU EYKANUATOC OTOV KUBEPVOXWPO Kal e
TIC ouvaQeic JIKAOTIKEC NPooPUYEC Ba kabopioTei kal Ba ulonoinBei pe nARpn
0gBaoo TV BeueNwdWV OIKAIWKATWY, 10IKWC TOU JIKAIWHATOG EKPPACNG TNG
YVQOMNG, Tou ogBacpol TNG IBIWTIKNAG Kal OIKOYEVEIAKAG (WG Kal TNG NPOaTaciag Twv
dedopévwv npoownikoU Xapaktipd. Kabe vouoBeTikd WETPO nou Ba AauBaveral oTo
nAgiolo autng TG NoAImkAG B6a efeTaleTal nponyoupevws yia va a&lohoynBei n
oupBaTOTNTA TOU ME Ta OIKAIWPATA QUTA, 1BiWG unod To npiopa Tou XdpTtn
Ogpehlwdwv Akaiwpdtwv TnG Eupwnaikng 'Evwonc. SnueiwTéov €nmiong OTI OAeG
QUTEG oI MONITIKEG NpwTOoPRoUAiEG Ba ulonoinBouv Aappdavovtag nARpwe unown Ta
apbpa 12 £w¢ 15 Tng enovopalopevng odnyiag yia To nAekTpovikd eundpio[4], oTig
NEPINTWOEIC MOU AUTO TO VOMIKO WECO €ival EpapPoCTEOD.

O 0oTOXOC TNG Napouoacg avakoivwong Mnopei va unodialpedei o Tpeic KUPIEG
AEITOUPYIKEC MTUXEC, OI OMOIEC PUNOPOUV VA CUVOWIOTOUV WG EENC:

- BeATiwon kal dleukOAUvon Tou ouvToviopoU Kal TnG OUVeEPYaoiag WETAEU Twv
HOvadwv KATAMOAEUNONG TOU EYKANUATOC OTOV KUBEPVOXWPO, GAAWV apuodinv
apxmv Kar AANwv egneipoyvwpovmv otnv Eupwnaikn ‘Eveon

- Niaydp@won, os ouvepyaoia Pe Ta KPATN HEAN, ME TOUC apupodioug supwnaikoUg
Kal OIEBVEIG opyaviopoUC Kal PE GAAa EvOIQPEPONEVA UEPN, EVOC GUVEKTIKOU MAaigiou
NOAITIKWV TNG EE yia TNV KaTanoA£Unon Tou EYKANUATOC GTOV KUBEPVOXWPO

- EuaioBnTonoinon OXeTIKA PE TO KOOTOC KAl TOUC KIVOUVOUG MOU OUVENAYETAl TO
£YKANMA OTOV KUBEPVOXWPO.

2. YQIOTGUeEVA VOMIKA MECA VYIa TNV KATAMOAEUNON TOU EYKANUATOC OTOV
KuBepvoxwpo

2.1. YopioTapeva péoa kal pETpa oto €ninedo Tng EE

H napouoa avakoivwaon OXeTIKG PE TNV NOAITIKA YIa To €YKANKA OTOV KUBEPVOXWPO
nayiwvel Kalr avantuoosl TNV avakoivwon Tou 2001 yia pia aopaAeoTepn Kolvawvia
TNG NANpogopiag he Tn BEATIWON TNG ACPAAEIAC TwV UNOJONWY NANPOPOPNONG Kai
TNV KATAnoA€Unon Tou eyKANUAToG nAnpo@opikng[5] (ePeEnc: n avakoivwon Tou
2001). H avakoivwon Tou 2001 npoTelve KATAMNAEG OUCIAOTIKEG Kal OIadIKAOTIKES
VOMOOETIKEG OIQTAEEIC yia TNV QVTIMETWMION TOOO TWV EYXWPIWV 000 Kal TwV
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OIEBVIKWV a&idnoivav evepyeimv. H avakoivwon auTn €ixe w¢ enakoAouBo MoANEC
ONUAvTIKEG NPOTACEIC, METAEU Twv onoiwv, 19iWG, AUTEG oI onoieg nepIAauBavav Tnv
npdTaon nou odrynoe atnv odnyia nAaioio 2005/222/AEY yia TIG eMBECEIG KATA TwV
OUOTNHATWV NANPOPOPINV[6]. ZNUEIMTEOV OXETIKA HE TA NPOAVAPEPOPEVA OTI EXOUV
eniong AngOei kal dAAa, yevikoTEpa VOHOBETIKG WETPA Ta oroia kaAUMTouv €niong
NTUXEC TNG KATANOAEUNONG TOU €YKAMUATOC OTOV KUBEPVOXWPO, ONWG N anogpaon
nhaiolo 2001/413/AEY yia Tnv KATanoA£unon TNG andaTtng kal TnG nAacToypa®iac
Mou apopouV Ta PESA NANPWHNG NANV TV HETPNTWV[7].

H anogpaon MAdgiolo 2004/68/AEY yia Tnv KATanoAEunon TnG OEEOUAAIKAG
ekheTaNeuonc naidiwv[8] civar éva kahd napadsiyya Tng 101aiTepNC £UPaAcns nou
divel n EniTponr) aTnv NpoaTacia Twv naidiwv , 10i0¢ 08 GXECN WE TNV KATANOAEUNON
KGBe Pop®PrG UAIKOU O€EOUAMIKNG Kakonoinong naidiov To ornoio dnuooieleTal
napavoua We XpAon OuoTNUATWV  NANPOQOPIOV: MPOKEITal yia opildvTia
npoTepaloTNTa Nou Ba eEakoAoubnael va IoxUel Kal HEANOVTIKA.

Ma va anavtioel oTIG NPOKANCEIC NMou agopolv TNV Kolvwvia Tng nAnpogopiac, n
Eupwnaikn KoivotnTa £xel OlANOpP®WOEl TPINTUXN MNPOCEYYION OXETIKA HE TNV
ao@aleia Twv dIKTUWV Kal TNG NANPo@opnonG: €0k PETPA yid TNV aoPpdaieid Twv
OIKTUWV Kal TNG NANPO@OPNONG, TO KavovioTikO MAQICIO yid TIC NAEKTPOVIKEG
EMIKOIVWVIEG KAl TNV KATANOAEUNON TOU EYKANUATOG OTOV KUBEPVOX®WPO. MapoAo nou
Ol TPEIC QUTEC NTUXEC Mmopolv, wC £vav opioyévo Babuo, va avantuyxBouv
EexwpioTd, ol NoAudpIBueg aAnAeEapTioeig JeTal Toug ouviaToUV ENIXEipnUa unep
TNG OTEVAG OUVEPYAOiag. ZTOV ouvagn TOUEA TNG aopAAelag Twv JIKTUWV Kal Twv
nAnpo@opiwv €xel ekd0Bsi, ek nmapalAnAou pe Tnv avakoivwon Tou 2001 yia To
EykKAnua oTov  KuBepvoxwpo, npdTaon eupwnaikng noAmkng[9]. H odnyia
2002/58/EK yia Tnv npooTtaagia Tng IGIWTIKAG (WG OTOV TOUEQ TWV NAEKTPOVIKWV
EMNIKOIVWVIQV OpIiCEl  UMOXPEWON Yiad Toug napdXouG UMNPECIMV NAEKTPOVIKGOV
EMIKOIVOVIQV SIABETIHWY OTO KOIVO VA KATOXUPWVOUV TNV ao(PAAEId TWV UMNNPECIOV
Touc. ' auTn Tnv odnyia npoBAEnovTal eniong dIATAEEIC yia TNV KATANOAEUNON TWV
avenikANTWV NAEKTPOVIKWV WNVUUATWV KAl TWV KATAOKOMEUTIKWV AOYIOHIKGOV. H
ao@aieia Twv OIKTUWV Kal TwV NANPOPOPIWV EXEl EKTOTE aAvVANTUXOE UEOW €VOC
apiBpou dpacewv, Mo NPOCRATA LE TIG AVAKOIVWOEIC OXETIKA HE HIa OTPATNYIKN YId
ao@aAn kovwvia Tng nAnpogopiag[10]oTnv onoia napouaialeTal n avalwoyovnuevn
oTpaATNyIKN Kal opileTal To NAQiclo Nou eMITPENEl TNV URABuUvaON Kail Tn JIEUKpIVION
OUVEKTIKNC NPOCEyylong Ocov agopd Tnv acpdieild Twv JIKTUWV Kal Twv
nAnpogopIwy, KaBwg €niong Kal TNV avakoivwon OXETIKA WE TNV KaTanoAéunon
TV avemikANTwV NAEKTPOVIKOV WNVUMATWY, TOU KATAOKOMEUTIKOU Kal Tou
kakoBouhou AoyiopikoU [11], kai pe Tn dnuioupyia Tou EupwnaikoU Opyaviopou yia
v Ao@aieia AikTUwv kal MAnpogopiov To 2004[12]. O kUpIOG OTOXOG TOU
Eupwnaikoy OpyaviopoU yia Tnv Ao@dAeia AikTUwv kal MNMAnpogopiov gival va
anokTAoEl TNV edneipoyvwpooUv nou  XpelddeTal yia Tnv npowdnon Tng
ouvepyaaoiac HETAEU Tou dNUOCIOU Kal Tou IDIWTIKOU TOPEA Kal YIa va NAPEXEl apwyn)
oTnv Emitponn kai Ta kpaTtn WEAN. Ta nopiopata TwV €PEUVMV OTOV TOMED TWV
TEXVOAOYIQV YIa TNV €5a0PAANIon TNC AOPAAEIAC TwV CUCTNHATWY NANpogopiwv Ba
OladpapaTioouv €nionG onUAvTikd pOAO KATd TNV KATAMOAEUNGCN TOU EYKANUATOC
OTOV KUBEPVOXWPO. SUVEN®MG, Ol TEXVOAOYIEC NANPOPOPINV Kal ENIKOIVWVIDV KABWG
eniong kar n aocpaieid nepidayBavovrar PeTalU Twv oTOXwv Tou ‘EBSopou
EpeuvnTikoU Mpoypaupatog MAaiciou Tng EE (7o MM), nou Ba 1oxUel yia Tnv nepiodo
2007-2013[13]. H avaBewpnon Tou KkavovioTikoU nAdigiou To onoio JIEnel TIC
NAEKTPOVIKEC EMIKOIVWVIEC Ba PNOPOUCE VA GUVENAYETAI TPOMOMOINJEIC £TOI WOTE Va
EVIOXUBEI N AnOTEAEOUATIKOTNTA TWV OXETIKWV ME TNV acpaieia d1aTaewv Tng
odnyiag yia Tnv npootacia IBDIWTIKAG {WNG OTIG NAEKTPOVIKEG EMIKOIVWVIEG Kal TNG
odnyiag 2002/22/EK yia Tnv kaBoAikn unnpeaial14].

2.2. Ta upioTayeva diebvr| péoa

Aoyw Tng naykdopiag @uong Twv  OIKTUWV NANPOQOpPI®WY, Kauia MoNITIKA
KATANOAEUNONG TOU €YKANUATOG OToV  KuBepvoxwpo Oev  Wnopei va eival
anoTeAEoHATIKR av ol Npoondbeieg neplopifovTal evrog Tng EE. O1 kakonoloi Jnopouv
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Oxl MOVO va enITiOevTal 0 CUOTAKATA NANPOPOPINV N va dIanpdTTouV a&IOMNOoIVEC
npda&eic ano To éva KpdTog JENOG aTo AAAO, aAAG pnopoUv va TIG dlanpaTTouV £niong
HE eukoAia oTav BpiokovTal ekTOG TG dikaiodoaiag Tng EE. Zuvenwg, n Enimponr €xel
OUMUETAOXEl evepyd oc digbveic oulnTnosiC Kal JOPEC ouvepyaaoiac, Onweg oTnv
opada Auwv-Pwpn Tou G 8 yia To €ykAnua uwnAng Texvohoyiag kalr oe €pya nou
dlaxelpiteral n IvrepnoA. H Emitponr napakohouBei oTevd, 10iwe, TIC EPYACIEC TOU
OIKTUOU 24WwpwV €NAPOV OXETIKA PE TO JIEBVEC EykANMa UWNANG Texvoloyiag (To
OikTuo 24/7)[15], MEAn Tou onoiou eival €vag onuavTikdg apiBPOg KpATwv
NAayKooMiwG, COUMNEPIAUBAVOUEVV TWV NEPIOTOTEPWY KPATWV HeAwv Tng EE. To
OikTUO ToU G8 eival PNXaviopog O onoiog EMITPENEl TNV ENITAXUVON TWV ENAPWV
METAEU TWV OUMHETEXOVTWV KPATWV, e onpeia enagng nou Asiroupyolv 24 wpeG To
24wpo yIa UNoBETEIC yIa TIC Onoieg UNAPXOUV NAEKTPOVIKG anodeIKTIKA OToIXEia, Kal
yla unoB£oeIC yia TIG OMOIEC anaITEITal KATENEYOoUod apwyn ano apxXEG niBoAnG Tou
VOHOU GAAWV XWPWV.

3' auTOv TOV TOMED, TO KUPIOTEPO EUPWNAIKO Kal OIEBVEG PETO eival avau@iophTnTa
n ZUPBacn yia 1o £ykAnua oTov KUBEpVOXWPO Tou ZupBouliou Tng Eupwnng To
2001[16]. H ZUpBaon auth, n onoia €xel £kdoBei kal Tebei ot 1oxU TO 2004,
nepIAapBAvel KoIvoUC opICHOUC dIapOopwV EI0WV EYKANUATOG OTOV KUBEPVOXWPO Kal
B<Tel TIC BAOEIC YIa €nIXEIPNOIAKn OIKAOTIKA OUVEPYAoia PETAEU TwV CUHBAAMOPEVWV
KpaTwv. Tnv €XOuv unoypawel NoANa kpdrn, cupnepiAapBavopévwv Twv HMA kal
GMwv [N eupwnadikwv Kpatwv, kabwg enmiong kai OAa Ta kpdTn MEAN. 'Evag
OpPIOKEVOC apIBHOG KpaTWV MEAWV OV £XOUV AKOMA EMIKUPWOElI auTn Tn oUuBaon n
TO OUMMNANPWHATIKO NPWTOKOAO TNG Mou agopd TIC NPAZEIC paTOoIOTIKNG Kal
EevooBIknG @UONG ol ornoieg dlanpdTTovTal MECW OUCTNUATWV  UMOAOYIOTH).
Agdopévou 0TI OAol cUPPWVOUV yia Tn onuaacia auTtng Tng uupaong, n Emirponn Ba
evBappuvel Ta kpATn PEAN Kai TIG OIKEIEC TPITEC XWPES va EMKUPWOOUV Tn ZUKBaon
Kal €€eTaler Tn duvatotnTa n Eupwnaikrn Koivodtnta va anoteAéosl oupBaiAOpevo
HEPOG TNG ZUPBAoNG.

3. Mepamépw dlapopPwaon EIBIKWY PECWV YIA TNV KATAMOAEUNON TOU €YKANUATOO
OTOV KUBEPVOXWPO

3.1. Evioxuon Tng eniXEIpnoIaknS CUVEPYACIag yia TNV €niBoAr Tou VOUOU Kal TwV
npoonabeinv KaTapTiong oto eninedo Tng EE

H éAeipn, 1 n avenapknc Xpnoiyonoinon Twv duecwv doUWV Yid TNV EMIXEIPNCIAKD
dlacuvopiakn cuvepyaaia eEakohouBei va anoTeAei aduvapia peifovog onuaaciac oTov
Topéa Tng Aikaloolvng, TnG EAeuBepiac kai Tng Aogdaieiac. H napadooiakn
alMnMoBonBeia, OTav NPOKEITAl yia €MEYOUCEG UMOBECEIC EYKANUATOC OTOV
KUBEpVOXWPO, £xel anodelxBei OTI ndoyel and BpaduTnTa KAl avanoTeAEOUATIKOTNTA,
evw Oev £XOUV aKONA avanTuxBei enapkwg veeg OOWEG ouvepyaaiac. MapoAo nou ol
€0VIKEG DIKAOTIKEG ApXEG Kal Ol apXEC NIBOANG Tou vouou ouvepyalovTal oTeva oThv
Eupwnn peow Tng Eupwnaiknic AoTuvopikng Ynnpeoiag (Europol), Tng Eurojust kai
GMwV opyaviou®y, Napapével n NPo@aving avaykn evioxuong kai SIEUKPIVIONG TwV
appodioTnTwv. Ano diaBouleliosic nou £xel avaldBel n Enirponn, ¢aiverar T auta
Ta Kpiolung onuaciac péoa dev XpnaolponoloUvTal KaTta Tov BEATIOTO duvaTd Tpono.
Mia NEPICOOTEPO GUVTOVIOWEVN EUPWNAIKN MPOCEYYION NPENEl va €ival TOOO
ENIXEIPNOIaKn OCO Kal OTPATNYIKA Kal va KaAunTel eniong Tnv avraiiayn
NANPOMOPIWY Kal TIC BEATIOTEC NPAKTIKEC,

>T0 €yyuc YENov, n Emitponn 6a dwoel 1d1aiTepn EUPAcn OTIC avayKeG KATApTIoNG.
Eival anodedelyuévo OTI O TEXVOAOYIKEC €EeAIEEIC OnuioupyoUv avaykn O1apkouc
KaTapTIoNnG TWV apXmV €NIBOANG TOU VOUOU Kal TwV OIKAOTIKOV dpXwv 0gov agopd
{nTuaTa oXeTIKG WE TO EyKAnUa oTov KuBepvoxwpo. KaTta ouvéneia, npoPAEneTal
EVIOXUMEVN Kal KaAUTEpQ OUVTOVIOWEVR XPNMATIK othpiEn ano tnv EE og
noAuebvikd npoypdupaTta katapTionc. H EmiTponn npokeralr €niong, O OTevNn
ouvepyaoia pe Ta kpdTn MEAN Kal pE AGMOUG appodioug opyaviopoug Onwg n
Europol, n Eurojust, n Eupwnaikry AcoTtuvopikrn Akadnuia (CEPOL) kai To Eupwnaikod
Aiktuo KatapTtiong AikaoTikwv (EIJNT), va epyacTei yia va emTUXEl GUVTOVIGUO Kal
01aoUvOeon OAWV TWV OIKEIWV NPOYPAUKATWY KATAPTIONG Ot eningdo EE.
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H EniTponn 6a diopyavwaosl ouvavtnon HETAEU €UNEIPOYVWHOVWV OTOV TOHEA TNG
£nNIBOANC Tou vopou, ol onoiol Ba nNpogpyovTal anod Ta KpATtn MEAN aAAa eniong kai
ano tnv Europol, To CEPOL kai EJTN, yia va oculntrioouv nw¢ Oa BeATiwdei n
oTPATNYIKN KAl ENIXEIPNOIAKN GUVEPYAadia kabwg €niong Kal n KATAPTION OXETIKA ME
TO €ykAnpa oTov KuBepvoxwpo otnv Eupwnn To 2007. MeTall aMwv, Ba eEeTaoTei
N okomuoTNTa TNG dnUIoupyiac povipou eupwndikol onueiou enagng yia avralhayn
NANPOPOPILY KABWC €NioNg Kal EUpWNAiKAC NAATQPOPUAC KATAPTIONG OXETIKA UE TO
EykAnNua oTtov KuBepvoxwpo. AuTn n ouvavrnon Tou 2007 6a cival n npwTn HIag
O€IpdG OUVAVTIOEWY MOU £XOUV NPOYPANKATIOTE YIa TO £yyUG HEAAOV.

3.2. Evioxuaon Tou diaAdyou pe Tn Blopnxavia

T600 0 IBIWTIKOG 000 Kal 0 dNUOCIOC TOPEAC EXOUV CUKPEPOV va IAUOop(®OoUY anod
KoIVOU HEBOBOUG avixveuonc kal npoAnyng Twv {NUIOV Nou npofevouvTal and TiG
a&ionoive¢ dpacTnpIOTNTEG. H KoIvi| GUUMETOXA Tou 1IBIwTIKOU Kal Tou Onuoaciou
TopEq, BaoilOuevn o€ apoiBaia PnIoTooUVn Kal £XOVTAG KOIVO OTOXO TN MEimon Twv
{NUIWV, UNOCXETAl va anoTeAETEl anNOTEAEOMATIKO OpOpo yia Tn BeATiwon Tng
ao@alsiag, 000ovV agopd EMioNnC Kal TNV KATANOAEWNON TOU EYKANMATOG OTOV
KuBepvoxwpo. H dnudaoia kai n 1IBIWTIKA NTUXA TNG NOAITIKAG TNG Emimponng doov
apopd TO EYyKANUa OTov KUBeEpvoXwpo 6a anoTeAéoouv &V KAIpw  MEPOG
NPOYPANUATIONEVNC OQAIPIKAG EUPWNAIKNG MONITIKAG Yia Tov JldAoyo HETAEU Tou
Onuooiou kal Tou I0IwTIKOU TopEd, KaAUMTOVTAC OAOKANPO TOV TOWEA TNG
gupwnaikng ao@aieiac. H noAimkny autry 8a onueiwoel npdodo, 10iwg, xdpn oTO
£UPWNAIKO POPOUY YIa TNV aoPalsia, TNV £PEUVA Kal TNV KAIVOTOWIA, TO OrMoio N
Enirponr oxedialel va dnuioupynosl oto eyyUC MEMNoOvV Kal oTo onoio 6Ba
OUMMETEXOUV Ta evOIaPEPOUEVa PEPN TOU dNUOCIOU Kal ToU I0IWTIKOU TOMEQ.

O1 £€eNifeIc OXETIKA PE TIG OUYXPOVEG TEXVOAOYIEC NMANPOPOPIWY KAl TA GUCTAHATA
NAEKTPOVIKAC EMIKOIVWVIAg eAEyxovTal o PeyAlo BabBud anod IBIWTIKES EMIXEIPNOEIC.
IOIWTIKEG  €Talpie¢  npayuatonololv  aglohoynoeic  kivOUvwy,  KatapTidouv
NPOYPANKATA KATAMOAEUNONG TwV A&IoNoIvev NPAgewv kal ENMvoouV TEXVIKEG AUOEIC
yia Tnv npdAnyn Twv a&idnoivav npa&ewv. H Biopnxavia €xer pavei noAu npodupn
va Ponbnoel TIC ONUOCIEC APXEC YIA TNV KATAMOAEWNON TOU EYKANUATOG OTOV
KuBepvoxwpo, 1Biw¢ Ooov  agopd TNV  KATanoAféunon TNG  NAISOPIAIKAG
nopvoypagiag[17] kar aA\a £idn napavopou nepiexopévou aTo AiadikTuo.

‘Eva dMo {aTnua agopd TNV gugavr EAepn  avral\ayng  nAnpogopiawv,
EUNEIPOYVWHOOUVNG Kal BEATIOTWV NPaAkTIKWV WeTA&U Tou OnuOCIoOU Kal Tou
IDIWTIKOU TOMEQ. ZUXVA, yid vd MPOCTATEUOOUV TA EUMOPIKA TOUC MPOTUNA Kal
MUCTIKA, Ol EMIXEIPNOEIC ToU 1I0IwTIKOU TOpEa gival anpoBupeg, r dev deopeliovTal
anod Tn vopoBeoia and Kapia oagr UnoxpEwon ®OTE vd ava@ePouv 1 vd
ouppepidovTal PE TIC APXEC EMIBOANG TOU VOHOU XPNOIUEG NMANPOPOPIEC OXETIKA HE
agionoivec  dpacTnpioTnTeC. EvroUTolg, oI nMAnpogopieC auTeEC WMopesi va eival
anapaitnTe yia va eival og ©éon ol ONUOCIEC apXeEC va  OIaHOPPWVOUV
anoTeAeopaTikn kal KaTAAANAN NOAITIKR KATanoAéUnong Twv agionoivwv npa&ewv. Ol
duvaToTNTEC BeATiwONG TNG dlaToPeaknc avralayng nAnpogopiwv Ba efeTacTolv
eniong uno To Mpioya TwV €V 10XU KAVOVWV YId TNV MNPooTacia Twv OedOPEVWV
npoownikoU XapakTnpa.

H Emitponn diadpaparicel ndn onuavTikd poAo o€ diapopeC OOUEG UE GUUMETOXN ToU
Onudooiou kal Tou IBIWTIKOU TOPEA Ol OMOiEC KATANOAEMOUV TO E€ykAnUa oTov
KuBepvoxwpo, Onwg eivar n Opada Epneipoyvwpovwy yia Tnv npoAnyn Tng
anatng[18]. H EmTponn €ival neneiopevn yia To OTI WIA ANOTEAEOHATIKN YEVIKN
MONITIKI KATANOAEWNONG TOU €YKANUATOG OTOV KUBEPVOXWPO NpPENEl €niong va
nepINaUBAVEl GTPATNYIKA OUVEPYAOIAc YETAEU TwV EMIXEIPNOLEWV TOU ONUOCIOU Kal
Tou IBIWTIKOU TOPEA, CUMNEPIAAUBAVOUEVWV TWV OPYAVOOEWV TNG KOIVWVIAC TwV
MOAITWV.

Ma va emtuxer Tn Olelpuvon TNG Ouvepyaciac WeTagl Tou OnUoOoiou Kal Tou
IDIWTIKOU TOPED yia Ta {nTnpaTa autd, n Enirponn npokeital va Siopyaveaoel evrog
Tou 2007 ouvedpiaon PETAEU EUNEIPOYVWHOVWY TWV ApXWV EMIBOANG TOU VOUOU Kal
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EKNPOOWNWY ToU I0IWTIKOU Topéd, 10iKC napoxwv unnpeoiov AiadiktUuou, yid va
oulnTroouv To NWG 6a BeATI®OOUV TNV EMIXEIPNOIOKN OUVEPYAcdia oTnv Eupwnn
METAEU Tou OnuoOoIou kal Tou IdIwTIKOU Topéa[19]. KaTta Tn didpkeia auTng Tng
ouvedpiaong Ba oulnTnBoUlv OAa Ta B£uara nou Ba kpIBei OTI YNopei va NpogBeégouv
a€ia og apPOTEPOUC TOUC TOHEIC, AAAG KUPIwG Ta akdAouba:

- BeATiwon TNG enixeIpnoIaKnG OUveEPYaoiac kaTd Tnv KaTtanoAéunon a&idnoivav
npd&ewv Kal napavopou nepIEXoPEVOU Tou AladIKTUOU, €I0IKOTEPA OTOUG TOMEIG TNG
TPOMOKPATIAG, Tou UAIKOU OEOUAAIKNG Kakonoinong nadinv kal aAAwv a&ionoivwv
dOpacTnpIoTATWY 1DIaiTEPA €UaioBNTWV and Tr KoMid TNG NPOCTACIAC TwV NAIBIOV

- Eykaiviaon oup@uviov HETAEU Tou dNPOCIoU Kal TOU IBIWTIKOU TOPEA JE OKOMO TNV
napeunodion, o OAa Ta kpAtn MEAN Tng EE, 1oToTONWV nou nepiAapPavouv
napavopo UAIKO, €I0IKOTEPA UAIKO 0€E0UAMIKNC kakonoinong naidimv

- Alguopewon npoTunou yia TNV avraAlaynl anapaitnTwv  kai  Xproidwv
nNANPOPOPILY HETAEU Tou IBIWTIKOU Kal TOU ONUOCIOU TOMEA® &vag and Toug
OXETIKOUG npoBAnuartiopouc Ba eivar n  kah\iEpyeia atuodoQpaipac  aupoifaiag
gunmioTooUVNG Kal AWNG unown TWV CUPPEPOVTWY OAWV TWV HEPWV

- Anpioupyia dikTUOU onpeEiv €nagnc yia Tnv €mBoAr] Tou VvOpou, TOOO OTOV
IDIWTIKO 000 Kal oTov dNUOGCIo TOUE

3.3. H vopoBeoia

H yevikn evapuovion Twv OpICHOV TwWV agionoivv npagewv Kal Twv £BVIKOV
MOIVIKWV VOHOBECIOV OTOV TOMEA TOU EYKANUATOC OTOV KUBeEpvoXwpo Oev eival
akopa okoniyn, AOyw TnG nolKINOPop®Iac Twv 10wV adiknUATwv nou kaAunTovTal
and Tnv €vvola auTr. AedoUEVOU OTI N AMNOTEAECMATIKN Ouvepyaoia HPETAEU Twv
apxwv €niBoAnc Tou vopou €EapTATal guxva ano To KAatd NOoovV €XOUV TOUAGXIOTOV
€V UEPEl evapuovioTEl oI oplopoi Twv agionoivwy npdEewv, n €gakoAolBnon Tng
EVAPHOVIONG TWV VOMOBECIV TWV KPATWV HEAWV OUVeXilel va anoTeAsi oTOXO
HakponpoBeopo[20]. ‘'Ooov apopd OPICHUEVOUC aMnd TOUG OPICHOUC TWV KUPIOTEPWY
agionoivwv nNpagewv, €xel nNdn onueiwdsi £va onuavTikd BAMa Pe Tnv andgaon
nAQiol0 OXETIKA WE TIC €MIBECEIC €vavTiov OUCTNMATWV NANPOPOPILY. ‘OnNwg
neplypd@ETal WG Avw, EXOUV €V Tw HETAEU eu@avioTel VEEC anelAéC kal n Enrponn
NapakoAouBel MPOOEKTIKA aUTEC TIC €EeNielg, Dedopévng TNG oNUAciac nou Exel n
dlapknc afloAdynon Twv avaykwv ENiNPOCOETWY  VOUOBETIKWV HETpWV. H
napakoholbnon Twv €EeNiEEwv OXETIKA HE auTEG TIG anelNég eival  oTeva
OuUVTOVIOWEVN PE To Eupwnaikd Mpoypauupa Mpootaciac Twv YNodopwv ZwTIKNG
>nuaoiac.

QoTo00, Ba npenel eniong va nNPoPAe@Bsi n Awn OTOXOPETNUEVWY VOUOBETIKWV
METPWV YIA TNV KATAMOAEUNON TOU €YKARMATOG OTOV KuBepvoxwpo. ‘Eva 1diaitepo
{NTnUa yia To onoio evOEXeTal va anairnBei Afyn VOPOBETIKWV PETPWV apopd TIC
KATAOTACEIC OTIG ONOIEC TO €YKANUA OTOV KUBEPVOXWPO dIanpdTTeETal o€ GUVOUAOHO
ME KAonn TaQuTOTNTAC. KaTa YevikO Kkavova, «kAOMf TaQuToTNTAC» VOEiTal n
XPNOIKonoinan NpoownikKwy OTOIXEIWY TAUTONOoINONG, M.X. EVOC apIBHOU MIOTWTIKNG
KAPTAc, w¢ WECO yia dianpa&n alwv agionoivwv Npagewv. >Ta NePIOCOTEPA KPATN
MEAN, O Kakomold¢ nou dlanpdTtTel KAomr TautoTnTag Oa diwxBei katd ndacav
meavoTnTa yia Tnv anarn, n evOEXoMEVWC yia kanoia akho adiknua, Jaiiov avTi yia
TNV khonr TauTtdTNTag, OedodEvou OTI N andatn BswpeiTal 0TI anoTeAei ooPapdTepo
adiknua. H khonr TauTtoTNTAG QUTN KaBeauTn dev ouvioTa a&idnoivn Npagn os OAa
Ta Kpatn pEAN. Eival ouxva €ukoAOTEpo va anodeixTei To adiknua Tnc KAoMng
TQUTOTNTAC and To adiknua TG andaTng, €101 WOTE N EUPWNAIKN OUVEPYAoia oTov
TopEa TNG €nIBOANC Tou vopou Ba enw@eAnBei av n kAonr TauTtoTnTag BewpeiTal
afionoivn npd&én os 6Aa Ta kpdtn péAn. H Emirponn npokeiralr evrog Tou 2007 va
gykaviaoel dlaBouleloeIC yia va kaBopioTei katd nogov eival okomipn n Afwn
VOHOBETIKWV HETPWV.

3.4. H xaTapTion oTaTIOTIKWV

ANoTeAEl QVTIKEIPMEVO YEVIKNAC CUPPWVIAg OTI €ival og Peyalo BaBuo akaTtaAAnAn n
napouod KATaoTacn TNG nNANPOPOPNONG OXETIKA ME TNV  €NIKPATNON  TNG
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EYKANUATIKOTNTAG, Kal 10iwe OT1 xpeialeTal va PBeATiwdei og pyeyalo Babud yia va
KaTaoTei €QIKT N oUykpion Ocdopévwv METAEU KpaTwv HeAwv. 'Eva @IAGD0ED
NEVTAETEC NPOYPAKKA YIa TNV QVTILETONION auToU Tou NpoBANuaTog exTiBeTal aTnv
avakoivwaon TnG Emmponnc yia Xapa&n oAokANpwHEVNG KAl GUVEKTIKNG OTPATNYIKNG
™G EE yia Tnv KaTdpTion OTATIOTIKWV OXETIKA WE TNV €YKANUATIKOTNTA Kal Tnv
noivikn dikaloouvn: 2x&dlo Apdong Tng EE 2006 — 2010 Tng[21]. H Opada
Eunsipoyvwpovwy Mou  ouykpoTnenke Ouvauel autoU Tou oOxediou  OpAcng
avapeverar OTI Ba anoTeAéoel kaTtdAMnAo nAaioio yia T OIGUOPPWON TWV
anairoUpevwy OEIKT®WV YIa Tn HETPNON TNG €KTAONG TOU EYKANUATOC OTOV
KUBEPVOXWPO.

4. H akohouBnTea 0doc

H Enirponry okonelel €PEEAG va Mpoxwprnoel 00OV agopd Tn YEVIKR MONITIKA
KATAnoAéUNONG Tou €YKAAWATOC OTOV KUBEPVOXWPO. AOY®W TWV MEPIOPIOUEVWY
efouoiwv TNG EmITponng oTov Topéa Tou noivikoU OIkaiou, n MOAITIKF QuTr| UMopEi
MOVO va anoTeAESEl CUMNANPWHA Twv KETPpWV Nou AauBavovtal and 1a KpdTn WEAN
kal and al\ouc gopeic. Ta onuavTikOTEpA HETPA — £KACTO €K TwvV onoiwv 6a
ouvenayeTalr Tn xpnolgonoinon &vog, MNoAMwv 1 OAWV TWV HECWV MNOU
napouaoialovral aTo ke@aiaio 3 — 8a otnpixBolv niong PHECW TOU XPNHATODOTIKOU
npoypappatog «MNpoAnwn kai KatanoAéunaon Tou EykANuaTocs.

4.1. H kaTanoA&unon Tou eyKANUATOG OTOV KUBEPVOXWPO EV YEVEI

- EEaopaAion evIOXUPEVNG ENIXEIPNOIAKNAC OUVEPYADIac METAEU Twv apXwV €NIBOANG
TOU VOHOU Kal TwV JIKACTIKWV apXwV TWV KpaTmv PeAwv, dpdaacn n onoia 8a apxioel
hE Tn Olopyavwon €IdIKAG ouvedpiaong WETAEU epneipoyvwuovwy To 2007 Kai n
onoia evdExeTal va nepIAauBavel Tn dnuioupyia evOc KEVTPIKOU ONMEIoU enagng Tng
EE doov a@opa To £ykKAnUa aTov KUBEPVOXMPO

- MeyéBuvon TnNG XpnuUATodoTIKAG OTNPIENG Ot NpwToBoUAiEC yia BeATiwon Tng
KATApTIONG TWV apXWV €MIBOANG TOU VOUOU Kal TwV JIKACOTIKOV apXWV OXETIKA ME
TOUC XEIPIOPOUC NMou apopolV UMNOBECEIC YKANUATOC OTOV KUBEPVOXWPO Kal Afwn
METPWV YIO TOV OUVTOVIOHO OAwV Twv MOAUEBVIKWV npoonabeiwv kaTapTiong o'
auTov TOV TOMEQ, Xapn aTn dnuioupyia NAAT@OpHAg katapTiong Tng EE

- Mapakivnon TwV KpaTwv HeEA@V Kal OAwv Twv Onuooiwv apywv va Owoouv
MEYaAUTEPN £u(Acn Ot ANWN anoTEAEOUATIKWV MHETPWY KATAMOAEUNONG TOU
EYKANUATOC OTOV KUBEPVOXWPO Kal OTn XOPRynon E€napkwv noépwv yia Tnv
KATanoA&unarn Tou

- STAPIEN TwV EPEUVNTIKOV OPACTNPIOTHTWY NMOU CUPPBAAAOUV OTNV KATAMOAEUNGON
TOU EYKANUATOC OTOV KUBEPVOXWPO

- Alopyavwan TOUuAdXIoTov €&vOG ouvedpiou peiovog onuaciac (to 2007) pe
OUMMETOXN TWV apX@V €MIBOANG TOU VOUOU Kal (POPEWV TOU IDIWTIKOU TOUEQ, 1DiWG
yla Tnv €ykamviaon oOuvePYaciac yia TNV  KATanoAéunon Twv Napavopwy
OpacTnpIoTATWY 0To AIadiKTUO, UE XPron NAEKTPOVIK®WV JIKTUWV Kal EvavTiov TOuc,
KaBwg emiong kal yia TNV Npowdnon  anoTEASOUATIKOTEPWYV  AvVTAAaywv
NANPOPOPIY KN MPOCWNIKOU XAPAKTAPA, Kal yia Tn WeTanapakoAoubnon Twv
NnopIoKATwWV autoU Tou cuvedpiou Tou 2007 pE OUYKeKpIPEVa oxEDIQ OUVEPYAaTiac
METAEU Tou dNMOCIOU Kal TOU IDIWTIKOU TOMEQ

- AvaAnwn npwToBouAiag Kal GUPKETOXH O OPACEIC JE AMNO KOIVOU CUHMETOXN TOU
OnuooIou kal Tou IDIWTIKOU TOPED Ol OMoieC anogkonoUv oTnv guaigdnTonoinan,
10IWC METAEU TWV KATAVAAWTWY, TOU KOOTOUC KAl TwV KIVOUVWY MoU avTinpoowneUel
TO £yKANUA OTOV KUBEPVOXWPO, AnoPelyovTac ek NaparAnAou TNV UNOVOUEUDN TNG
gunioToolvnG TWV KATAVAAWTOV KAl TWV XPNOTQV Tnv ornoia 6a OGUVENAysTo n
£0TIAON OTIC APVNTIKEG HOVO MTUXEC TNG aoPAAEIAG

- Evepyoc ouppeToxn kal npowdnon Tng dieBvouc ouvepyaoiag Naykoouing yia Tnv
KATanoAEUNGON TOU EYKANUATOC OTOV KUBEPVOXWPO

- Eykaiviaon, oupPoAn kai napoxny oTnpiEng oc diebvry oxedia Epywv Mou Eival
oUPQwva We TNV MNoAITIKr TNG EmTponng o' auTtov Tov Touéq, n.x. €pya Ta ornoia
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dlaxeipileTal To G 8 kal €pya ouuPaTa Ye Ta £yypaga oTpdTnyIknG ava xwpa kai ava
nepipépeia (00ov a@opd Tn OUVEPYAOTia HE TIG TPITEC XWPEG)

- ANYN OUYKEKPIMEVWV HETPWV YIa TNV evBappuvon OAwv TV KPAT®WV HEA®V Kal
TWV OIKEIWV TPITWV XWPWV va €NIKUP®OOUV Tn ZUWPBacn yia To €ykAnua oTov
KUBEPVOXWPO TOU JUpBouAiou TNG Eupwnng kai TO OCUPAANPWHATIKO  TNG
npwTOKoAAO Kal €E€Taon TnG duvatoTnTac n KovodtnTa va kataoTtei GUPBAAAOPEVO
HEPOG AUTAG TNG ZUPPaAcNG

- E&Taon, padi pye Ta KpATn PEAN, TOU (PAIVOPEVOU TWV CUVTOVIOUEVWV KAl €UPEIAq
KAiMaKag €nmBéoswv KATd TNG unodopng nANPo@opnonG TwV KPaTwv HEAWY,
anooKonwvTag oTnv NPOANWN Kal TNV KATanoAEUNON TOUG, CUUNEPIAAUBAVOUEVHV
OUVTOVIOUEVWV anavTAoEwV Kal avTaAAaync nANpopopIv Kai BEATIOTWY NPAKTIKWY

4.2. H katanoAéynon Twv napadooiakwVv HOPPWV  EYKANUATIKOTNTAC OTA
NAEKTPOVIKA JikTUG

- Eykaiviaon avaluong ¢ Badog, anookonwvrac oTnv eknovnon npoTacng yid
OUYKEKPIYEVA VOUOBETIKA pETpA TNG EE yia Tnv KaTanoAéunon TnG KAoMNG
TQUTOTNTAC

- Npowbnon Tnc JIauOpPWONG TEXVIKWY MeBOdwV Kal Oladikaciwv yia Tnv
KaTanoAéynon TNG andtng Kal TOu napavouou eunopiou  oto  AiadikTuo,
oupnepIAapBavopévwy oxediwv ouvepyaciag PHETAEU Tou dNUOCIOU kal Tou IDIWTIKOU
TouEQ

- EEakolouBnon «kai euBabuvon Twv €pyaciov Nou npaydaronoiolvral o€
OUYKEKPIMEVOUC OTOXODETNUEVOUC TOMEIC, ONWG €ival ol epyacie¢ TG Opadag
Epneipoyvwpovwy  yia TNV npoAnwn TnG andtng ol onoieg agopolv Tnv
KATAnoAéUnon TNG andatng We péoa NANPwUNAC AAAa €KTOC anod Ta WETPNTA OF
NAEKTpoVIKA dikTua

4.3. Mapavoua nepiexopeva

- EEakoAoUBnon eknovnong METPWV Yid TNV  KATAMOAEWNGN  OUYKEKPIPEVWV
Napavopwy nePIEXONEVWY, €10IkG 6oov agopd To UAIKO OeEOUAAIKNAC KAKOMoinong
naidi®v Kal NPOTPONNG OTNV TPOHOKPATIa Kail 18iwc HECW TNC HETAnapakoAoUbnong
NG pappoyng TnNG andpaacng NAAICiou yia Trn GeEOUANIKT EKMETAAEUON NAIDINV

- Na kAnBoUv Ta kpdTtn WEAN va diaBEoouv enapkeic xpnuaTikoUg nopoug yia Tnv
gvioYuon TOU €pyou TwV apXwv €MBOANG Tou VOWoU, WE €IIKr £ugacn oTnv
TauTonoINON TwV BUUATWV UANIKOU O£EOUANIKNC KAKOMOINONG TO Ornoio OIaveEUETal
NAEKTPOVIKG

- Eykaiviaon kai otnpi&n dpAacswv KATd TWV Napavouwyv NEPIEXOUEVWY MOU UNApXEl
KivOUVOC va NpoTpENOUV avnAikoug og Bidlec kal GAAOU TUNOU OoPApEC NAPAVOUEG
OUMNEPIPOPEG, M.X. OPIOUEVEC HOPPEC IDIAITEPWG PiAIV NAEKTPOVIKWY NAIXVIDIOV
Bivteo

- Eykawviaon kai npowOnon Tou diaAoyou PETAEU KPATWV HEAWV KAl HE TPITEG XWPEG
OXETIKA HE TEXVIKEC PeBOOOUC yia Tn Opdon KATAd TwV NAPAVOHWV MNEPIEXONEVWV
KaBwg €niong kal OxeTIKA e dIadIkacoieg yia TO KAEIOINO TwWV NApAvouwy IoTOTONWY,
anooKonwvTag €niong oTn ouvayn €NICHUWY CULPWOVIOV HE YEITOVIKEC Kal AANEC
XWPEC OXETIKA YE TO {ATNUA AuTo

- ZUvayn €6eholoInV CUPPWVIOV Kal oUPBacswv ot eninedo EE peTal dnuocinv
apxwv Kar IDINTIKOV ENIXEIPHOEWY, 10iWG NapoOXwV unnpeoiwv AlIadIKTUOU, OXETIKA HE
O1adIKagieG yia TNV NApePnOdIon Kal TO KASIOIHO TwvV Napavouwy IOTOTOMWV TOU
AladikTUOU

4.4. MeTanapakoAoU6naon

3TNV napolod avakoivwon neplypd@eTal £vac OpIoUEVOC aplBudc dpacswv nou
anookonoUv oTn BeATiwon Twv dopwv ouvepyaoiac otnv EE, w¢ endpeva Brjpara. H
Enirponr| 6a dwaoel Guvexela o' auTEC TIC Opdaaeic, Ba aglohoyrnoel Tnv Npoodo nou Ba
£Xel onNUEIWBEl KATA TNV UAoMoInar Toug Kal Ba anguBlvel eKBECEIC OXETIKA OTO
SupBoUAio kai aTo KoivoBoUAio.
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Avakoivwon TnG Enirponng npog To ZupBouAio, To Eupwndikd KoivofouAlo, Thv
Eupwnaikl Oikovopikl kai Kolvwvikil €mTponn Kal TNV EMITPONN TV
MePIPEPEIDV - ZXETIKA HE TNV KATAMNOAEHUNON TWV AVENIKANTWV NAEKTPOVIK®OV
HNVUHAT®V, TOU KATAOKOMEUTIKOU KAl TOU KAaKOBOUAOU AoyIiOMIKOU [*
COM/2006/0688 TeAIKO */

[pic] | EMITPOMH TQN EYPQMAIKQN KOINOTHTON |
Bpu&EAheg, 15.11.2006
COM(2006)688 TeAIKO.

ANAKOINQZH THZ EMITPOMHZ 2TO EYPQMNAIKO KOINOBOYAIO, XTO ZYMBOYAIO
, THN EYPQIMAIKH OIKONOMIKH KAI KOINQNIKH EMITPOIMH KAI THN EMITPOMH
TQN MEPIOEPEIQN

SXETIKA HE TNV KATAMOAEUNON TWV AVEMIKANTWV NAEKTPOVIKWV HNVUUATWY, TOU
KATAOKOMEUTIKOU KAl TOU KAKOBOUAOU AOYIGHIKOU

ANAKOINQZH THZ EMITPOMHZ 2TO EYPQMAIKO KOINOBOYAIO, ZTO ZYMBOYAIO
, THN EYPQIMAIKH OIKONOMIKH KAI KOINQNIKH EMITPOMH KAI THN EMITPOMNH
TQN MNEPIOEPEIQN

SXETIKA MPE TNV KATAMOAEUNON TWV AVENIKANTWV NAEKTPOVIKOV WNVUPATWV, TOU
KATAOKOMEUTIKOU Kal TOU kakOPBouAou Aoyiopikou (Keipevo nou evdlagépel Tov EOX)

1. Zkond¢ TNG avakoivwong

H koivwvia anokTa d1apkw¢ HEYaAUTEPN €niyvwon TNnG OUCIAoTIKNAG onuaciag nou
£€xouv Ta ouUyxpova OIKTUO Kdl Ol UMNNPECIEC NAEKTPOVIKWV EMIKOIVWVIOV OTNV
kadnuepiviy {wr, OTIC EMNIXEIPNOEIC 1 OTO OniTl. H €upUTEPN a@ouoiwon Twv
unnpeciwov  €Eaptdtar andé Tnv Unap&n afidniotwv, aocPal@v Kal BACIHwV
Texvoloyliwv. H avakoivwon TnG EmTponng OXETIKA PE Tn OTPATNYIKN Yyid Tnv
ao@aAn koivwvia Tng nAnpogopiac[1] oToxevel oTn BeATiwoN TNG aoPAAEIAG TWV £V
yével JIKTUWV Kal NANPoQopiwv Kal KaAei Tov IDIWTIKO TOPEA va AVTIUETWNIOE! TIG
aduvapiec ota OikTud Kal Td OUCTNUATA NANPogopiwv nou 6a pnopolcav va
anoTeAEOOUV  QVTIKEIMEVO EKPETAAAEUONG ME OTOXO Tn 01adoon  avenikAnTwv
NAEKTPOVIKAV WNVUMATWV Kal KakOGBOUAoU AoyiodIKoU. ZTnV avakoivwon Tng
EniTponng OXETIKG WE TNV avaockonnon Tou KOIVOTIKOU MAQICIOU KavovIOTIKWV
pUBUioEWV MPOTEIVOVTAl VEOI KAVOVEC YIa TNV &vioxuon TNG ao@AAsiag kai Tng
npoaTaciag TnG IDINTIKAC {wNG OTOV TOUED TWV NAEKTPOVIK®MV EMNIKOIVWVIWDV[2].

H napolioa avakoivwon npaypateveTal TNV €EENIEN TWV AvEMIKANTWY NAEKTPOVIKWV
MNVULATWOV  gunopikoU  xapaktnpa (spam)[3], kabwg kai anglAwv Oonwg To
KATAOKOMEUTIKO KAl TO KAKOBOUAO AoyIOuIKO. STnpileTal 0 NPOOTNABEIEC MOU £XOUV
KaTaBAnBei PEXpPI OTIVMAC YIa TNV QVTIMETWNION TWV ANEIAOV QUTWV Kal NPoadIopilel
NEPAITEPW OPACEIC NMOU Mropolv va va avaAngBolv, ouunepINaUBAVOUEVWV TwV
akoAouBwv:

- €vioxuan Tng KOIVOTIKNG VopoBeaiag

- €niIBoAr Tou vopou

- OUVEPYAODia OTO E0WTEPIKO TWV KPATMV HEAWV KABWE kal JETAEU TOUC
- MONITIKOG KAl OIKOVOUIKOG OIGAOYOC UE TPITEC XWPEG

- NPpWTOBOUAIEC TOU KAGOOU
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- OpaoTnpIOTNTEG E&A.
2. To npoBANua - o EENICOOEVOC XapaKTAPAG TwV aneiAwv

Ta avenikAnTa nAekTpovika pnvUuaTta[4] napouciaocav onuavTikr avanTtuén Tnv
TeAeuTaia nevraeTia[5]. ‘Onwc avagépouv MnNyEC Tou kAAdou, Ta pnvudaTa auTd
avépxovtal nAéov o€ NooooTd nepinou 50-80% Tou OUVOAOU TwV UNVUUATWY Mou
aneuBuvovTal o TENKOUG XprioTeC.[6]. MOAOVOTI TO HEYAAUTEPO HEPIDIO NPOEPXETAI
£kTOC EE, OTIC eupwnaikeg Xwpeg o@eileTal NAEov To 25% Twv avapeTadidOPEVOV
avenikANTwv Pnvupatwv[7]. To naykOoUIo KOOTOG TWV UNVURATWY auT®Vv eKTIPATal
oe 39 0I eupw TO 2005. To KOOTOC TOUG OTIG HEYAAUTEPEG EUPWNAIKEG EBVIKEC
OIKOVOIEG &xel exTIuNBEl 0TI avépyeTal avTioToixa o€ 3,5 dig yia Tn Mepyavia, 1,9 dig
yia To Hvwpévo Baoikeio kai 1,4 8ic yia Tn FaANia[8]. H anooToAr] auTwv Twv
MNVUPATOV  Bewpeital, autrn kabauTtr, <«enIXElpnUaTikn dpaoTnpioTnTa». Ol
anooToAeic evoikialouv 1 NwWAOUV Toug KaTaAdyoug dieuBlvoswy nAe-Taxudpopeiou
Mou €XOUV OUYKEVTPWOElI O ETAIPEIEC yia OKonoUG MAPKETIVYK. H anooToAn
avenikAnTwv PnvupdTwv péow Tou ‘IvrepveT eival 181aiTepa npooodo@dpa. TouTo
opeIAeETal 0TO BEANVEKEC TOU PETOU, KABWC Kal OTO XAuNAO KOOTOC NMou CUVENAYETAl
N Jadikfy anooToAn PnvupdTwv. TauToxpova OPWG, MIKPNAG EKTAONG £NevOUCEIC yia
TNV KATAnoA&UNON TWV PNVUMATWY auT®v JnopoUv €Miong va ENPEPOUV ONUAvTIKA
anoteAéoparta. 'Eva napddeiyda anoteAei n nepinTwon Twv Katw Xwpwv, onou
ENETEUXON MEiWON Twv &v AOYyw HNVUMATWY 0 nogoaTd 85% e enevduon UWoug
570.000 gupw o€ £EonAIoPd avTIJETWNIONG.

Ano anAr evoxAnon apxikd, Ta avenmBuunTa nAEKTPOVIKG HPNVUPATA AnoKTOUV
dlapkw¢ nepioodTePo dOAIO Kal afionoivo xapakTnpa. EEExov napadelyua anoTelei n
XPon NAE-UNVUPATWV «WapéPaToc» nou napacUpouv Toug TeAkoUG XpAOTEC va
anokahUyouv  euaioBnra O0edopéva  TOUC, MIMOUPEVA  JIKTUAKOUG  TOMoug
UNOTIOEPEVWV YVNOIWV ETAIPIV, YEYOVOG NMOU ONMIOUPYEI avnouyieg OXETIKA WE TIG
duvartoTnTeg dianpa&ng andtng kai nNpokAnong (nuiag otn enun Twv eraipiov. H
01Gd00N KATAOKOMEUTIKOU AOYIOMIKOU HWECW NAe-Taxudpousiou | YECW AoyiopikoU
IXvNAATNONG Kal avapopdac TngG niypappiknG CUUNEPIPOPAG TWV XPNOTWV OUVEXICEl
va au&averal. KataokoneuTikd Aoyiopikd dUvaTal €niong va GUAAEYEI NANPOPOPIES
NPoowWNIKoU XapakTpd, Onwg sival ol KwdIkoi Npoofacnc kai ol apibuoi Twv
NIOTWTIKOV KAPTWV.

H paldkn anooToAr] avenikANTwv NAE-PNVUPATWV OIEUKOAUVETAI O HEYAAo Babuo
ano Tnv diaxuon KakoBoulwv KwOIK®V, ONwC €ival T «OKOUANKIO» Kdl Ol «I0i».
MOAIC eykaTaoTaBoUv, NApEXOUV OTovV EMITIBEYEVO TN duvaToTNTA va avaAdBel Tov
£AeyXo evOC npooBeBAnuUEVOU UNOAOYIOTIKOU OUCTAMATOC, METATPEMNOVTAG TO OF
«dikTUO npoypauudTwv poundT» (botnet),[9] anokpunTOVTAC TNV TAUTOTNTA TOU
npaypatikoU anoogTtoAéa. Ta dikTua autda evoikialovTal ano anooToAEIC avenikANTwy
MNVUPATWV, OpACTEG NAEKTPOVIKOU «WAPEUATOC» Kal MWANTEC KATAGKOMEUTIKOU
AoylopikoU yia OOAioug kai agionoivoug okonoUc. Epneipoyvmpovec Tou kAadou
EKTIHOUV OTI PEOW OIKTUWV MNPOYPAMHATWY POUNOT avaueTadideTal avw Tou ano
50% Twv OOMWV NAe-UNvUPaTWV[10]. H didxuon KaTaoKoneuTikoU AOYIOHIKOU Kal
aMwV TUNWV KakOBOUAWY KWOIKWV YIa €MIBECEIC O KATAVAAWTEG KAl ETAIPEIEG EXEI
OoNMavTikd OIKOVOMIKO avTikTuno. To naykOoMIO OIKOVOMIKO KOGTOC and KakoBouho
AoyIopIkO exTipdaTal, yia To 2005, og Uwoc 11 dig eupw[11].

3. TO €W TWPA £PYO - OPATEIC Nou £xouv avaAngBei and To 2004

H EE ©fomoe, 1o 2002, odnyia yia Tnv npootacia Tng IBIOTIKAG (WAC OTIC
NAEKTPOVIKEC EMIKOIVWVIEG , JE TNV onoia eniBAAAETal anayOpeucn oTa auTokAnTa
unvudara[12], 8sonidovrag TV apxn TnG ouykaTtabeonG o NePINTWon MAPKETIVYK
o€ Qpuoika npoéowna . Tov Iavoudpio Tou 2004, n Enirponry napouciacs avakoivwaon
OXETIKA ME TA aQUTOKANTA unvOpaTta, onou npoodlopilovTal CUUNANPWHATIKEG
dpdoeic atnv odnyia[13]. H EmiTponr unoypdyuIios TV avaykn avaAnyng 8pacng ek
MEpoug dlagopwv  ouvteAsoTwv ota nedia  TnG euaiobnTonoinong, NG
auToppUBHIoNG/TWV TEXVIKWY OPACEWV, TNG OUVEPYaAcoiag kal TngG €niBoAng Tou
vopou. H Emitponry dpxioe va nepidaupavel To BEua TNG KATAMOAEUNONG Twv
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QUTOKANTWV PNVUPATWY, TOU KATAOKOMEUTIKOU KAl TOU KAKOBOUAOU AoyiouikoU aTov
OlGAoyd TNG Me TPITEG XWpeC. EminAéov, n odnyia yia TIC ABEMITEG E€UMNOPIKEG
npakTikE([14] npooTaTelel TOUG KATAVAAWTEG &vavTl  ENIOETIKWY  EUNOPIKWV
NPAKTIKWV: 1 OlaCUVOPIAK) OUVEPYASia Yid TNV KATAMOAEWNON TWV &V AOYW
NPAKTIKQWV EVTACCETAlI GTOV KAVOVIOWO yia Tn OuveEpyacia oTnv npooTagia Twv
katavahwTtwv[15].

. 3.1. Apdoeic euaiobnTonoinong

H avakoivwaon Tng Enirponrig ouvéBaAe atnv au&non Tng euaiodnTonoinong anévavri
0Ta auTOKANTA PnvUpaTa, o €BvikO kai dIEBVEC eninedo, o€ OAOKANPO Tov MAAvNTH.
e eninedo EE, 1o npdypappa Safer Internet plus programme npowBei Tnv
ao@aA€éaTepn Xpon Tou TVTEPVET Kal TWV VEWV ENYPAMHIKOV TEXVOAOYIWV, 10iWG
yla Ta naidid, wG PEPOUC MIAC OUVEKTIKAG NPOOEYYIoNG Nou npoTeivel n Eupwnaikn
‘Evwon.

Ta kpatn PEAN OpopoAOdynoav r UMOCTRPIEQV EKOTPATEIEC €ualobnTonoinong Twv
XPNOTWV OXETIKA ME TO NPOPBANHA TWV AQUTOKANTWV HNVUUATWY KAl TOUG TPOMoug
avTigeTOMoNG Tou. O1 napoyol unnpeoiwv TvTepver avéhaBav, yevika, Tnv eudlivn
OUMBOUAEUTIKWV UNNPECIOV Kal TEXVIKNAC BonBelac oToug NeAATEC TOUG OXETIKA HE
TPOMOUC MPOOTACIAC anevavTi Of KATAOKOMEUTIKO AOYIOMIKO kal ot 1oUG. Tov
deBpoudpio Tou 2004, n EmiTponry QIAo&Evnoe nuepida Tou OOZA OXeTIKG HE TA
autokAnTa pnvudata. H Enimponny ouvéBale eniong evepyd otn ouoTaon
gpyaheioBnkng' Tou OOZA kaTa TWV AQUTOKANTWV PNVURATWY , N onoia nepiAaupavel
NEPIEKTIKR OEOWUN KAVOVIOTIKOV HEBODWV, TEXVIKWV AUCEWV Kal NMPwTOBOUANIWYV TOU
KAGOOU yIa TNV avTIMETWMION TOU (AIVOHEVOU.

H naykoopia ouvodog Twv Hvwpévwv EBvav[16] yia Tnv Kolvwvia TnS nAnpogopiac
(WSIS) avayvwpioe OTI T auTOKANTa pnvupaTa 6a npénel va avTigeTwnidovral oTo
€KAOTOTE  KATAMNAO €BvikO kal  Oibvéc eninedo. To 2004 «kai 2005
npayparonoinénkav BePaTIKEG dIaoKEWEIG TNG ouvodou, We diopyavwon Tng ITU. Z1o
BepaToAoyio TG diaokewng TnG TUvidacg, nou eykpibnke Tov Noguppio Tou 2005
{nTeiTal  AnNOTEAEOMATIKR)  QVTIHETONION TOU onuavTikol kal  au&avopevou
NPoBANMATOC Nou ouvioToUV Ta auTOKANTa pnvuuaral17].

3.2. Nigbvric ouvepyaoia

Ta autokAnTa pnvoudaTa €xouv dldoUVOPIaKO XApakTnea: €XOUV OUYKPOTNOE
Ol1apopec NPWTOROUAIEC ouvepyaaoiac kal dlacuvopiakoi Jnxaviopoi eniBoAnc. H
EnTponrfy ouykpOTnoe JIKTUO €NAQRC TwvV apuOdIwV apXwv Yid Td auTokAnTa
punvugata (CNSA), To ornoio OGUVEPYETal Of TAKTIKG OlAOTANATA, MNPAYUATOMOIE
avTal\ayec BEATIOTwY NPAKTIKOV Kal ouvepyaletar Olaouvoplakd o€ Bguara
eniBoAnG. To CNSA éxel kataptioel diadikagia ouvepyaoiac[18] yia Tn diacuvopiakr)
OleKnePaiwon TwWV KaTayyeAwv Mou agopolv auToOKANTa Pnvupata. O1 unnpecieg
NG Enirponng unooTnpifouv Kal CUPHPETEXOUV WG NApATnNPNTEC OoTo OXEDIO dpAong
Tou Aovdivou (LAP), To onoio nepidauBavel apxéG €niBoARG Tou vopou and 20
XWPEC, £xovTag, eniong, Oeoniosl Oiadikacia OlACUVOPIAKNG ouvepyaoiac. To
NoguBpio Tou 2005, npaypaTonoindnke Koivr) ouvavtnon epyaociacg EE - CNSA — LAP.
O OOZA evékpive ouoTaon yia diaouvopiakn cuvepyaaoia oTnv €niBoAr vouoBeaiac
KATd Twv aQuTOKANTWV UNVUPATWVY, N onoia eykpiOnke Tov AnpiAlo Tou 2006, onou
kahoUvTal ol apxec €niBOANG Tou vOpou va avraAAaooouv nAnpogopisc kal va
ouvepyalovrai[19].

H Enirponn npoTeivel nepaitépw npwTtoBouliec dieBvolc ouvepyaaiac . O1 HIMA kal n
EE ouhewvnoav «va ouvepyacTouV yia TNV aVvTIHETWMION TWV AUTOKANTWV
MNVULATOV HECW KOIVWV MPWTOBOUAIOV €MIBOANC Tou VOWOU, KaBw¢ kai va
OlEPEUVIIOOUV  TPOMOUG QVTIYETWMNIONG TOU MAPAVOUOU KATACKOMEUTIKOU  Kal
KakoBouAou AoyiopikoU . H EmiTponn CUPMETEXE €niong oTnv ouada epyaciag Tng
Kavadikng OleBvouc ouvepyaociag o  OEuata  QUTOKANTWV  PNVURATWV.
MpaypaTonoiolvTal culnTnoeiC Je peifovec OieBveic eTaipoug, Onwg n Kiva kai n
Ianwvia. ‘Ocov apopad Tnv Acia, n Emirponn ionyndnke koivr) ONAwaon OXETIKA WE TN
O1ebvr) ouvepyacia yia TNV QvTIHETONION TWV AUTOKANTWV WNVUPATWY, N onoia
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gykpidnke otn diaokewn ASEM yia To nAekTpovikd gundpio, To deBpoudpio TOu
2005[20].

370 BgpaToAoylo TnG TUvIdAc, Mou eyKPIBNKE KATd Tnv naykoopia didokeyn yia Tnv
Kolvwvia Tng nAnpogopiag, To NoguBpio Tou 2005 , unoypaupileTal 0TI n aopaeia
Tou 'TvrepveT anoTehei nedio o6nou eival anapaitnTn n BeAtivon Tng diebvolg
ouvepyaoiac kal OTI To B£ua autod Ba npeEnel va AvTIHETWMIOTEl 0TO MAQIOI0 TOU
MOVTEAOU BEATIWWEVNG ouvepyaaoiag yia Tn dioiknon Tou TvTepveT, nou Ba uhonoindei
0TO NAQICIO TOU METPOU OTN GUVEXEID TNG Suvodou.[21].

3.3. 'Epeuva Kkai TEXVOAOYIKN avanTuén

>T0 nAdioio Tou 60U npoypduuatog nAaiciou ETA, n Enirponr) dpopoAdynoe £pya
nou 6a oupBalouv WOTE Ol evOIAPEPOUEVOI VA AVTIMETWMIOOUV TA aUTOKANTa
pNvUPAaTa Kar GAEG HopPEC KakOBouAou AoyiopikoU. Ta ev Aoyw €pya[22] apxilouv
ano Tn Yevikr napakoAolBnon OIKTUOU Kal aviXVEUON €MIBECEWY £WC CUYKEKPIUEVN
avanTuén TeXVOAOYIWV YId TNV KATAOKEUN QIATPWV QVIXVEUONG TWV AUTOKANTWV
MNVUUATWV, TOU NAEKTPOVIKOU «WAPEUATOG» KAl TOU KAKOBOUAOU AoyiOpIKOU. ZTa
EMITEUYMATA OUMNEPINGUBAVETAI N OUYKPOTNON  €PEUVNTIKAG  KOIVOTNTAG ME
QVTIKEIJEVO TOV MEPIOPIOPO TOU KAKOBOUAOU AoyiopikoU Kal Tnv  avantuén
£UPWNAIKAC UNOdOMNG yia Tnv napakoAouBnon Tng kivnong orto Tvrepver. Ol
OpacTnEIOTNTEC MOU EYKAIVIAOTNKAV MPOC(ATA a@OpoUV NPOCApHOOTIKa (QIATpa
NAEKTPOVIKOU «WapEPaToc», Nou €ival o BE€0n va avixveuouv ayvwoTeC eMIBOUAEC,
Kal €mBgoeic oTov  KUPBEpvoXwpo. H  XpnNUATOOIKOVOWIKA  GUMBOAN  OTIC
dOpacTnpIOTNTEC AUTEC avépyeTal os 13,5 kat. upw.

3.4. Apaoeic Tou kKAadou

H Enirponr XalpeTilel TNV avaAnyn npodpdoTikou pOAOU €K WEPOUG TOU KAGdOU
000V a(opd Ta AUTOKANTA pnvuuata. O NApoxol UNNPECINV EXOUV, £V YEVEI, AABEI
TEXVIKA WETPA yIA TNV AVTIMET®MION TOU (PAIVOUEVOU, CUUNEPIAQUBAVOUEVWY TWV
BeATiwpévwY  QIATpwv. O ndpoxol unnpeciwv ‘TVTEPVET GUYKPOTNOAV YpPaPEio
TEXVIKNG ApWYNC Kal NApeEXOUV OTOUC XPrOTEC AOYIOUIKO YIa TNV avTIHET®MNION TwWV
KaKOBOUAWV HNVUMATWY, TOU KATAOKOMEUTIKOU Kal TOUO KakOBOUAOU AoyIGUIKOU.
MoAAoi napoxol £xouv Beomnioel GUPBATIKEG PATPEC NOU anayopeUoUV EMIYPAUMIKEG
aBEUITEG MPAKTIKEG KAl NApATuniec. e npdogpartn unobeon aoTikoU JIKaiou oTo
Hvwpévo Baagikelo, To OikaoTnpio enéBale npdoTipo Uwoug 68.800 eupw Ot
anooTOAEd QUTOKANTWV UNVUPATWV Yia napaBiacn oupBaTikhg unoXpewonc. Opadeg
Tou kAGdou £xouv Beonioel BEATIOTEC MPAKTIKEC yia TNV AMoTPOnn enlypappikou
«YapEPATOC», KABWGE Kal yia Tn BeATiwon Twv peBodwv "QIATpapiopaToc"[23].

O KIvNTOi (POPeiG  €KUETAANEUONG EXOUV  evepyonoinoel  KAAOIKOUC  KWOIKEC
OgovToloyiac mou npoPAénouv Tnv avainwn Opdong evavriov Twv aAuTOKANTWV
pnvupatwv. H évwon GSM dnuoocicuce, To 2006, kwdika opbnG NPAkTIKAG yia Ta
aQuTOKANTA PNVUMATA OTIG KIVNTEG €nikoivaviec. H Emmponr ouyxpnuatodoTei Tnv
npwToBoulia Spotspam - pia koivonpa&ia HETAEU IDIWTIKWY KAl dNHOCINV (POPEWV |E
okond Tn Onuioupyia Bdong dedopévwv yia Tn OIEUKOAUVON TG OIACOUVOPIAKNG
dlepelivnong kai €MIBOANG TOU VOMOU Of MEPINTWOEIC AMOOTOANG QUTOKANTWV
pnvuparwv[24].

3.5. Apdoeig eniBoANG

Eivalr oa@éc 0TI n avaAnyn dpaong yia KATanoAEUNON TWV AVEMIKANTWV UNVUPATWOV
£xel anoteAéopata. Ta PETpa "@IATpapiopatoc” nou eniBAndnkav otn diAavdia
nepiopioav TNV avaloyia TwWV AVENIKANTWV  PNVUMATWY  OTo  OUVOAO  TNG
dlapiBalopevng nAekTpovikng alknAoypapiac andé nocooTo 80% ot nepinou 30%.
MeydAog apiBuoc apxwv €xouv avaidpel npoondBdeiec emBOARG Tou VOUOU yid TV
avaoyeon Tng anooToANG avenikANTwv PnNvVUpaTwv[25].

MapatnpolvTal, WOTO00, ONUAVTIKEC OIAPOPEG WETAEU TWV KPATWV HEAWV OO0V
apopd Tov apiBud Twv evepysiwv nou Olwkovtal. OpIoUEVEG apXEG EXOUV
OpopoAynoel 100 1 nepIocOTEPEC dIadIKATieC £Peuvac, WE €MITUXN KATAANEn kai
novikn diw&n Twv dpacTnPIOTATWY anooTOANG avenikANTwV UNVUPATwv. € GAAa
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KpATn MEAN, O apIBPOC TWV MNEPINTWOEWV Mou OIEPEUVNONKAY €ival  HOAIC
HovOWRQIoc, evioTe O Kal JNOEVIKOC.

O1 nepIooOTEPEC OPACEIC OTOXEUOUV  «NAPAdOCIAKEC» HOPPEC  aAVEMIKANTWV
MNVULATOV *© AGAAEC MEPINTWOEIC, MOAOVOTI £xouv enionuavBei, aA\d dev Exouv
anoTeAEoel AvTIKEIYeEVO JIwENG , HoAovOTI ouviaToUv peifova Kivouvo.

4. n akoAouBnTéa nopeia : Epyo npoc ekTEAEDN
4.1. Apdoeig o€ €NiNEdO KPATWV PEAWV

To TUAWa autd agopd OpACEIG KUBEPVNOEWY Kal €BVIKWV apywv nou oxeTidovral
Id1aiTeEpa We TNV €NIBOAR Tou vVOUOU Kal Tr GUVeEpyaaia.

4.1.1. KaBopioTikoi NapayovTeg eMITuxiag

O enipovog Kal dIoyKOUMPEVOC XapaKTAPAg Tou npoBANuaToc anaitei peyaAlTepn
avapeiEn Twv KpaTwv PEA®V Kal napaxwpnon npotepaiotnTac. Oi dpaoceic 6a npénel,
IDI0ITEPA, VA QVTIYETWNIOOUV TOUG «EMAYYEAUATIEG® AMOCTOANG AVEMIKANTWY
MNVUMATWV, TOuG @opeic  nAekTpovikoU  «wapepaTtoc» kal T  diadoon
KATAOKOMEUTIKOU Kal KakOBoUAou AoyiopikoU. KaBoploTiKoi NapayovTeg emiTuxiac
eivar:

- N ano®aocioTIK avaAnyn dE0PEUONG €K HEPOUC TNG KEVTPIKNG KUBEPVNONG YIa TNV
KATAanoAEUNGON EMYPAMKIKWV ABEUITWV NPAKTIKOV KAl NApaTunimv:

- n avaAnyn oagouc opyavwTiKAG £ublvng Ooov agopd TIC OpAcTNPIOTNTEG
£nIBOANC Tou VOoU*

- n 01a6g0n enapkwv NOpwv oTnV apxn €MBoArC Tou vOuou*
O1 napayovTeg auToi dev sival dedopévol o OAa Ta KPATN MEAN.
4.1.2. ZuvTovioUOG Kal oAOKANPWon o€ €BvIKO eninedo

210 nmAdiolo Tng odnyiac yia Tnv npootacia TnG IBIWTIKNAG (WG OTIC NAEKTPOVIKEG
ENIKOIVWVIEG Kal TNG YEVIKAG odnyiag yia Tnv npooTtacia Twv OedopeEvwv[26], ol
£0VIKEC apyEC OIaBETOUV €EOUTIEC MOU TOUC EMITPENOUV va avaidBouv dpdaon £vavri
TWV aKOAOUBWV NapavouwV NPakTIKWV:

- anooToAr avenikANTwV NAEKTPOVIKWV Pnvupatwy ( spam)[27]

- aB&uITn npoopaon o€ TEPUATIKO €EONAICHO" €ITE yIa TNV ANoBRKeUan NANPOPOPIDY
- onw¢ npoypapuata diapnuioswv ( adware) Kal KATACKOMEUTIKOU AoyIouIKoU (
spyware) - €iTe yla Tnv NpooBacn o€ NANPOPOPIEG NOU €ival AnoBnNKEUPEVEC GTOV £V
Aoyw €EonAiouo[28]-

- NpooPOAr TeEPUATIKOU €EOMAIOPOU HE TNV €loaywyn KakoBouAou AoyiopikoU (
malware) , 6nwc «OKOUANKIA» Kal «Ioi» Kal JETABOAN TwV NPOCWNIKWY UMOAOYIOTWV
o€ dikTUa NpoypappaTwy pounoT ( botnets ) i} xprion Toug yia aAAoug okonouc[29] -

- napanAdvnon TwV XPNOTWV Yid vad dnokdAUyouv eudiodnTec nAnpogopiec[30],
onw¢ Kwdlkoi npooBaonC Kal OToIxeia and MICTWTIKEC KAPTEC, MECW TWV
anokaAOUHEVWY HINVUHATWY NAEKTPOVIKOU «WapEPaTOC».

OpIopEVEC anod TIC MPAKTIKEG QUTEC €UNINTOUV €niong oTIC OIATAEEIGC TOU MOIVIKOU
Olkaiou, cupnepIAapBavopevnG TNG andeaonc - NAQIolo yia TIG eMIBECEIC evavTiov
ouoTNUATWV nAnpogopi®v[31] . SUppwva Pe autrnyv, Ta KpdTn HEAN NpEnsl va
NpoBAENOUV WEYIOTN MOIVI] TOUAAGXIOTOV TPIWV ETMV (PUAGKIONG | Kal MEVTE ETWV,
gpdoov Ta adiknuaTta £xouv dianpaxbei oTo NAAICI0 OPYAVWMPEVNG EYKANUATIKNG
OpaoTnpIoTNTAG.

2e €0vikO €ninedo, ol ev Aoyw OiaTageic duvartal va empAndolv anod SIoIKNTIKOUG
POPEIG N/Kal apxeG appodieg yia TNV €MIBoAn Tou noivikoU Jikaiou. ZTIG NEPINTWOEIC
QuTEC, Npénel va dIakpivovTal oap®s o apuodIOTNTEC TwV JIAPOPWY apXwV, Kabwg
kar ol diadikaoie¢ ouvepyaciac. Mpoc ToUTO evdéxeTal va anairndesi n Afwn
anopAaocewv O AVWTEPO €MINedO GTO NAICIO TWV €BVIKWV KUBEPVNOEWV.

H evreivopevn dlanAokn MOIVIKDV Kdl OIOIKNTIKOV MNTUX®WV and Td avenikAnta
MNVOPaTa Kal GAeG enIBOUAEC Oev €XOUV, MEXPI OTIYMNG, ANOTEAECEl QVTIKEINEVO
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npoBANUATIOPOU Kal avanTuéng Twv avTioToiwv O1adIkaoiwy ouvepyaoiag ora
KpATn WEAN, n onoia va odnynoel O£ MPOCEYYION TIC TEXVIKEG Kal OIEPEUVNTIKEC
IKavOTNTEG TV dIAPOpwV PopEwV. ANAITEITAl KATAPTION NPWTOKOMWY CUVEPYATiag
yia TNV kaAuwn nediwv Onwc n avrallayrn nAnpo@opiwv Kal €PEUVIV, OTOIXEIWY
ENAPWV, TEXVIKI apwyr Kal aAnAonapanounry unobecswy .

H oTtevn ouvepyaaia PeTa&l apxwv eNBOARC TOU VOUOU, TWV QPOPEWYV EKUETAAAEUONC
OIKTUWV Kal TWV NAPOXWV UMNPECIWV TvTEPVET Ot €OVIKO €ninedo €ival €niong
ENWEEANG 0600V aPopa TNV avraliayr] NANPOPOPINYV, TEXVIKAG EUNEIPOYVOHOOUVNG,
Kabwc¢ kail yia Tn diw&n enypaupIK®V aBEUITWV NPAkTIKWV. Apxec ano Tn NopBnyia
Kal TIG KAtw Xwpeg E£xouv avagepbei oTn XpnoidOTNTA avaloyng ETAIPIKNAG
ouvepyaoiac YeTa&l dNUOCIWV Kal IIWTIKWV (POPEWV.

4.1.3. Nodpol

Anaiteitar 81aBeon ndépwv yia TNV nNpdOKTNON TEKUNpiwv, TNV npayuyartonoinon
EPEUVAV KAl TNV MpoEToIuacia KaTtnyopnTnpiou. O apxEC €xouv avaykn ano
TEXVIKOUC KAl VOUIKOUG MOPOUC, eV NpPENEl Kal va £EoIkeimBolv Pe Tov TpoOmno
A€IToupyiag Twv napapatwv, WOTE va WNopouv HE eMTuxia va BETouv TEPHA OTIG
NPAKTIKEG TOUG,.

SnUavTikO epyaAleio pnopoUv va anoTeEAEOOUV Ol EMIYPAMMIKOI  PNXAVIOUOI
KaTayyehiwv, e ouvepyalOPeva OUCTAWATA UMOBOANG Kal avaAuong abéuimwv
MPAKTIK®V KAl NapaTuniwv nou €xouv avagpepbei . H neipa €xel anodei&el oOTI
NEPIOPIOUEVEG EMEVOUOEIG MWMOPOUV va €XOUV ONMavtika anoteéopata . O
NEPIOPIOUOC TWV aveMiKANTWV WNvUupatwv otnv OMavdia enitelyBnke and opdada
NEVTE AQPOCIMMEVAV UNAaAAnAwv nAfnpoug anacxoAnong otnv OPTA, Tnv apuodia
€0vikn apxn, HeE eEonAiopd katanoAéunong Uywoug 570.000 supw. Me Bacn auTr Tnv
enévduan, n nNeipa Mou anokThenke and Tnv KaTtanoA&unon Tou (AIVOUEVOU
xpnolponoigital nAéov og AA\a npopAnuaTika nedia.

4.1.4. AlaouvopIakr) oUVEPYaacia

To (AIVOUEVO TWV AUTOKANTWV WNVUUATWV £XEl NaykOopiec d1aoTdoelc. O BVIKEG
APXEC €ival GUXVA UNoxXpewpéVeC va BaaoilovTal o apyeC AWV XWPWV Yia TN VOUIKNA
OiwEn O00wv Ta anooTéAAOUV Kal, apeTépou, evdéxetal va {nTnbei and auTéc n
OUVEXION EPEUVV MOU EXOUV apXiOel 0 AANEG XWPEG. .

Me Oedouévn Tnv evOeXOpevn e€m@UAAEN TNG OEOUEUONG NEPIOPIOUEVWY EOVIKWV
nopwv yia Tn Olepelvnon NpoBANUATWV TPITWV, €ival wOTOGO ONuUavTikd va
avayvwpioouv Ta KpAatn HEAN OTI n anoTeAeopaTikny OlACUVOPIAKI Ouvepyaoia
ouvioTd ouciwdn napdyovra OTNV QVTIHETONION TWV AQUTOKANTWV HNVUUATOV.
MpdogpaTta, ol OXETIKEC auoTPaMaveC Kal OMAVOIKEC apXEC QAVTILETONIONG,
OuUVEPYAOTNKav, OTO NAAIOIO HIAc PeYaAng avaioyng undbeongc.

Méexpl aTIVUNG, 21 gupwnaikec apxXEC €xouv eykpivel Tn diadikadia ouvepyaciag Tou
CNSA[32] 6oov agopd Tn Oleknepaiwon dlIacuvopIak®wV KATayyeAIwv: KaAoUvTal Kai
ol unoAoineg apyeg va npagouv To i0I0 €VTOG TWV APECWG EMOMEVWV HNVV.
KahouUvTal 181aiTepa Ta kpATn MEAN Kal ol appodIeg apXEG va NpowBnoouy evepya Tn
xpron:

- TWV KOIVOV yypagwv pro forma CNSA-LAP

- TnG aloTaong Tou OOZA Kal TG 'epyalelodnknc' yia TNV €niBoAr) Tou vouou 0oovV
agopd Ta autokANTa PnvupaTa.

4.1.5 MpoTeIvopeveG dpAoelg
Ta kpdTtn PEAN Kal ol apuodIec apXEG kalouvTat:

- va kaBopioouv oageic apuodIOTNTEC YiIa TOUG €BVIKOUC (POPEIG NMou eUnAEKovTal
OTNV AVTIMETOMNION TWV AUTOKANTWV PNVUPATWY

- va e€Eaopalicouv anoTeAeoPaTIkO GUVTOVIOUO UETAEU TwV apuodInv apXwv

- va €UNAEEOUV TOUG OUVTEAEOTEC TNG ayopdc o€ €BvikO eninedo, a&lonoiwvTac Tnv
TEXVOYVWOia TOUC Kal TIC MANPOQOPIEC TOUG
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- va gkaopalicouv TN OIGBE0N €NApPKWV MOPWV Yia TIC NPOoNdAdelec eNIBOANRG Tou
vOuou

- va ouppeTacyouv oTic dladikaoieg OlEBvouC Ouvepyaciac Kal va danodexovTal
aITiuaTa yia dlacuvopiakn apwyn

4.2. Apaoeig Tou kKAGdou

To TuAua autd agopd OpdAcelg nou pnopolv va avaingBoUv anod Tov KAGdo yia Tnv
npoaywyn TnN¢ epnmioToolvnG TwV KATAVOAWT®V KAl TNV NEPIOTOAN  TNG
KATAxpnoTIKAG anogToANG NAE-UNVUUATOV.

4.2.1. Napadoaon kai eykataoTacn AoyIopIkoU

To KATAOKOMEUTIKO AOYIOHIKO OUVIOTG coBapry anelAn yia Tnv 10IwTiKA {wn Twv
xpnoTtwv. O NPOCMOPEC ENYPAPMIKAG EYKATAOTAONG AOYIOUIKOU €XOUV UIOBETNOEI
NAEIOTAKIC yia Tn OIavour Kal €yKATACOTAON KATAOKOMEUTIKOU AOYIGUIKOU OTOV
TEPUATIKO €EONAIOUO TwV XPNOTWV. TO KATAOKOMEUTIKO AOYIOUIKO Wnopei eniong va
KpUBETal 0 AOYIOMIKO nou dlavépeTal Je aAAa péoa, onwg ol CD-ROM, yia Tnv
€YKATAOTACON Ot UnoAoyloTr. AveniBUunTa KATAOKOMEUTIKA Npoypdaupara eivai
duvarodv va eykataoTabouv padi Pe To Aoylopiko nou ayopdlel o kaTavaAwTic.

>Tn ouvéxela npoodiopilovTal OUYKEKPIPEVEG OPATEIC yia va ano®euxdei va PTacel
TO KATAOKOMEUTIKO AOYIOUIKO OTO €MiNEdO TWV TEAIKWV XPNOTWV.

4.2.2. Evnuépwon Twv KaTavaAwTwv

2TIG NPOOPOPEG AOYIOUIKOU EVOEXETAI va NEPINAUBAVETAI N EykATACTACN NPOCHETWV
NPOYPANMATWY. € NEPINTWOEIG OMOU TO NPOCGOETO AUTO AOYIOUIKO ASITOUPYE WG
KATAOKOMEUTIKO  AOYIOHIKO, NapakoAouBwvTac Tn OUMNEPIPOPd TWV  TENKQWV
XpnoTwv (N.X. yia oKonoUC MAPKETIVYK), TOUTO GOUVENAYETAl Tnv enefepyaaia
OedoPEVWV MPOCWMIKOU XapaKTHPa Kal €ival Napavopo Xwpic TNV EVNUEPWON Kal
ouyKaTabean Tou XPnoTn. Z& NMOAAEG MEPINTWOEIC, N CUYKATABEDN Tou XPnoTn yia
TNV €yKATAOTAGN TOU €V AOYW AoyIopIkoU &ite dev AauPavetal €ite kpUBeTal 'oTa
WIAG ypdppaTa' Jiag HakpooKeAOUC cUPpwviag adeioddTnaonc.

EvBappUvovTal ol €Taipeie Nou NPOo@EPOUV MPOIOVTA AOYIOHIKOU va NEPIYPAPOUV
0ap®E Kal EPPavwc 6AoUC Toug Opouc kal NpoUnoBETEIG TNG NPooPoPaAc, 1IDIKG eav
npokerral yia enefepyacia OeOOUEVWV MPOCWNIKOU XAPAKTAPA and onoiEadnnoTe
OlaTa&eic napakohouBnong nou nepiAapBavovTtal o€ NakeTa AoyIoHIKoU.

H autopplBuion kaBwg kar n XpRon Kkanolou €idouc 'ogppayidac €ykpionc 6a
prnopoloav va anoTeAECOUV PECA yia TN OIAKPIoN TwV agIoNIoTWV ETAIPIOV And TIG
un agoniotec. Asovtohoyikoi KWOIKEG Mou anoPAEMOUV OTNV  EVNUEPWON Tou
KaTavaAwTr) OXETIKA HWE TOUG OPOUC MOU OUvenayetal n enefepyacia OedOpEVWV
NpoownikoU XapakTnpa uJnopoUv va unoBalovTal npo¢ €ykpion oTnv opada
gpyaaiac yia Tnv npootaacia Twv dedopEvwY Tou dpBpou 29.

4.2.3 ZupBartikoi 6pol aTnV aAucida epodiaciou

Juxva ol eTalpeieg dev €XoUV €Miyvwon Tou TPOMoU HE TOV onoio ol dIapnUioeIC Twv
NPOIOVTWV Kal UNNPECINV TOug diavépovTal oTo Koivo. NOpIJo AoyiopikO evOEXeTal
va ouokeudletal paldi Pe KATAOKOMEUTIKO AOVIOWIKO MOU  XPnoidonolsiTal yia
npoofaon ot euaiobnTa Oedopéva, GUUNEPIAAUBAVONEVWY OECOUEVWV NIOTWTIKWV
KAPTWV, EPNIOTEUTIKQV EYYPAPWV K.AM.

O1 eTaipiec nou diapnuifouv n/kal nwAolv nNpoidvTa npenel va eEac@alidouv OTI oI
OpacTnNPIOTNTEG TWV OUKPBAMOUEVWY HE AUTEC PEPWV Eival VOUIUEG Kal BepITEG. Mia
€TaIpeia NPENel va €xel avTiAnyn Twv OXEoswv PEoa oTn ouppaTikn aAuacida, va
NapakoAOUBEi T CUUPOPPWON HE TO VOO Kal va KaTayyEéAEl T OUMBATIKN oXEon o€
NePINTWON ABEUITWV NPAKTIKWV O OnolodANoTe onueio TnG akuoidacg, TepuaTifovTag
TNV NEPAITEPW OXEQN HE ETAIPEIEG NOU GTNPICOUV AVANOYEG NPAKTIKEG,

4.2.4 . MéTpa aopaleiac ano Touc NapOXoug UNNPECIY

SUppwva Pe gpeuva Tou ENISA nou dignixdn To 2006[33], smiBeBaiwveral OTI ol
Napoxol UMNPECIOV €XOUV &€V YEvel AABel PETPA yia TNV AVTIMETOMNION TWV
QUTOKANTWV PNVUPATWV. Ava@EpeTal, woTO0O, OTI Ol MApoXol unnpeociov Ba
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Jrnopoucav va CUMBAAOUV MEPAITEPW OTNV €V YEVEI AOPAAEId TOU OIKTUOU, EVM
aneuBlveTal n ouoTaon va doBei peyaAuTepn €Ugpacn oTo "PIATPApIoNa" TwV NAe-
MNVUPATOV nou e&Epxovtal anod To JiKTUO napoxou unnpeciawv ( QIATPApIoUa
e€epyopevng kivnong) . H EmiTponn evBappuvel Toug napOXoug UMNPECI®V va
papuolouv TNV ev Aoyw ouaTaan.

H opdda epyaciac yia Tnv npoortacia Twv OedOUEVWV TOU APOPoOU 29 EVEKPIVE
yVwpod0TNon yia B€uaTta npoaTtaciag Tng I0IWTIKAG {whG nou oxeTilovral PE TNV
napoxn UMNPECIOV €AEYXOU TWV NAEKTPOVIKOV WNvVUPATwv[34], Bacsl Tng omnoiag
napexovTal KaTteubuUvVoEIC oTo {NTNUA TOU anopprTou TWV EMIKOIVWVIOV HE NAE-
pnvUpaTa kai, €01KOTEPA, 0TO "EIATPAPIOUA" ENYPAMMIKOV ENIKOIVOVIQV EVAVTI 1KV,
QUTOKANTWV KNVURATWV Kal NapAavopou NEPIEXOUEVOU.

4.2.5. NpoTevoueveg dpaoeig
H Enimponry kaAei:

- TIG eTalpeiec va €Eao@alioouv OTI To €ninedo Twv NANPOPOPILV Yyid TNV ayopd
£QApUOYWV AoYIOMIKOU €ival cUPpWVO HPE Tn VOuoBesia yia Tnv nNpooTacia Twv
OEDOPEVWV.

- TIC €TAIpEiEC va anayopeUouy, YE oUPPBATIKOUC OPOUG, TNV Napavoun Xprion Tou
AoyiopikoU og  dlapnuiosi, va napakoAouBouv TOv TPOMO HE TOV OMoio Ol
OlapnMIcEIC PTAVOUV OTOUC KATAVAAWTEG, KABWC Kal TIG ABEUITEG NPAKTIKEG.

- TOUG NApOXOoUC UMNPECIOV NAEKTPOVIKOU TAXUDPOUEIOU va €papuUOCOOUV MOAITIKN
"@INTpapiopatog" nou €EacgaAilel TN OUPPOPWON WE TN oUoTAon Kal TIC
KATeUBUVOEIC OXETIKA YE TO "PIATPAPIoNA" TWV NAE-UNVUUATOV.

4.3. AvaAnyn dpaong o€ eupwnaiko eninedo

H Enirponry 6a ouvexiosl va acxoAeital pe Oéuata yupw anod Td auTokAnTa
uNvUPATa, TO KATAOKOMEUTIKO Kal TO KAKOBOUAO Aoyiopikd ot Oigbvry QOpouy,
OlEPEIC ouvavTioelg kabwg kal Ornou aroU evdeikvuTal OTIC OUPQWVIEC HE TPITEG
XWPEC, Kal Ba ouvexiosl va evioxUEl Tn OUVEPYAoia HETAEU TwV evOIAPEPOUEVOV,
OUMNEPIANAKPBAVOUEVWY TWV KPATWV MEAWV, TWV apUOdInvV apXwv kal Tou kAAadou.
MpokerTal eniong va avaAaBel véec npwToBouliec oTo nedio TNG vopoBeaiag kal TnG
€peuvag nou Ba anoPAénouv oTo va dobei véa wBnon OTNV KATAMOAEUNGN TWV
aBEUITWV NPAKTIK@V Nou unovodslouv TNV Koivwvia TnG nAnpogopiac. H Enirponr)
epyadeTal yia TNV NEPAITEPW avanTu&n OUVEKTIKAG MOAITIKAG YIa TNV KATANOAEUNON
Twv a&lonoivwv Npa&ewv aTov KuBepvoxwpo. H NoAITIkA auTtr 6a napouciacTei GTo
nAQiclo avakoivwaong Nou avaueveTal va eykpiBei oTig apxeg Tou 2007.

4.3.1. Avaokonnon Tou NAQIgiou TWV KavovIOTIKWV pUBMioEwv

3TNV avakoivwon Tng Enmirponng[35] OXeTikG e TO KavovioTikd MAdiolo yia TIG
NAEKTPOVIKEC EMIKOIVWVIEG, MPOTEIVOVTAlI AUCTNPOTEPOlI KAVOVEG OTO Nedio TNG
npooTaaciac TG IDIWTIKAC {wNC kal TNG aoPaAeiac. Baosl Tng npdTaonc, ol Ppopeic
EKMETAAAEUONG SIKTUWV Kal 0l NApoxol unnpeciwv Ba unoxpewdouv:

- va KolvoroloUv oTnv apuodia apxr KpaTtoug MWENOUC orolodnnoTe ouppav
napapiaonc TNG acQAaielag nou €xel w¢ anoTEAeopa TNV anwAeia Oe0OUEVWV
NPOCWMIKOU XapakThpa r/kai diakonr oTn CUVEXEIQ NapoxnG TNE unnpeaiac.

- va koivoroloUV OTOUG NEAATEC Toug onolodnnoTe GupBav napafiaong Tng
ao@Alelac Pe OUVENEId TNV dnwAEld, Tpororoinon, npdoBacn n KaATaoTpo®n
NPOCWMIKWY OEOOUEVWV TWV NEAATMV.

O1 €BVIKEC pUBUIOTIKEC apyec Ba diaBéTouv Tnv euxepeid va eEaa@alilouv OTI oI
(POPEIG EKPETAAEUONG UAOMNOIOUV KATAMAAWG TIC NONITIKEG AOPAAEIAG, EVR UNOPOUV
va BgonioToUV VEOI KavOvec nou Ba NPoBAENOUV OUYKEKPIYEVA €NavopBwTIKG PETPA
N 6a nepiAapyBavouv &vOeIEN OXETIKA WE TO €NiNEdO TWV AVAWEVOUEVWV MOIVWV OF
NEPINTWOEIG NAPABACEWV.

4.3.2. O pdAog Tou ENISA

>TIC npoTdoelc neplAauPaverar  enionc n  0idta€én onou  avayvwpileTal o
OUMBOUAEUTIKOG pdAog Tou ENISA ot B£uaTa aopaheiac. ANa nou kadrikovra nou
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npoBAénovTar yia Tov ENISA nepiypagovTal oTnv avakoivwon Tng Enimponnc oxeTika
ME TNV OTPATNYIKA 0TNV aopaieia[36] kai nepihapBavouyv:

- TNV 0IKodOUNON, HE Ta KPATn HPEAN Kal TOUC evOIAPEPOUEVOUG, ETAIPIKNG OXEONG
gunmioToolvNG yia TNV avanTu€n evOedelyyévou nAAIoiou OUANOYNG OEDOMEVIV
OXETIKA JE OUPBAVTA aoPaleiag kail Ta nineda YnIGTooUvVNG KATavaAwT).

O ENISA 6a avahaBel To ouvToviopo Tou nAaiciou auTtoU Pe Tnv Eurostat, evowel
TWV KOIVOTIKWV OTATIOTIKOV avagopika WE TNV Kolvwvia Tng nAnpogopiag kal To
nAdiolo oUyKpITIKNG agloAdynong Tne npwToBouAiag i2010[37].

- €E€TAON TNG OKOMIPOTNTAG/EPIKTOTNTAG EVOG EUPWNAIKOU OUOTANATOC CUVAYEPHOU
Kdl KOIVOroinang nAnpo@opiwv yia Tn dIEUKOAUVON TNG anoTEAEOUATIKNAG AndKPIoNG
O€ UPIOTAMEVEG Kal VEEC ENIBOUAEC KATA TWV NAEKTPOVIKWV OIKTUWV.

4.3.3. 'Epeuva kal avanTuén

T 0 enopevo, 70 MM, £xel w¢ aTOXO TN CUVEXICOPEVN aVaNTUEN TNG yvoNng Kal Twv
TEXVOAOYIQV YIO aCQAAEIC UMNPECIEC KAl CUCTAMATA NANPOMOPILY, OE OTEVO
OUVTOVIONO HE NpwTOROUAIEC NMONITIKNG. 2Ta B£uATa €pyaciac nou avagepovTal o
KakOBoUAO  AOYIOMIKO avapéveral va oudnepiAn@Bolv  Ta Kkpugd  dikTua
npoypauudaTwy popndT (botnets) kal ol 10i, kKABwWG Kal ol EMIBECEIG O KIVNTEG Kal
PWVNTIKEG UNNPETIEG.

4.3.4. Aigbvng ouvepyaaia

Kabwg To 'IvTepVET €ival NaykOopio dikTUO, MPENel n avaAnwn dE0PEUONG yia TNV
KATANoOAEUNON TwV AUTOKANTWV HNVUPATWV, TOU KATAOKOMEUTIKOU Kal Tou
KakOBouAou AoyIOpIkOU va €ival koivip o€ OAOKANpo Tov kOopo. H EmiTponn
NPOTIOETAl, KATA OUVENEI, va evioxUoel Tov OIGAOYO Kal Tn OUVEPYAoia WUE TPITEC
XWPEC 0 Oéuata QvTIETOMIONG TWV €V AOYW €MIBOUAWV Kal Twv a&idonoivwy
OpacTnpIoTATWY Nou ouvdEovTal We auTec. Ma To okond autd, n Emrponr Oa
kivnOei yia va efaoqalicel OTI Ta Ofuata Twv avenikANTwWv HPNVUUATWY, Tou
KATAOKOMEUTIKOU Kal KAakOBoulou AoyiopikoU 6a avTigetwniotolv oTo MAQiclo
OUMQWVIV WETAEU Tng EE kai Tpitwv Xwpwv, Ba emdiw&el oapr) OEOMEUON &K
MEPOUC Twv MAéov  OIyopévwyv TPITWV XWPWV, WOTE VA OUVEPYAoToUuv
anoTeAEoUATIKOTEPA HE KPATn MEAN TNG EE yia TNV avTIUETWOMION TWV &V AOYW
eniBoulwv kal Ba napakoAouBrosl and KovTd Tnv nopeia TnG €niBoAnC oToOXwWV yid
TOUC OMoioug Undapyel koiviy avaAnyn 0&oUeUCNG.

4.3.5. MNpoTevopeveg OpAoeElg
H Enimponi:

- Ba ouveyioel va kaTtaBaAel NPoondAdeIeC NEPAITEPW EUAICONTONOINONG KAl EVIOXUONG
TNG OUVEPYAOIAc PETAEU TwV eVOIAPEPOPEVWY

- Ba ouvegioel TNV avantuén GOUPPWVIOV HE TPITEC XWPEG Onou Ba
oupnepIAauBaveTal To B€Pa TNG KATANOAEUNONG TWV AVENIKANTWY WNVUPATWY, TOU
KATAOKOMEUTIKOU Kal TOU KaKOBOUAOU AOYIOUIKOU

- Ba anoBAEwel oTnv UI0BETNON VEWV VOROBETIKWY NPOTACEWY, OTIG apXeC Tou 2007,
nou Ba evioxUouv TOUC Kavoveg aTo nedio TNG npoaTaaciac TG ISIWTIKAG {WNG Kal TNG
aoQAAEIaC OTOV TOMEA TWV EMIKOIVWVIQWV Kal Ba €ionynBei NOMITIKI OXETIKA ME TIG
a&IonoIveC NPAgeIg aTov KUPBEPVOXWPO

- Ba gunAégel TNV Texvoyvwoia Tou ENISA og B¢uaTa nou agopolyv TNV aopaieia
- Ba unoaTnpi&el TNV £peuva kar avanTuén oto 7o M.
5. Zupnépaopa

AngINéC ONWG TA AVENIKANTA NAEKTPOVIKA MNvUMATA, TO KATAOKOMEUTIKO Kal TO
KakOBouAo Aoyiopikd UNovopeUouy TNV EUNIOTOCUVN Kal TNV aoPAAEIa TG KOIVwviag
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NG nAnpogopiac, HeE ouvenayoueva napainAa onuavTikd OIKOVOMIKO avTiKTumo.
MoAovOTI oplopéva KpaTn HEAN €xouv avaiaBel npwToBoulieg, otnv EE, wg alivolo,
gival avenapkng n dpacTnpioTNTa NouU OTOXEUEI OTNV QVTIYETOMION TNG €EEMIENG
autng . H Emtponn afonoiei To poAo TNG w¢ peodlovra yia TNV EMTEUEN
MEYaAUTEPNG €uaiobnTonoinonG OXETIKA ME Tnv avdaykn avaiAnyng eupuTePNG
NOAITIKNG OECUEUONG YIA TNV AVTILETWMION TWV €V AOYW ANEIAWV.

Mpénel va avapabuioTolv o npoonddeieg emPBoAng Tng vopobeoiag yia Tnv
avaxaition O0owv €okeupéva Tnv napapaivouv. O kAadoc¢ Ba npénel va avaldapel
neparépw dpdaon, CUPNANPWHATIKN NPOo¢ TIC dpacTnpIOTNTEC EMIBOANG TOU VOMOU.
AnaiTeiTal ouvepyaoia oe €BvIkO €ninedo, TOOO OTO E0WTEPIKO TWV KUBEPVROEWY
000 Kal YETAEU KuBepvnoswv kal Tou khadou. H Enirponn Ba evioxUaoel Tov didAoyo
Kal Tn ouvepyaoia e TPITEC XWPES, evw Ba eEeTaoel €niong Tn duvaToTnTa UNOBOANG
VEWV VOMOBETIKWV NPOTACEwY, Kal Ba avaAdBel dpAcelg €peuvac yia TNV NEPAITEPW
evioyuon Tn¢ npooTtaciag TG IVIWTIKAC (WAC Kal TNS aoPAAelag oTov TOPED TWV
NAEKTPOVIKWOV EMNIKOIVWVIWV.

H olokAnpwuévn kai katd 1o duvatov napdAAnAn uAonoinon Twv dpdcewv nou
npoaodiopilovral oTnv TNV oTnv napoUuod avakoivwon MMopei va oupPdaAel oTov
MNEPIOPIOKO TWV AMEIAN®V MOU UMOOKANTOUV €M TOU NAPOVTOG TA OPEAN and Tnv
Kolvwvia Tng nAnpogopiag kai Tnv olkovopia.H Enirponr 6a napakoAouBei Tnv
uhornoinon Twv v Aoyw dpacswv kai, To 2008, Ba eKTIUACEI TNV EVOEXOUEVN AVAYKN
avainwng nepaitrépw dpaacnc.
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Anogaon-nAaicio 2005/222/AEY Tou ZupBouldiou, TnG 24ng ®eBpouapiou
2005, vyia TIC €EMOECEIC KATA TWV OCUOTNHATOV  NANPOPOPIDV

Enfonun Epnuepida apib. L 069 tn¢ 16/03/2005 o. 0067 - 0071

Ano@aon-nAaioio 2005/222/AEY Tou ZupBouAiou

NG 24nc ®eBpouapiou 2005

yIa TIC EMIBECEIC KATA TWV CUCTNHATWY NANPOPOPILY
TO ZYMBOYAIO THZ EYPQMAIKHZ ENQSHS,

TN ouvenkn yia Tnv Eupwnaiki ‘Evwon, kai 10iw¢ To dpbpo 29, To apbpo 30
napaypagoc 1 otoixeio a), To apdpo 31 napdypapoc 1 oToixeio €) kai To apbpo 34
napaypagpog 2 oToixeio B),

Tnv npoTacn TngG Emirponnc,
TN yvoun Tou EupwnaikoU KoivoBouhiou [1],
EkTipwvTag Ta akdouba:

(1) O oTdxoc TnC napouoac anogacnc-nAdiolo ivar n BeATILON TNG ouvepyaoiag
METAEU TWV OIKACTIKWV Kal GAAwV appodiwv apxwv, oupnepIAauBavopévng Tng
aoTuvopiac kali AMwv eEEIDIKEUPEVWV UNNPECIOV EMIPOPTIOUEVWV WE TNV £MIBOAN
TOU VOHOU OTa KpdTn MEAN, HEOW TNG NPOCEYYIONG TWV KAVOVWV TOU MOIVIKOU
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OIkaiou Twv KPaTwv HEAWV MOU apopouv €nIBECEIC KATA TWV OUCTNMATWV
NANPOPOPIWY.

(2) 'Exouv diamioTwOsi €MBECEIC KATA TWV CUOTNHATWV NANPOPOPINV, OPEINOPEVEG
IDiWG OoTNV aneiAfj nou avTiNnpoowneUsl TO OPYAVWHEVO EyKANWA, Kal undpyel
au&nuévn avnouxia evoniov Tou EVOEXOUEVOU TPOMOKPATIKWV ENIBECEWV KATA TWV
OUOTNHATWV NANPOPOPIWY MOU anoTeAoUV PEPOC TNG (WTIKAG ONPaciac unodopng
TWV KPATWV MEAWV. AUTH N kATaoTaon dnoTeAei anelAn yia Tnv €niTeugn HIag
aoMAAECTEPNG KOIVWVIAC TNG NAnpogopiag kal evog Xwpou eAeubepiac, acpaieiag
kal dikalooUvng, kal Xpelaleral, wg ek ToUTOU, va AVTIHETWNIOOEI 0TO €ninedo TngG
Eupwnaikrc ‘Evawong.

(3) H anoTeAeopaTikr) AVTIMETOMNION AQUTOV TWV ansiAwv npoUnoBETel eupeia
NPOCEYYION OCOV apopd TNV AoPAAeld TV OIKTUWV Kal TWV NANPOQOpIwY, ONwG
TovioBnke oTo nNpoypauua dpdong eEurope, oTnv avakoivwon TnG ENITponng pe Tov
TiTAo "AopdAeia Twv OIKTUWV Kal nAnpogopiwv: MpoTaon eupwndiknc NOAITIKNG" Kal
OTO WhPIoPa Tou ZupBouAiou TnG 28ng Iavouapiou 2002 yia koiviy NPOGEyYYIoN Kal
€I0IKEC OPATEIG OTOV TOHUED TNG ACPAAEIAG TWV NANPOPOPIWY Kal TV JIKTUWV [2].

(4) H avaykn yia akdua peyaAlTepn ouveldnTonoinon Twv MNpoBANWATWY nou
apopoUV TNV acpaAeld TwV NANPOPOPINV Kal yia TNV napoxn NPakTIKAG Bondsiag
TovioBnke eniong oTo Wngiopa Tou Eupwnaikou KoivoBouhiou Tng 5n¢ ZenTeppBpiou
2001.

(5) Ta onuavTika VOUIKAa KevA Kai ol dlIapopEC TwWV VOUOBECIOV TWV KPATWV HEAWV
OTO OUYKEKPIYEVO TOMED MNOPEl va NAPEPMOdICOUV TNV KATAMOAEUNON Tou
OPYAVWMUEVOU EYKANUATOC KAl TNG TPOMOKPATIAG Kal WMopei va nepinAéEouv Tnv
anoTEAEOHATIKN  OUVEPYACia TWV ACTUVOMIKQV Kal OIKACTIKWV UMNNPECILV OE
NEPINTWON ENIBECEWY KATA TWV CUCTNHATWV NANPOPopInv. O UNEPEBVIKOC Kal XWPIC
olvopa XapakTnPag Twv oUYXPovwY CUCTNHATWY NANPOMOPIWY GUVENAYETAl OTI Ol
ENIBECEIC KATA TwWV OCUOTNUATWV auUTWV €Youv ouxvda Odlacuvopiakny O1aoTaon,
unoypappidovrag, kart’ autov Tov TpoOMo, TNV €eneiyouca avaykn va undpgel
NPOCEYYION TWV MOIVIKWV JIKAIWV OTO OUYKEKPIMEVO TOMEQ.

(6) To npoypaupa Opacng Tou ZupBouhiou kal Tng Emirponrng 6gov agopd Tnv
apiotn duvarr papgoyn Twv dIaTagEwv TNG GUVONKNG Tou AUOTEPVTAM Yid TN
donuioupyia evog xwpou eleuBepiac, ac@aleiag kar dikaloouvng [3], To Eupwnaiko
SUPBoUMNIO Tou Taupnepe Tng 15n¢ kar 16ng OkTwPpiou 1999, To Eupwnaiko
JupBoUANio TnE Zavta Mapia vra ®éipa TN 19n¢ kai 20r¢ Iouviou 2000, n Emirponr)
oTov "Mivaka anoteAeopaTwv" kai To Eupwnaikd KoivoBouAio aTo WAPIOHA TOU TNG
19n¢ Maiou 2000 avagépouyv ) aneuBUvouv EKKANGN yia VOUOBETIKr Opacn KaTd Tou
EYKANMATOG MOU XpnoIMOMoIEl TIG Mponyuéveg Texvoloyieg, oupnepiAauyfavovTag
KOIVOUC opiopoUc, NoivikoUG XapakTnpIodoUg Kal KUPWOEIG.

(7) Eivar avaykn va oupnAnpwBoUv ol €pyaciec nou €xouv npayuartonoindei ano
Touc dIEBVEIC opyaviopouc, €IDIKOTEPA Ol Epyacdiec Tou ZUPBoUAiou TnG Eupwnng yia
TNV NPOCEyYIon Tou noivikoU Olkaiou kal ol gpyaciec Tng opadac G8 yia Tn
OlOKPATIK) OUvVeEPYdoia OTOV TOMEQ TOU €YKANUATOG UWNANG  TexvoAoyiac,
MPOTEIVOVTAG KOIVI) MNPOOEyyion oTo €ninedo Tn¢ Eupwnaikng ‘Evwong oTto
OUYKEKPIJEVO TOMEA. AUTN N avaykn avantUxBnke eupUTePa OTNV AvVaKoivwaon Tnv
onoia annUBuve n EnTponn oto SupBoUAio, To Eupwnaikd KoivoBoUAio, Tnv
OikovoIkn kai Kovwvikny Enirponn kai Tnv Enimponn Twv Mepipepeiav, HE TOV TITAO
"Ma pia ao@aléoTepn Kolvwvia TnG nAnpo@opiac Pe Tn BeATiwon TnG acpaieiag Twv
unodopwV NANPOPOPNONG KAl TNV KATAMOAEUNON TOU EYKANKATOG NANPOPOPIKAG".
(8) ©a npénel va undap&el Npoogyyion Tou noivikoU dikaiou 6oov apopd TIC ENIBETEIC
KATG TWV OUCTNMATWY NANPOQPOPINV Yid va OlaopaAioBei n péyiotn duvarn
OIKAOTIKN Kadl dOTUVOMIKN ouvepyacia 6gov agopd Ta Novika adiknuaTa nou €Xouv
OX€on ME €MBECEIC KATA TWV OCUCTNHATWY NANPOQPOPINV KAl CGUHMETOXN OTNV
KaTanoA&UNON TOU OPYavWHEVOU EYKANKATOG Kal TNG TPOHOKPATIAG,

(9) 'OAa Ta kpATn WEAN €xouv enikupwael T gUPBacn Tou ZupBouiiou TnNG Eupwnng,
™G 28ng Iavouapiou 1981, vyia Tnv npooTacia Tou aTOPoOU and TNV
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auToparTonoiNuevn  ene€epyacia  nAnpogopiwv  npoownikoU  xapakmpa. Ol
nAnpogopiec npocwnikoU XapakTripa nou anoTedoUv avTIKEIPEVO eneEepyaaniag aTo
nAaicio TnG €Qapyoyng TnG napoucag anogpacnc-nAaiclo Oa npénel  va
NpPooTATEUOVTAl CUMPWVA KE TIC apXEC TNG eV AOYw oUpBaonc.

(10) O1 KoIvOi OpIOMOI OTO OUYKEKPIMEVO TOpEd, €IBIKOTEPA yid TA OUCTAUATA
NANPOQOPIWY KAl Ta NAEKTPOVIKA OedOpéva, €XOUV ONMACIA MPOKEIEVOU va
€€ao(alIoBel n OUVEKTIKN) NPOCEYYION OTA KPATn HEAN KATA TNV £pApuoyn Tng
napouoac anod@acng-nigioio.

(11) Eivar avaykn va emiTeuxBei koIviy NMPOOEYYION YA TA OTOIXEIA QVTIKEIUEVIKAG
unoéoTaonc Twv MoIVIKWV adiknuAaTwy, npoBAEnovTac koiva adiknuata napavoung
npdoBaonc os oloTnEa NAnpo@opiwyv, napdvoung napedBoAnc os ouoTnua Kal
napavounc napePBoAng os dedopéva.

(12) Na To oKOMNO TNG KATANOAEUNONG TOU EYKANUATOG OE OXEON HE NAEKTPOVIKOUC
UMOAOYIOTEC, KGBe kpaTog pEAOC Ba npénel va €Eao@alilel ouoiaoTiKn OIKACTIK)
ouvepyaoia 6gov agopd Ta adiknuarta nou Bacifovral aTouc TUMNOUG TWV NPAgEwv
nou avagepovTal ota apbpa 2, 3, 4 kai 5.

(13) Eivar avaykn va anopeuxBei n unepBoAIKr MOIVIKOMOINON, KUPIWC UNoBEcEWV
nooovoC onuaciag, kabw¢ kal n  evoxonoinon Katoxwv OIKAIWPATWY  Kal
£E0UCIODOTNHEVWV ATOHWV.

(14) Eivar avaykn va npoBAe@Bolv ano Ta Kpdatn HEAN KUPWOEIC TwV EMIBECEWV
KaTd TwvV ouoTnUAT®WV nAnpogopiwv. O NpoBAENOUEVEC KUPWOEIC NPENEl va &ival
AnNOTEAEOPATIKEC, AVAAOYEC KAl ANOTPENTIKEG.

(15) Eivar okonipo va npoBAe@OoUV N0 auoTnpEG KUPWOEIC OTav Wid eniBeon kata
OUCTAKATOC NANPOPOPIWY JIANPATTETAI GTO MACICIO EYKANWATIKAG 0pYavwang, onwg
opiletal oTnVv koivy dpacn 98/733/AEY, Tnc 21ng AskeyPpiou 1998, OXETIKA WE TO
afidnoivo TNG OUMHETOXNG OE EYKANWATIKA Opyavwon, oTa Kpdtn HEAN TNG
Eupwnaikng 'Evwong [4]. Eniong eivar okomiyo va npoBAEnovTal auoTnpOTEPES
KUPWOEIC, OTav HIa TETold €niBeon £xel NPokaAéoel ooPapéc {nuieg n €xel Bigel
BepeNdN CUPPEPOVTA.

(16) ©a npenel eniong va npoPAe@BolV PETPA ouvepyaoiac PETAE TwV KpaTmV
MEAWV, Npokelévou va eEaopalileTal n anoTeAeopaTikn dpdon KaTd Twv enBECEWV
nou agopoUlV Ta CUCTANATA NANPOPOPIWV. QG €K TOUTOU, Ta KPATn WEAN Ba npénel
va xpnoigonoiolv, yia Tnv avraliayr] nAnpo@opiwv, TO UQIOTAPEVO JiKTUO
AEITOUPYIKOV ONUEIV €ENAPNG NOU ava@EPETAl oTn oUoTAon Tou UPBOUAiou TNG
25n¢ Iouviou 2001 yia onueia enagnc Ta onoia Asitoupyolv 24 ®PEC TO
EIKOOITETPAWPO YIA TNV KATANOAEUNGN TOU EYKANUATOG UWNARG TexvoAoyiag [5].

(17) Agdopévou OTI 01 OTOXO!I TN NApoUoac anopacnc-nAaicio, Nou cuvioTavTal oTo
va KatoxupwBei OTI ol €nBEosiIC kATA TWV OUCTNUATWV NAnpogopinv Ba
TIHwPoOUVTal 0 OAA TA KPATN WEAN PE ANOTEAEOUATIKEC, AVAAOYEC KAl AMOTPENTIKEG
MOIVIKEG KUPWOEIG kal va BeATIWOEI kal evBappuvBei n dIkaoTIK ouvepyaadia pe Tnv
apon Twv evOoeXOUEVWY EMMAOKWY, e pnopolv va emiTeuxBouv €napkwe and Ta
KpATn WEAN, €neidr ol KAVOVEG NPEMEl va €ival KOIvoi Kal oupBIBAaaipol, kal prnopouly,
WG €K TOUTOU, va enmiteuxBoulv kaAUTepa aTo eninedo Tng ‘Evwong, n ‘Evwon pnopei
va Beonioel PETpa, oUPGWVA PE TNV apXn TNG €NIKOUPIKOTNTAC N onoia avagEpeTal
OoTO apbpo 5 Tnc ouvenknc. ZUPPWVA PE TNV apxn TNG avahoyikdtnTag, n onoia
avaQépeTal oTo v AOyw apBpo, n napoloa andgacn-nAaioio dev unepPaivel Ta
avaykaia opia yia Tnv €NITEUEN aUTWV TwWV OTOXWV.

(18) H napoloa anogaon-nAaicio oéBeTal Ta BeyeNiwdn dIKAIWUATA Kal TNpEi TIG
apx&g nou avayvwpilovral and 1o apbpo 6 TNS ouvenkng yia Tnv Eupwnaikn Evwaon
Kal avTikatonTpilovralr oTo XAaptn OgueAiwdwv AKAIWPATOV TNG Eupwnaikig
‘Evwonc, kai kuping oTa kepaAaia II kai VI,

EZEAQZE THN NAPOYZA ANO®AZH-MAAIZIO:
Apbpo 1
Opiopoi
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lMa Toug okonoU¢ TNG Napouoac anogpacnc-nAaiclo, VOsiTal wg:

a) "ZUotnua nAnpogopiwv": onoladnnoTe CUOKEUN 1 Opada OlaouUVOEDdEUEVWV N
OXETIKWV HETAEU TOUC CUOKEUMYV, €K TWV OMOIWV MIA 1 NEPIOTOTEPEC €KTEAOUV,
oUpQwva Pe €va npoypauua, autouaTn enegepyacia NAEKTPOVIKWV OEDOMEVWY,
KaBw¢ Kal Ta nAekTpovikd dedopéva nou anobnkelovral, anoTeAoUV QVTIKEIMEVO
ene€epyaciac, avakTwvral r diafiBadovral and TOUC UMOAOYIOTEC ME OKomnod Tn
AeIToupyia, Tn Xprion, TNV NPoCTaacia Kai Tr GUVTRPnGor) TOUG.

B) "HAekTpovika 0edopéva": onoladnnoTe Napouaciacn YEYOVOTWY, NANPOPOPIQV I
EVVOIQV OFf HOp@r KATAMnAn npoc eneEepyacia and ouoTnua NANPOQOPIMY,
oupnepIAaPBavoUEVoU evOG NPoypARATOG NMOU NAapexel Tn duvaToTnTa oTo oUoTnHa
NANPOPOPIWY VA EKTEAETEI YA AEITOUpYia.

y) "Nopikd npdowno": KABe ovrOTNTA MOU £XEl AUTO TO KABEOTWC BACEl TOU
IoXUOVTOG dIKaiou, EKTOG TWV KPATWV ) AWV dnudoinv opyavwy kata Tnv acknon
KPpaTIKNG €€ouaiac kal Twv dnUooiwv dIEBVMV 0pyavioHwV.

0) "Xwpic dikaiwpa": npdoBaacn ) NnapepBoAn WUn eEouaiodoTnuévn ano Tov ISIOKTHTN
N aAo dikalioUXo TOU GUOTAPATOC N HEPOUC TOU, 1 WN EMITPENOMEVN OUVAMEI TNG
£BVIKNC vouobeaiac.

ApBpo 2

Mapavoun npdéoBacn o cUGTNUA NANPOPOPINV

1. Kabe kpdrtog péhoc AauBavel Ta avaykaia PETpa yia va eEaogahiosl OTI n €Kk
npoBéosw¢ npoofaon, xwpic Olkaiwpa, OTo CUVOAO I O HEPOG OUCTNMATOC
NANPOPOPIWY, TINWPEITAI WG MOIVIKO adiknua, TouAdxioTov OTav Oev npoKeITal yia
NoooVOC oNuaciag NePINTWOEIG.

2. KaBe kpdatog PENOG Pnopei va anopacioel 0TI N avapepdyevn oTnv napaypagpo 1
npd&n noivikonoleital govov otav 1o adiknua dianpdTtTeTal kata napapaon WETPou
ao@aciac.

ApBpo 3

Mapavoun napsyBoAn os ocuoTnua

KaBe kpartoc péNoc AapPBavel Ta avaykaia PETpA yia va eEaoqahiosr OTI n €k
npoBéoswc oofapry napsunodion N dlakonn TNG ASiToupyiag ouoTAPATOC
nANPoPOPILY, HE TNV eloaywyr, HeTadoon, {nuia, diaypar, ¢Bopd, aAhoiwon,
anokpuywn NAEKTPOVIKWV OEDOUEVWV 1) PE TOV AMOKAEIONO TnG npoofaong oTa
Ogdopéva auTa, TIMWPEITal w¢ noivikd adiknua otav dianpdTTeTal Xwpig dikaiwpa,
TouAGyIoTOV OTaV OEV NPOKEITAl YIa ROCOVOG GNUACiag NEPINTWAEIG.

ApBpo 4

Mapavopn napeyBoAr os dedopeva

KaBe kpartoc peNoc AapPBavel Ta avaykaia PETpa yia va efaoqahiosr OTI n ek
npoBcoswc diaypan, {nuia, eBopa, arhoiwon, anokpuwn NAEKTPOVIKWY OEOOUEVWV
£vOC OUCTANATOG NANPOPOPIMY ] 0 ANOKAEIOUOG TNG NpdoBacng oTta dedopeva auTd,
TIHWPEITAl WG NoIvikd adiknua oTav dianpdaTTeTal Xwpic dikaiwla, TouAdxioTov oTav
Oev NPOKEITAI yIA NOOOVOG ONKAciag NEPINTWOEIG,

ApBpo 5

HOeikr} auToupyia, unoBonBnon kal CUVEPYEIA Kal anoneipa

1. KadBe kpaTtog peNoc e€aogaAilel OTI n nOIk auToupyia, n unopordnon Kai
ouvEpyela og adiknua nou avagepeTal ota apbpa 2, 3 kai 4, TIMWPEITAI WG MOIVIKO
adiknua.

2. KaBe kpdrtog peNog eEaopalilel OTI n anodnesipa dIANPa&ng Twv adiknUATwy nou
avagépovTal oTa apbpa 2, 3 kai 4, TIMWPEITal ¢ NOIVIKO adiknua.

3. KaBe kpdTog yéhoc unopei va anogpaaiosl va unv epapuodel Tnv napaypago 2, yia
Ta adIikNUATa nou avagpePovTal aTo apbpo 2.

ApBpo 6
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Kupwoeig

1. KaBe kpdrtoc peEAog AauBdvel Ta avaykaia PETpA yia va €€ac@aliosl OTI Ta
adlknuata nou avagepovral oTa apbpa 2, 3, 4 kai 5, TiHwpouvTal ME
anoTeAEONATIKEG, AVAAOYEG KAl ANOTPENTIKEG MOIVIKEG KUPWOEIC.

2. Kdbe kpatog peéAog AaupPavel Ta avaykaia PETpa yia va eEac@aliosl OTI Ta
adiknuaTa nou avagépovral ata apbpa 3 kal 4, TIHWPEOUVTAl UE MOIVIKEC KUPWOEIG
MEYIOTNG JIAPKEIAG EVOG £WC TPIOV ETWV PUAAKIOEWC TOUAAGXIOTOV.

ApBpo 7

EniBapuvTikég nepioTacelg

1. Kabe kpatog peAog AapBavel Ta avaykaia JETPA yia va eEaopaliosl 0TI To adiknua
nMou avagepeTal oTo apbpo 2 napaypagoc 2 kal To adiknua nou avagepeTal oTa
apBpa 3 kai 4 TipwPoUVTAl PE MOIVIKEC KUPWOEIG MEYIOTNG JIApKeIag U0 £wG NEVTE
ETWV QUAAKIONG TOUAdxioTov, OTav dianpdtTovral oTa nAgiold  eYKANUATIKAG
opyavwong, onwg opiletar atnv koiv) dpdon 98/733/AEY, ekTOG and To €ninedo
KUPWOEWV MOU avapEPETAl GTNV KOV auTr dpdaon.

2. 'Eva kpdTtog péAOC pnopei enionc va AauBdavel Ta PETPA Nou avapEépovTal oThv
napaypago 1, otav 1o adiknua £xel NpokaAéosl coBapec {nuiec i €xel Biel {wTika
OUMQEPOVTA.

Apbpo 8

EuBuvn vopikwv npoocwnuv

1. KaBe kpdrtoc pélog AapBavel Ta avaykaia PJETPA NPOKEIYEVOU va eEaoalioel OTi
Ta VOMIKG npoowna eival duvato va UMEXouv €ubuvn yia Ta adiknuata nou
avagepovTal ota apbpa 2, 3, 4 kal 5, nou &xouv TeAeoBei npog OpeAdC Touc anod
0100MMNOTE NPOCWIO, EVEPYWVTACG EITE ATOMIKA EITE WG PEAOG OpyAVOU TOU VOUIKOU
NpoowWnou, TO OMoio KaTéxel 18Uvouda O€on €vroG TOou VOUIKOU MpPoowrou,
Baaoilopevn o€:

a) Eouacia ekNpoowNNoNG Tou VOUIKoU NPoownouy, 1

B) €Eouaia Afjwnc ano®acswv yia Aoyapiacuo Tou VOUIKOU Npocwrou, N

y) €€ouaia aoknang eAEyxou EVTOC TOU VOUIKOU NPOG®ou.

2. Mépav TwV NEPINTWOEWV NoU NpoBAEnovTal aTnv Napdypa®o 1, Ta kpatn WEAN
e€ao@alifouv OTI €va VOMHIKO npoowno pnopei va BswpnBei unelBuvo OTaAvV N
anouoia €nonTeiag r eAéyxou ek PEpPouc evoc and Ta npdownad Mou avapEPovTdl
oTnv napaypa@o 1 katéornae duvatr TNV TEAEON Twv adIKNUATwV Nou avagEpovTal
oTa apbpa 2, 3, 4 kai 5 Npog OPeAOG Tou €V AOyw VOUIKOU MPOC®MoU anod npdowno
nou TeAei und Tnv e€ouaia Tou.

3. H guBlvn Tou vopikoU npoomnou dUVAUEl TV Napaypd@wv 1 kai 2 dev anokAciel
TNV noivikn Siwén KaTa QUOIKWY NPOCWN®WY MOU CUUHETEXOUV WC AUTOUPYOI, NOIKOI
auToupyoi | ouvepyoi aTnv TEAeon adiknudTwv nou avagépovTal ota apbpa 2, 3, 4
Kai 5.

Apbpo 9
Kupwaoeig kaTd VOUIKGOV NPocwnwy

1. Kabe kpdartoc péhog AauBavel Ta avaykaia JETPA NPOKEIYEVOU va eEaogpalioel OTI
0€ VOUIKO Npdowrno To onoio uneExel eubuvn duvauel Tou apBpou 8 napaypagog 1,
enBalovTal anoTeAEOUATIKEG, AvAAOYEC Kal AMOTPENTIKEG KUPWOEIG, OTIG OMOIEG
nepIAauBavovTal XpnHaTikeG NoIveg f NPOCTIKA Kal, EVOEXOUEVWG, AAAEG KUPWOEIG,
onwg:

a) anokA€IoNOG ano dnUooIEg NAPOXES ) evIoXUOEIG

B) METPA MPOCWPIVAG N OPIOTIKAC anayopeucng TnG AoKNONG EPNOPIKNAG
dpaoTnpioTNTAC

y) B€0n uno BIKACTIKN €NONTEia, 1
0) dIkaaTIKn ekkadapion.
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2. Kabe kpdroc pEAOC AauBavel Ta avaykaia PETPA NPOKEINEVOU va €Ea0paAioel OTI
0€ VOUIKO Npdowro To ornoio UNEXel eubuvn duvapel Tou apBpou 8 napaypagoc 2,
enBAal\ovTal anoTeAEOUATIKEG, AVAAOYEG KAl ANOTPENTIKEG KUPWOEIG I HETPA.

ApBpo 10
Aikaiodooia

1. KdBe kpartoc péhog OepeMiwvel T Oikaiodooia Tou yia Ta adikiuyata nou
avagépovTal oTta apbpa 2, 3, 4 kai 5, 6Tav To adiknua dianpdTTeTal:

a) ev OAw 1 v PEPEI OTNV ENIKPATEIA TOU, 1
B) anod unnkoo Tou, i

Y) Npog OMeNOG VOUIKOU MPOCWMOoU nou €dpevel aTnV €NIKPATEIA TOUu &V AOYw
KPATouG HENOUC.

2. Na va BgpeMiwoel T d1kaiodooia Tou cUPQWVA PE TNV napdypa®o 1 groixeio a),
KGBe kpdToC WEANOC €EaogaAilel OTI oTn OIKalodoaia auTr EUNINTOUV MEPINTWOEIC
KaTd TIG OMoieC:

a) o dpdaoTtng diEnpa&e To adiknua €UPIOKOPEVOC OTNV EMIKPATEIQ TOU, aveEapTnTa
ano To av To adiknua OTPEPETAl KATA CUOTAPATOG MANPOQOPIOV OTNV ENIKPATEIA
TOU, R

B) To adiknua OTPEQPETAI KATA CGUCTAUATOC MANPOPOPIOV OTNV EMIKPATEIA TOU,
ave€aptnTa and To av o OpaocTnc OIanpdTTel TOo adIKNUA EUPIOKOMEVOG OTNV
£MIKPATEIA TOU.

3. Kpdrtoc péhoc To onoio, duvauel Tou €BvikoU Tou Oikaiou, Oev ekdidel 1} dev
napadidel PEXP!I OTIYUNG TOUC UMNKOOUG Tou, AauBdavel Ta avaykaia WETpa
NPOKEIPEVOU va BePeNiwoel T dikalodoaia Tou Kal, OTav anaiTeital, NPOoKEIPEVOU va
aoknoel diw&n doov agopd Ta adikAUaATa nou avapepovTal ota apbpa 2, 3, 4 kai 5,
epodoov dIanpdaTTovTal anod UMMKOO TOU EKTOC TNG EMIKPATEIAC TOU.

4. 'Otav adiknua undyeral otn O1kaiodoaia NEPIOCOTEPWY TOU €VOC KPATWV HEAQV
Kal OrolodNANOTE €K TWV OUYKEKPIUEVWV KPATWV HNopei eykUPWG va aoknoel diwén
Baosl Twv 0wV NPAYMATIKOV NEPIOTATIKWV, TA OUYKEKPIMEVA KPATn MEAN
ouvepyalovTal NPOoKeIévou va anogaacioouv nolo €€ autwv Ba npoPei oTn diwén
Twv 0pacTwV PE oKOMo, £pdoov eival duvaTd, va ouykevTpwOei n diadikagia o€ éva
MOVO KpATog MENOC. MpoC To OKOMO auTO, TA KPATN MEAN MNOPoUV va Npoo@elyouV
o€ onolodnnoTe OPYavo f INXaviopo eykabIdpUKEVO OTO E0wWTEPIKO TNG Eupwnaikng
‘Evwong yia va dleukoAUvouv Tn ouvepyaocia PETAEU Twv JIKAOTIKWY TOUC apXwv
Kabw¢ kal TO CUVTOVIOUO TWV EVEPYEIWV Touc. AauBavovTal unown diadoxikd Ta
akohouBa aToixeia:

- KpaToC PEAOG €ival ekEivo OTNV ENIKPATEIA TOU onoiou €TeEAédBnoav Ta adiknuarta
oUpQwva Pe Tnv napdypago 1 aToixeio a) kal TNV napaypago 2,

- KpAToc PEAOG €ival eKEiVo TOU oMoiou €ival UNMnkoog o dpaaTnc,

- KpaToc PEAOG €ival ekeivo 0TO 0noio avakaAUu@enke o dpacTnc.

5. Kpatog PENOC pnopei va ano@aciosl va pnv epapuolel, 1 va epapuolel Jovo os
€I0IKEG MEPINTWOEIC 1 OUVONRKEG, TOug Kavoveg Oikalodoaiag mnou opilovralr oTnv
napaypago 1 aroixeia B) kai y).

6. Ta kpATn HEAN EVNUEPWVOUV TN YEVIKN YPAMUATEIQ TOU XUMBOUAIOU Kal Tnv
Enirponr 6Tav anogacilouv va e@apudoouv Tnv napdypago 5, npoadiopilovTac,
epoOoov xpelaleTal, TIC EIOIKEC MEPINTWOEIC I OUVONKEC OTIC ONOIEG ePapuoleTal n
anogaon.

Apbpo 11

Avtalhayn nAnpo@opimv

1. Me okond Tnv avralhayrp nAnNpo@opiwv OXETIKA ME Ta adIKAUATa nou

avagepovTal oTa apbpa 2, 3, 4 kal 5 kar cUPPWVA PE TOUGC KAVOVEG NPOCTACIAC
Oedopévayy, Ta KpAaTtn MEAN dlaopaAilouv Tn Xpron Tou UQIOTAPEVOU OIKTUOU
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AEITOUPYIKOV onueinv ena®nc nou eivar diabsoiyo o 24wpn BAaon kai TIC €NTA
NUEPEC TNG €BdoAdAC.

2. KaBe kpdToG PENOC evNUEPWVEI TN YEVIKN YPAWHATEIA TOoUu ZUPPBOUAioU Kal Tnv
Enirponr yia To onueio €nagrnc nou €xel opiosl Ye okond Tnv avraAayn
NANPOQOPIV YIa Ta adIKAPATA MOU dpopoUV €NIBECEIC KATA TWV OUCTNHATWY
nAnpogopiwv. H yevikiy ypaupateia diaBiBadel autec TIC NANPOQPOpPIEC 0Ta AAAa
KPATN MEAN.

ApbBpo 12

Epappoyn

1. Ta kpdTtn péAn AauBdvouv Ta anapaitnTa PETPA Yid va GUHHOPPWOOUV WE TIC
dlaTa&eic TnG napouoag andgacng-nAaiaio £wcg Tic 16 MapTiou 2007.

2. 'Ewc TIc 16 MapTiou 2007, Ta kpdatn péAn diaBiBalouv oTn YEVIKN YPAUUATEIQ TOU
SUuPBouUAiou kal oTnv EniTponr To Keievo Twv dIaTAEEwY PE TIC OMNOIEC PETAPEPOUV
oTo €BvikO TOuC OIKAIO TIC UMOXPEWOEIC MOU UMEXOUV Ouvapel TnG napolodg
ano@aong-niaiolo. ‘Ewg Tig 16 ZentepPpiou 2007, To ZupBoUAio aglohoyei, Baoel
£kBeonc nou eknoveital e BAon TIC NANPOPOPIEG AUTEG kaBwC kai BACEl ypanTng
€kBeong Tng Emimponng, To Babuo oTov onoio Ta KpATtn PEAN €XOUV GUHHOPQPWOE e
TIC dIaTAEEIC TN napoloag andpaacnc-niaialo.

ApbBpo 13

"Evapén 1oxuoc

H napouca andpaon-nAaiocio apxilel va 1oxUel TV NUEPOUNVia TNG dNUOCIEUONAC TNG
oTtnv Enionun Epnuepida Tng Eupwnaiknc ‘Evwonc.

BpuEEAec, 24 deBpouapiou 2005.

lMa To SupyBouhio

O MNpo6edpocg

N. Schmit

[1] EE C 300 E Tnc 11.12.2003, 0. 26.

[2] EE C 43 Tng 16.2.2002, o. 2.

[3] EE C 19 Tng 23.1.1999, o. 1.

[4] EE L 351 Tnc 29.12.1998, 0. 1.

[5] EE C 187 Tng 3.7.2001, ©.
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B.Zévn vopoleoio otnv Ayyhki I'hdcca

§ 1030. Fraud and related activity in connection with computers

(a) Whoever—

(1) having knowingly accessed a computer without authorization or exceeding authorized access, and by
means of such conduct having obtained information that has been determined by the United States
Government pursuant to an Executive order or statute to require protection against unauthorized disclosure for
reasons of national defense or foreign relations, or any restricted data, as defined in paragraph y. of section 11
of the Atomic Energy Act of 1954, with reason to believe that such information so obtained could be used to
the injury of the United States, or to the advantage of any foreign nation willfully communicates, delivers,
transmits, or causes to be communicated, delivered, or transmitted, or attempts to communicate, deliver,
transmit or cause to be communicated, delivered, or transmitted the same to any person not entitled to receive
it, or willfully retains the same and fails to deliver it to the officer or employee of the United States entitled to
receive it;

(2) intentionally accesses a computer without authorization or exceeds authorized access, and thereby
obtains—

(A) information contained in a financial record of a financial institution, or of a card issuer as defined in
section 1602 (n) of title 15, or contained in a file of a consumer reporting agency on a consumer, as such terms
are defined in the Fair Credit Reporting Act (15 U.S.C. 1681 et seq.);

(B) information from any department or agency of the United States; or

(C) information from any protected computer if the conduct involved an interstate or foreign communication;
(3) intentionally, without authorization to access any nonpublic computer of a department or agency of the
United States, accesses such a computer of that department or agency that is exclusively for the use of the
Government of the United States or, in the case of a computer not exclusively for such use, is used by or for
the Government of the United States and such conduct affects that use by or for the Government of the United
States;

(4) knowingly and with intent to defraud, accesses a protected computer without authorization, or exceeds
authorized access, and by means of such conduct furthers the intended fraud and obtains anything of value,
unless the object of the fraud and the thing obtained consists only of the use of the computer and the value of
such use is not more than $5,000 in any 1-year period;

(©))

A)

(i) knowingly causes the transmission of a program, information, code, or command, and as a result of such
conduct, intentionally causes damage without authorization, to a protected computer;

(i) intentionally accesses a protected computer without authorization, and as a result of such conduct,
recklessly causes damage; or

(iii) intentionally accesses a protected computer without authorization, and as a result of such conduct, causes
damage; and

(B) by conduct described in clause (i), (ii), or (iii) of subparagraph (A), caused (or, in the case of an attempted
offense, would, if completed, have caused)—

(i) loss to 1 or more persons during any 1-year period (and, for purposes of an investigation, prosecution, or
other proceeding brought by the United States only, loss resulting from a related course of conduct affecting 1
or more other protected computers) aggregating at least $5,000 in value;

(ii) the modification or impairment, or potential modification or impairment, of the medical examination,
diagnosis, treatment, or care of 1 or more individuals;

(iii) physical injury to any person;

(iv) a threat to public health or safety; or

(v) damage affecting a computer system used by or for a government entity in furtherance of the
administration of justice, national defense, or national security;

(6) knowingly and with intent to defraud traffics (as defined in section 1029) in any password or similar
information through which a computer may be accessed without authorization, if—

(A) such trafficking affects interstate or foreign commerce; or

(B) such computer is used by or for the Government of the United States; ™

(7) with intent to extort from any person any money or other thing of value, transmits in interstate or foreign
commerce any communication containing any threat to cause damage to a protected computer;

shall be punished as provided in subsection (c) of this section.

(b) Whoever attempts to commit an offense under subsection (a) of this section shall be punished as provided
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in subsection (c) of this section.

(¢) The punishment for an offense under subsection (a) or (b) of this section is—

1

(A) a fine under this title or imprisonment for not more than ten years, or both, in the case of an offense under
subsection (a)(1) of this section which does not occur after a conviction for another offense under this section,
or an attempt to commit an offense punishable under this subparagraph; and

(B) a fine under this title or imprisonment for not more than twenty years, or both, in the case of an offense
under subsection (a)(1) of this section which occurs after a conviction for another offense under this section,
or an attempt to commit an offense punishable under this subparagraph;

()

(A) except as provided in subparagraph (B), a fine under this title or imprisonment for not more than one year,
or both, in the case of an offense under subsection (a)(2), (a)(3), (a)(5)(A)(iii), or (a)(6) of this section which
does not occur after a conviction for another offense under this section, or an attempt to commit an offense
punishable under this subparagraph;

(B) a fine under this title or imprisonment for not more than 5 years, or both, in the case of an offense under
subsection (a)(2), or an attempt to commit an offense punishable under this subparagraph, if—

(i) the offense was committed for purposes of commercial advantage or private financial gain;

(ii) the offense was committed in furtherance of any criminal or tortious act in violation of the Constitution or
laws of the United States or of any State; or

(iii) the value of the information obtained exceeds $5,000; and

(C) a fine under this title or imprisonment for not more than ten years, or both, in the case of an offense under
subsection (a)(2), (a)(3) or (a)(6) of this section which occurs after a conviction for another offense under this
section, or an attempt to commit an offense punishable under this subparagraph;

3

(A) a fine under this title or imprisonment for not more than five years, or both, in the case of an offense under
subsection (a)(4) or (a)(7) of this section which does not occur after a conviction for another offense under this
section, or an attempt to commit an offense punishable under this subparagraph; and

(B) a fine under this title or imprisonment for not more than ten years, or both, in the case of an offense under
subsection (a)(4), (a)(5)(A)(iii), or (a)(7) of this section which occurs after a conviction for another offense
under this section, or an attempt to commit an offense punishable under this subparagraph;

(C)

(A) except as provided in paragraph (5), a fine under this title, imprisonment for not more than 10 years, or
both, in the case of an offense under subsection (a)(5)(A)(i), or an attempt to commit an offense punishable
under that subsection;

(B) a fine under this title, imprisonment for not more than 5 years, or both, in the case of an offense under
subsection (a)(5)(A)(ii), or an attempt to commit an offense punishable under that subsection;

(C) except as provided in paragraph (5), a fine under this title, imprisonment for not more than 20 years, or
both, in the case of an offense under subsection (a)(5)(A)(i) or (a)(5)(A)(ii), or an attempt to commit an
offense punishable under either subsection, that occurs after a conviction for another offense under this
section; and

)

(A) if the offender knowingly or recklessly causes or attempts to cause serious bodily injury from conduct in
violation of subsection (a)(5)(A)(i), a fine under this title or imprisonment for not more than 20 years, or both;
and

(B) if the offender knowingly or recklessly causes or attempts to cause death from conduct in violation of
subsection (a)(5)(A)(i), a fine under this title or imprisonment for any term of years or for life, or both.

(d)

(1) The United States Secret Service shall, in addition to any other agency having such authority, have the
authority to investigate offenses under this section.

(2) The Federal Bureau of Investigation shall have primary authority to investigate offenses under subsection
(a)(1) for any cases involving espionage, foreign counterintelligence, information protected against
unauthorized disclosure for reasons of national defense or foreign relations, or Restricted Data (as that term is
defined in section 11y of the Atomic Energy Act of 1954 (42 U.S.C. 2014 (y)), except for offenses affecting
the duties of the United States Secret Service pursuant to section 3056 (a) of this title.

(3) Such authority shall be exercised in accordance with an agreement which shall be entered into by the
Secretary of the Treasury and the Attorney General.

(e) As used in this section—

(1) the term “computer” means an electronic, magnetic, optical, electrochemical, or other high speed data
processing device performing logical, arithmetic, or storage functions, and includes any data storage facility or
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communications facility directly related to or operating in conjunction with such device, but such term does
not include an automated typewriter or typesetter, a portable hand held calculator, or other similar device;

(2) the term “protected computer” means a computer—

(A) exclusively for the use of a financial institution or the United States Government, or, in the case of a
computer not exclusively for such use, used by or for a financial institution or the United States Government
and the conduct constituting the offense affects that use by or for the financial institution or the Government;
or

(B) which is used in interstate or foreign commerce or communication, including a computer located outside
the United States that is used in a manner that affects interstate or foreign commerce or communication of the
United States;

(3) the term “State” includes the District of Columbia, the Commonwealth of Puerto Rico, and any other
commonwealth, possession or territory of the United States;

(4) the term “financial institution” means—

(A) an institution, with deposits insured by the Federal Deposit Insurance Corporation;

(B) the Federal Reserve or a member of the Federal Reserve including any Federal Reserve Bank;

(C) a credit union with accounts insured by the National Credit Union Administration;

(D) a member of the Federal home loan bank system and any home loan bank;

(E) any institution of the Farm Credit System under the Farm Credit Act of 1971;

(F) a broker-dealer registered with the Securities and Exchange Commission pursuant to section 15 of the
Securities Exchange Act of 1934;

(G) the Securities Investor Protection Corporation;

(H) a branch or agency of a foreign bank (as such terms are defined in paragraphs (1) and (3) of section 1(b)
of the International Banking Act of 1978); and

(I) an organization operating under section 25 or section 25(a) ! of the Federal Reserve Act;

(5) the term “financial record” means information derived from any record held by a financial institution
pertaining to a customer’s relationship with the financial institution;

(6) the term “exceeds authorized access” means to access a computer with authorization and to use such
access to obtain or alter information in the computer that the accesser is not entitled so to obtain or alter;

(7) the term “department of the United States” means the legislative or judicial branch of the Government or
one of the executive departments enumerated in section 101 of title 5;

(8) the term “damage” means any impairment to the integrity or availability of data, a program, a system, or
information;

(9) the term “government entity” includes the Government of the United States, any State or political
subdivision of the United States, any foreign country, and any state, province, municipality, or other political
subdivision of a foreign country;

(10) the term “conviction” shall include a conviction under the law of any State for a crime punishable by
imprisonment for more than 1 year, an element of which is unauthorized access, or exceeding authorized
access, to a computer;

(11) the term “loss” means any reasonable cost to any victim, including the cost of responding to an offense,
conducting a damage assessment, and restoring the data, program, system, or information to its condition prior
to the offense, and any revenue lost, cost incurred, or other consequential damages incurred because of
interruption of service; and

(12) the term “person” means any individual, firm, corporation, educational institution, financial institution,
governmental entity, or legal or other entity.

(f) This section does not prohibit any lawfully authorized investigative, protective, or intelligence activity of a
law enforcement agency of the United States, a State, or a political subdivision of a State, or of an intelligence
agency of the United States.

(g) Any person who suffers damage or loss by reason of a violation of this section may maintain a civil action
against the violator to obtain compensatory damages and injunctive relief or other equitable relief. A civil
action for a violation of this section may be brought only if the conduct involves 1 of the factors set forth in
clause (i), (i), (iii), (iv), or (v) of subsection (a)(5)(B). Damages for a violation involving only conduct
described in subsection (a)(5)(B)(i) are limited to economic damages. No action may be brought under this
subsection unless such action is begun within 2 years of the date of the act complained of or the date of the
discovery of the damage. No action may be brought under this subsection for the negligent design or
manufacture of computer hardware, computer software, or firmware.

(h) The Attorney General and the Secretary of the Treasury shall report to the Congress annually, during the
first 3 years following the date of the enactment of this subsection, concerning investigations and prosecutions
under subsection (a)(5).
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[1] So in original. Probably should be followed by “or”.

[2] See References in Text note below.
Canada

Canada is in the middle of making cybercrime related amendments in 2003.

Canadian Criminal Code Sections:

342.1 (1) Every one who, fraudulently and without color of right,

(a) obtains, directly or indirectly, any computer service,

(b) by means of an electro-magnetic, acoustic, mechanical or other device, intercepts or causes to be
intercepted, directly or indirectly , any function of a computer system.

(c) uses or causes to be used, directly or indirectly, a computer system with intent to commit an offence under
paragraph (a) or (b) or an offence under section 430 in relation to data or a computer system, or

(d) uses, possesses, traffics in or permits another person to have access to a computer password that would
enable a person to commit an offence under paragraph (a), (b) or (c)

is guilty of an indictable offence and liable to imprisonment for a term not exceeding ten years, or is guilty of
an offence punishable on summary conviction.

342.2 (1) Every person who, without laful justification or excuse, makes, possesses, sells, offers for sale or
distributes any instrument or device or any component thereof, the design of which renders it primarily useful
for committing an offence under section 342.1, under circumstances that give rise to a reasonable inference
that the instrument, device or component has been used or is or was intended to be used to commit an offence
contrary to that section,

(a) is guilty of an indictable offence and liable to imprisonment for a term not exceeding two years; or

(b) is guilty of an offence punishable on summary conviction.

430. (1.1) Every one commits mischief who wilfully

(a) destroys or alters data;

(b) renders data meaningless, useless or ineffective;

(c) obstructs, interrupts or interferes with the lawful use of data; or

(d) obstructs, intercepts or interferes with any person in the lawful use of data or denies access to data to any
person who is entitled to access thereto.

United Kingdom

The Police and Justice Act 2006 Chapter 48 (November 2006) amend the Computer Misuse act, see Part 5
sections 35-38. The new amendments reads as follows:
35 Unauthorised access to computer material

(1) In the Computer Misuse Act 1990 (c. 18) ("the 1990 Act"), section 1 (offence of unauthorised access to
computer material) is amended as follows.

(2) In subsection (1)-
(a) in paragraph (a), after "any computer" there is inserted ", or to enable any such access to be secured";

(b) in paragraph (b), after "secure" there is inserted ", or to enable to be secured,".
(3) For subsection (3) there is substituted-

"(3) A person guilty of an offence under this section shall be liable-

(a) on summary conviction in England and Wales, to imprisonment for a term not exceeding 12 months or to a
fine not exceeding the statutory maximum or to both;

(b) on summary conviction in Scotland, to imprisonment for a term not exceeding six months or to a fine not
exceeding the statutory maximum or to both;
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(c) on conviction on indictment, to imprisonment for a term not exceeding two years or to a fine or to both."
36 Unauthorised acts with intent to impair operation of computer, etc

For section 3 of the 1990 Act (unauthorised modification of computer material) there is substituted-

"3 Unauthorised acts with intent to impair, or with recklessness as to impairing, operation of computer, etc.
(1) A person is guilty of an offence if-

(a) he does any unauthorised act in relation to a computer;

(b) at the time when he does the act he knows that it is unauthorised; and

(¢) either subsection (2) or subsection (3) below applies.
(2) This subsection applies if the person intends by doing the act-

(a) to impair the operation of any computer;

(b) to prevent or hinder access to any program or data held in any computer;

(c) to impair the operation of any such program or the reliability of any such data; or

(d) to enable any of the things mentioned in paragraphs (a) to (c) above to be done.

(3) This subsection applies if the person is reckless as to whether the act will do any of the things mentioned in

paragraphs (a) to (d) of subsection (2) above.

(4) The intention referred to in subsection (2) above, or the recklessness referred to in subsection (3) above,
need not relate to-

(a) any particular computer;
(b) any particular program or data; or

(c) a program or data of any particular kind.
(5) In this section-

(a) areference to doing an act includes a reference to causing an act to be done;
(b) "act" includes a series of acts;

(c) a reference to impairing, preventing or hindering something includes a reference to doing so temporarily.
(6) A person guilty of an offence under this section shall be liable-

(a) on summary conviction in England and Wales, to imprisonment for a term not exceeding 12 months or to a
fine not exceeding the statutory maximum or to both;

(b) on summary conviction in Scotland, to imprisonment for a term not exceeding six months or to a fine not
exceeding the statutory maximum or to both;

(c) on conviction on indictment, to imprisonment for a term not exceeding ten years or to a fine or to both."
37 Making, supplying or obtaining articles for use in computer misuse offences

After section 3 of the 1990 Act there is inserted-
"3 A Making, supplying or obtaining articles for use in offence under section 1 or 3

(1) A person is guilty of an offence if he makes, adapts, supplies or offers to supply any article intending it to
be used to commit, or to assist in the commission of, an offence under section 1 or 3.
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(2) A person is guilty of an offence if he supplies or offers to supply any article believing that it is likely to be
used to commit, or to assist in the commission of, an offence under section 1 or 3.

(3) A person is guilty of an offence if he obtains any article with a view to its being supplied for use to
commit, or to assist in the commission of, an offence under section 1 or 3.

(4) In this section "article" includes any program or data held in electronic form.
(5) A person guilty of an offence under this section shall be liable-

(a) on summary conviction in England and Wales, to imprisonment for a term not exceeding 12 months or to a
fine not exceeding the statutory maximum or to both;

(b) on summary conviction in Scotland, to imprisonment for a term not exceeding six months or to a fine not
exceeding the statutory maximum or to both;

(¢) on conviction on indictment, to imprisonment for a term not exceeding two years or to a fine or to both."
38 Transitional and saving provision

(1) The amendments made by-

(a) subsection (2) of section 35, and
(b) paragraphs 19(2), 25(2) and 29(2) of Schedule 14,
apply only where every act or other event proof of which is required for conviction of an offence under section

1 of the 1990 Act takes place after that subsection comes into force.

(2) The amendments made by-

(a) subsection (3) of section 35, and

(b) paragraphs 23, 24, 25(4) and (5), 26, 27(2) and (7) and 28 of Schedule 14,
do not apply in relation to an offence committed before that subsection comes into force.

(3) An offence is not committed under the new section 3 unless every act or other event proof of which is
required for conviction of the offence takes place after section 36 above comes into force.

(4) In relation to a case where, by reason of subsection (3), an offence is not committed under the new section
3-

(a) section 3 of the 1990 Act has effect in the form in which it was enacted;

(b) paragraphs 19(3), 25(3) to (5), 27(4) and (5) and 29(3) and (4) of Schedule 14 do not apply.

(5) An offence is not committed under the new section 3A unless every act or other event proof of which is
required for conviction of the offence takes place after section 37 above comes into force.

(6) In the case of an offence committed before section 154(1) of the Criminal Justice Act 2003 (c. 44) comes
into force, the following provisions have effect as if for "12 months" there were substituted "six months"-

(a) paragraph (a) of the new section 1(3);

(b) paragraph (a) of the new section 2(5);

(c) subsection (6)(a) of the new section 3;
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(d) subsection (5)(a) of the new section 3A.
(7) In this section-

(a) "the new section 1(3)" means the subsection (3) substituted in section 1 of the 1990 Act by section 35
above;

(b) "the new section 2(5)" means the subsection (5) substituted in section 2 of the 1990 Act by paragraph 17 of
Schedule 14 to this Act;

(c) "the new section 3" means the section 3 substituted in the 1990 Act by section 36 above;
(d) "the new section 3A" means the section 3A inserted in the 1990 Act by section 37 above.

Computer Misuse Act 1990
Chapter 18

1. Unauthorized access to computer material:

(1) A person is guilty of an offense if-

(a) he causes a computer to perform any function with the intent to secure access to any program or data held
in any computer, or to enable any such access to be secured,

(b) the access he intends to secure, or to enable to be secured, is unauthorized, and

(c) he knows at the time when he causes the computer to perform the function that that is the case.
(2) The intent a person has to have to commit an offense under this section need not to be directed at:
(a) any particular program or data,

(b) a program or data of any particular kind, or

(c) a program or data held in any particular computer.

(3) A person guilty of an offence under this section shall be liable-

(a) on summary conviction in England and Wales, to imprisonment for a term not exceeding 12 months or to a
fine not exceeding the statutory maximum or to both;

(b) on summary conviction in Scotland, to imprisonment for a term not exceeding six months or to a fine not
exceeding the statutory maximum or to both;

(c) on conviction on indictment, to imprisonment for a term not exceeding two years or to a fine or to both.

2. Unauthorized access with intent to commit or facilitate commission for further offences.

(1) A person is guilty of an offense under this section if he commits an offense under section 1 above (" the
unauthorized access offence") with intent

(a) to commit an offence to which this section applies; or

(b) to facilitate the commission of such an offence (whether by himself or by any other person); and the
offence he intends to commit or facilitate is referred to below in this section as the further offence.

(2) This section applies to offences

(a) for which the sentence is fixed by law; or

(b) for which a person of twenty-one years of age or over (not previously convicted) may be sentenced to
imprisonment for a term of five years (or, in England and Wales, might be so sentenced but for the restrictions
imposed by section 33 of the Magistrates Courts Act 1980).

(3) It is immaterial for the purposes of this section whether the further offence is to be committed on the same
occasion as the unauthorized access offence or on any future occasion.

(4) A person may be guilty of an offence under this section even though the facts are such that the commission
of the further offence is impossible.

(5) A person guilty of an offence under this section shall be liable

(a) on summary conviction, to imprisonment for a term not exceeding the statutory maximum or to both; and
(b) on conviction on indictment, to imprisonment for a term not exceeding five years or to a fine or to both.

3 Unauthorised acts with intent to impair, or with recklessness as to impairing, operation of computer,
ete.

(1) A person is guilty of an offence if-
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(a) he does any unauthorised act in relation to a computer;
(b) at the time when he does the act he knows that it is unauthorised; and

(¢) either subsection (2) or subsection (3) below applies.
(2) This subsection applies if the person intends by doing the act-

(a) to impair the operation of any computer;

(b) to prevent or hinder access to any program or data held in any computer;

(c) to impair the operation of any such program or the reliability of any such data; or

(d) to enable any of the things mentioned in paragraphs (a) to (c) above to be done.

(3) This subsection applies if the person is reckless as to whether the act will do any of the things mentioned in

paragraphs (a) to (d) of subsection (2) above.

(4) The intention referred to in subsection (2) above, or the recklessness referred to in subsection (3) above,
need not relate to-

(a) any particular computer;
(b) any particular program or data; or

(c) a program or data of any particular kind.
(5) In this section-

(a) a reference to doing an act includes a reference to causing an act to be done;
(b) "act" includes a series of acts;

(c) areference to impairing, preventing or hindering something includes a reference to doing so temporarily.
(6) A person guilty of an offence under this section shall be liable-

(a) on summary conviction in England and Wales, to imprisonment for a term not exceeding 12 months or to a
fine not exceeding the statutory maximum or to both;

(b) on summary conviction in Scotland, to imprisonment for a term not exceeding six months or to a fine not
exceeding the statutory maximum or to both;

(¢) on conviction on indictment, to imprisonment for a term not exceeding ten years or to a fine or to both.
3A Making, supplying or obtaining articles for use in offence under section 1 or 3

(1) A person is guilty of an offence if he makes, adapts, supplies or offers to supply any article intending it to
be used to commit, or to assist in the commission of, an offence under section 1 or 3.

(2) A person is guilty of an offence if he supplies or offers to supply any article believing that it is likely to be
used to commit, or to assist in the commission of, an offence under section 1 or 3.

(3) A person is guilty of an offence if he obtains any article with a view to its being supplied for use to
commit, or to assist in the commission of, an offence under section 1 or 3.

(4) In this section "article" includes any program or data held in electronic form.
(5) A person guilty of an offence under this section shall be liable-

(a) on summary conviction in England and Wales, to imprisonment for a term not exceeding 12 months or to a
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fine not exceeding the statutory maximum or to both;

(b) on summary conviction in Scotland, to imprisonment for a term not exceeding six months or to a fine not
exceeding the statutory maximum or to both;

(¢) on conviction on indictment, to imprisonment for a term not exceeding two years or to a fine or to both.

See: http://www.legislation.hmso.gov.uk/acts/acts1990/Ukpga 19900018 en 1.htm

Germany

The government of Germany has on September 20 2006 proposed a new draft law on cybercrime aiming to
close any remaining loopholes.

Current Penal Code

Section 202a. Data Espionage:

(1) Any person who obtains without authorization, for himself or for another, data which are not meant for
him and which are specially protected against unauthorized access, shall be liable to imprisonment for a term
not exceeding three years or to a fine .

(2) Data within the meaning of subsection 1 are only such as are stored or transmitted electronically or
magnetically or in any form not directly visible.

Section 303a. Alteration of Data

(1) Any person who unlawfully erases, suppresses, renders useless, or alters data (section 202a(2)) shall be
liable to imprisonment for a term not exceeding two years or to a fine.

(2) The attempt shall be punishable.

Section 303b. Computer Sabotage

(1) Imprisonment not exceeding five years or a fine shall be imposed on any person who interferes with data
processing which is of essential importance to another business, another's enterprise or an administrative
authority by:

1. committing an offence under section 300a(1) or

2. destroying, damaging, rendering useless, removing, or altering a computer system or a data carrier.

(2) The attempt shall be punishable.

See www.gesetze-im-internet.de/bundesrecht/stgb/

Section 263a Computer Fraud

(1) Whoever, with the intent of obtaining for himself or a third person an unlawful material benefit, damages
the assets of another by influencing the result of a data processing operation through incorrect configuration of
a program, use of incorrect or incomplete data, unauthorized use of data or other unauthorized influence on the
order of events, shall be punished with imprisonment for not more than five years or a fine.

(2) Section 263 subsections (2) to (7), shall apply accordingly.

Italy

Penal Code Article 615 ter: Unauthorized access into a computer or telecommunication systems:

Anyone who enters unauthorized into a computer or telecommunication system protected by security
measures, or remains in it against the expressed or implied will of the one who has the right to exclude him,
shall be sentenced to imprisonment not exceeding three years.

The imprisonment is from one until five years:

1) if the crime is committed by a public official or by an officer of a public service, through abuse of power or
through violation of the duties concerning the function or the service, or by a person who practices - even

149


http://www.legislation.hmso.gov.uk/acts/acts1990/Ukpga_19900018_en_1.htm
http://www.bmj.bund.de/enid/42dea3031ea0518f5b9e7ea7f0f66c63,7b4816707265737365617274696b656c5f6964092d0932353638093a096d795f79656172092d0932303036093a096d795f6d6f6e7468092d093039093a095f7472636964092d09333630/Presse/Pressemitteilungen_58.html
http://www.cio.com/blog_view.html?CID=25022
http://www.gesetze-im-internet.de/bundesrecht/stgb/

without a licence - the profession of a private investigator, or with abuse of the capacity of a system operator.
2) if to commit the crime the culprit uses violence upon things or people, or if he is manifestedly armed.

3) if the deed causes the destruction or the damage of the system or the partial or total interruption of its
working, or rather the destruction or damage of the data, the information or the programs contained in it.
Should the deeds of the Ist and 2nd paragraphs concern computer or telecommunication systems of military
interest or (concerning) public order or public security or civil defence or whatsoever public interest, the
penalty is - respectively- one to five years or three to eight years' imprisonment. In the case provided for in the
1st paragraph, the crime is liable to punishment only after an action by the plaintiff; the other cases are
prosecutioned "ex-officio”.

-615 quater: Illegal Possession and Diffusion of Access Codes to Computer or Telecommunication Systems:
Whoever, in order to obtain a profit for himself or for another or to cause damage to others, illegally gets
hold of, reproduces, propagates, transmits or deliver codes, key-words or other means for the access to a
computer or telecommunication system protected by safety measures, or however provides information or
instructions fit to the above purpose, is punished with the imprisonment not exceeding one year and a fine not
exceeding 10 million liras.

The penalty is imprisonment from one until two years and a fine from 10 until 20 million liras in the case of
one of the circumstances numbered in 1 and 2 in the 4th paragraph of article 617-quater.

-615 quinquies: Diffusion of Programs Aimed to Damage or to Interrupt a Computer System:

Whoever propagates, transmits or delivers a computer program - edited by himself or by another - with the
aim and the effect to damage a computer or telecommunication system, the data or the programs contained or
pertinent to it, or rather the partial or total interuption or an alteration in its working, is punished with
imprisonment not exceeding two years and fined not exceeding 20 million liras.

France

Penal Code

Amended as Law no.2004-575 of June 21, 2004, entered into force on June 23, 2004. See the explanatory
report.

Ratification of the Council of Europe Convention on Cybercrime was made on January 10, 2006.

Article 323-1:

Fraudulent accessing or remaining within all or part of an automated data processing system is punished by a
sentence not exceeding two years’ imprisonment and a fine of 30.000 euro.

Where this behaviour causes the suppression or modification of data contained in that system, or any
alteration of the functioning of that system, the sentence is not exceeding three years’ imprisonment and a fine
of 45.000 euro.

Article 323-2

Obstruction or interference with the functioning of an automated data processing system is punished by a
sentence not exceeding five years’ imprisonment and a fine of 75.000 euro.

Article 323-3

The fraudulent introduction of data into an automated data processing system or the fraudulent suppression
or modification of the data that it contains is punished by a sentence not exceeding five years imprisonment
and a fine of 75.000 euro.

Article 323-3-1

Fraudulently, and without legitimate motive, importing, holding, offering, selling or making available any
equipment, tool, computer program or any data designed or particularly adapted to commit one or more
offences provided for by articles 323-1 to 323-3, is punishable by the sentences prescribed for offences in
preparation or the one that carries the heaviest penalty.

Switzerland

Penal Code:

Article 143bis: Unauthorized access to data processing system.

Anyone, who without authorization, and without the intent of procuring an unlawful gain, accesses a data
processing system which are specially protected against unauthorized access, by electronic devices, shall be
sentenced to imprisonment or fines.

Article 144bis: Damage to data

1. Anyone, who without authorisation alters, erases, or renders useless data which is stored or transferred by
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electronic or similar means, shall be punished by imprisonment for a term of up to three years or a fine of up
to forty thousand Swiss francs if a complaint is made.

If the offender has caused serious damage, a sentence of five years penal servitude can be imposed. The
offence shall be prosecuted ex officio.

2. Any person who produces, imports, circulates, promotes, offers or otherwise makes available programs,
which he/she knows, or ought to assume, are to be used for purposes of committing an offence mentioned in
paragraph 1 above, or gives instructions for the production of such programs, shall be punished by
imprisonment for a term of up to three years or a fine of up to forty thousand Swiss francs.

If the offender commits the offence on a habitual basis for profit, a sentence of up to five years penal servitude
can be imposed.

Spain

The Ministerio del Interior has prepared a proposal for cybercrime laws, amending several articles in the
Penal Code.

Excerpts from the Spanish Penal Code:

CHAPTER 1

On the discovery and revealing of secrets

Article 197.

1. Any individual who, for the purpose of discovering the secrets or violating the privacy of
another and without the consent of the latter, takes possession of that individual's papers,
letters, electronic mail messages or any other personal documents or belongings or
intercepts his or her telecommunications or uses technical devices for listening,
transmitting, recording or reproducing sound or images or any other communications
signal, will be punished by imprisonment from between one and four years and a fine of
between twelve and twenty-four months [sic].

2. The same punishment will be applicable to any individual who, without authorization,
seizes, uses or modifies, to the detriment of a third party, such private personal or family
data of another individual as may be recorded on computer, electronic or telematic files

or media, or in any other type of file or record, whether public or private. The same
punishment will be imposed on any individual who, without authority, accesses such data
by any means or alters or uses such data to the detriment of the owner of the data or of a
third party.

3. Punishment consisting of imprisonment from between two and five years will be imposed
if the data or facts discovered or the images captured, as indicated in the proceeding
paragraphs, are divulged, revealed or transferred to third parties.

Punishment consisting of imprisonment from between one and three years and a fine of
between twelve and twenty-four months [sic] will be imposed on any individual who,

with prior knowledge of the illicit origin of [such facts or data] [but] without having

taken part in their discovery, commits the acts described in the preceding paragraph.

4. If the acts described in paragraphs 1 and 2 of this article are committed by the persons in
charge of or responsible for the computer, electronic or telematic files and media or files
or records, punishment consisting of imprisonment from between three and five years

will be imposed, and if such private data are disseminated, transferred or made public, the
upper half [sic] of the punishment will be imposed.

5. In addition, when the acts described in the above sections involve personal data
revealing the ideology, religion, beliefs, health, racial origin or sexual orientation, or if
the victim is a minor or incapacitated, the upper half [sic] of the punishments

stipulated will be imposed.

6. If such acts are committed with intent to profit, the upper half [sic] of the punishments set
forth respectively in paragraphs 1 through 4 of this article will be imposed. If in addition
they involve the data mentioned in paragraph 5, the punishment will consist of
imprisonment from between four and seven years.

SECTION 1. ON FRAUD

Article 248.

1. Any individual will be guilty of fraud who, with intent to profit, uses sufficient deceit to
cause another individual to err, inducing him or her to commit an act of disposition to the
detriment of him or herself or a third party.
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2. Also guilty of fraud will be any individual who, with intent to profit and using

computer manipulation or any similar contrivance, causes the unauthorized transfer of

any personal asset to the detriment of a third party.

Article 264.

1. Punishment consisting of imprisonment from between one and three years and a fine of

between twelve and twenty-four months [sic] will be imposed on any individual who

causes the injury identified in the preceding article in any of the following circumstances:

1. The acts are committed for the purpose of preventing the free exercise of authority or

in vengeance therefor, whether the crime is committed against public authorities or

against private citizens who, whether acting as witnesses or in any other capacity,

have contributed, or might in the future contribute, to the execution or application of

the Law or General Provisions.

2. Infection or contagion of cattle is caused by any means.

3. Poisonous or corrosive substances are used.

4. Assets in the public or community domain or assets designated for public or

community use are involved.

5. The acts lead to the bankruptcy of the individual affected or place him or her in a

grave economic Ssituation.

2. The same punishment will be imposed on any individual who, in any way, destroys,

modifies, misuses or otherwise damages such electronic data, programs or documents of

others as may be contained in computer networks, media or systems.

Article 256.

Any individual who makes use of any telecommunications terminal equipment without the

consent of the owner thereof, causing damage to the latter in excess of fifty thousand pesetas, will be subject
to punishment consisting of a fine of between three and twelve months [sic].

Article 270.

Punishment consisting of imprisonment from between six months and two years or a fine of

between six and twenty-four months [sic] will be imposed on any individual who, with intent to profit and to
the detriment of a third party, reproduces, plagiarizes, distributes or publicly

communicates, either wholly or in part, a literary, artistic or scientific work or the transformation,
interpretation or artistic execution thereof contained in any medium or communicated by any means, without
the authorization of the holders of the corresponding intellectual property rights or successors thereof.
The same punishment will be imposed on any individual who intentionally imports, exports or stores copies of
such works or productions or executions without the authorization specified above.

The same punishment will be imposed in the event of the manufacture, circulation and

possession of any medium specifically designed to facilitate the unauthorized suppression and neutralization
of any technical device used to protect computer programs.

SECTION 2. ON CRIMES INVOLVING INDUSTRIAL PROPERTY

Article 273.

1. Punishment consisting of imprisonment from between six months and two years and a

fine of between six and twenty-four months [sic] will be imposed on any individual who,

for industrial or commercial purposes, without the consent of the owner of a patent or

utility model, and with prior knowledge of its registration, manufactures, imports,

possesses, utilizes, offers or introduces into the market items covered by such rights.

2. The same punishment will be imposed on any individual who, in the same fashion and

for the above-indicated purposes, uses or offers the use of a procedure covered by a

patent, or who possesses, offers, introduces into the market or uses the product

directly obtained by the patented procedure.

3. The same punishment will be imposed on any individual who commits any of the acts

characterized in the first paragraph of this article, under identical circumstances, with

regard to objects covered in favor of a third party by an industrial or artistic model or

drawing or topography of a semiconductor product.
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11. Nonoioyio.

XTOIXEIA AIIO®AXHX

Awoaotipro: APEIOX ITAI'OX TMHMA XT'
Toémog: AOHNA
Ap0. Amopaong: 1059
"Etog: 1995

Hepidinyn Amdtn pLe NAEKTPOVIKO VTOAOYIOTY -
AT0d0Y£G - ATodoYN TPOIOVTOV EYKANLOTOG
-. 2uviotd to éykinpa tov épbp. 386A T1IK n
KATOYMDPTON GTOV NAEKTPOVIKO VTOAOYIGTH
Am0d0YMV UEYUAVTEPOV EKEIVAOV TTOV
avaypAPOVTOL GTO OVTIGTOLY O TOPUCTOTIKE.
H eionpaén tov peyolutépav avtmv
A0d0YMV CLVICTH OTOd0YN TPOIOVTOV
€YK HLOTOC.

Keipevo Amopaong

Katd to dpbpo 386 A tov IIK, 6m010¢, [ie GKOTO VO TPOGTOPIGEL GTOV E0LTO TOL 1) GE GAAOV
TAPAVOLO TEPLOVGLAKO OPELOC, PAGTTEL EEVT TeplovGia, ETNPedlovVTag TO, GTOLYELD VTOAOYIOTY|
gite pe pn opb1 StopdPPOT TOL TPOYPAUUATOG EITE e EREPPOAOT) KOTA TNV EQUPLOYN TOV gite pe
y¥pNoonoinon pun opbmv 1 EAMIGV oToLyElV gite [Le 0TO1OVONTOTE GALO TPOTO, TILWOPEITUL [E
T1Gg TOWEG ToL GpBp. 386. Tleplovoiokn PAGPT veioTaTOL KoL 0V TO TPOGHOTO, TOV TNV VIECTNGAV
givar adnAa. T v extipmon tov vYyoug ™ {nuiog eivorl adideopo ov Tadovteg sivat Eva n
neplocdtepa Tpdowna. EE dAlov kotd to dpbp. 394 map.1 TIK 6motog pe 1pdOecn anokpumTEL,
ayopalet, Aappdverl g evéyvpo 1 pe GALOV TPOTO HEXETAL GTNV KOTOYN TOL TTPAyLLa TOV TPONADe
a6 a&omovn Tpdén M petofipdlel o GAAOV TNV KATOYN TETOOL TPAYHOTOG 1] GUVEPYEL GE
petafifoacn N pe omotovonmote TpdTO acPariel TV KoToy TOL 08 GALOV, TIH®pPEiTOL e
QLAAKION, oveEaptnta av ivat TILOPNTEOS ) O)L O VILAITIOS TOV EYKANLOTOS Ad TO Onoio
TPogpyeTat TO TPAYLo. TEAOG 1) £101KN KOl EUTEPIGTATMOUEVT] AUTIOAOYIO TOV SIKOCTIKAOV
amoPace®V oL emPaiieTon amd Tig datdelg Tav Gpbp. 93 map.3 Tov X kot 139 tov KITA npénet
VoL VTaPYEL, Oyl LOVOV MG TPOG TO, TEPLOTATIKA TOL atopTilovy TNV Kartnyopia, oALE Kot ¢ TPOg
TOVG VTOTEAEIG 1OYVPIGHOVCE, ONANST TOVE LEYVPLGHOVE EKEIVOVG TOV TPOPBdAlovTal 6TO
S1KaGTNPLO NG OVGiag, cOUE®VO pe To apBp. 170 map.2 ko 333 map.2 KIIA, and tov
KATNYOPOOUEVO 1 TOV GUVITYOPO TOV KOl TEIVOLV GTNV GPGT TOL AS1KOV YOPUKTHPA THG TPAENG 1
NG IKAVOTNTOG TPOG KATAAOYIOUO 1) T Lel®on avTnG, KoBds kot oty e&dAetyn Tov a&lomoivov 1
T peioon g mowng. Edikotepa emi quToTEL®V 10YVPIGUAV TOV KT YOPOLHEVOD TO SIKOCTHPLO
VoY PEOVTAL VO SLOAGPEL OTNV OTOPOOT] TOL TNV TLO TAV® otToAoyia, PHOVO ATV avTol
TPOPAALOVTOL KATA TPOTO OPIGUEVO KOl GOPT, ONAdN e TNV EXIKANOT] OADV TOV TPAYLATIKOV
MEPIOTATIKAOV OV givar ovaykaio yio T Oepelimon tovg, oyt o Kot enl adpLoTng TPOPOANG TOVS, M)
omoia vrdpyet Kot 6tav yivetor Ldvo oA EMIKANGN TG VOUIKNG dtdTaéng mov Toug TpoPAémet 1)
TOV YOPOKTNPIGHOD LE TOV 0ol0 etvatl YvmoTol 6T Vopiky oporoyia. XTtnv kptvopevrn vmoleon,
OMOG TPOKVTTEL OO TO ATLOAOYIKO G GLVIVOAGUO LLE TO JUTAKTIKO, TO OTTOl0 TOPASEKTDS
aAAnrocvuminpdvovtat, tng TposPoaiidpevns v apif. 2231 - 22310/1994 andeacng, to
Tpwerég Epeteio [Mepard, mov dikace kot £peon, Hetd and extipnon Kot a&loAdynon tov
OVOPEPOUEVMV OTTOSEIKTIKOV HECWV, dEXONKE, KATA TNV AVELEYKT OVGLOGTIKY KpioT TOv, To
akorovBa: Ot kotnyopovpevol avarpeceiovieg LK. ** ko A.I'.** ne 6Komd vo Tpocmopicovy GTov
€0DTO TOVG KAl GTOV GAAO Kortnyopovpevo avarpeceiovia 1A ** mapdvopo meplovstokd 6Qelog
pe avtiotoym PAAPTN g meplovsiog Tov OAIL evd 6oy ®g epyalOpeVOL GTO TUMHO EAEYYXOL
otolyeiov H/Y tov OAII va eAéyyovv Tig e16600vg kat eE6dovg Tmv H/Y kot ot cuvéyeia va
Sopbdvouy Ta TLYOV AABN TV TPOTOYEVAV GTOLXEIDV TOV 0pPOpovSAVY T [eBod0Gia TOv
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nmpoconkov Tov OAIL katd to and Avyodotov 1990 péyxpt Maptiov 1992 ypovikd didotnpa
é0ecav og epappoyn to e&ng eykAnpoTkd oyxédo: Katoympovoov 6Tov nAEKTPOVIKO DTOAOYLIOTY|
NG VINPECIOG TOVG MG NUEPNOLES OMOJOYES TOL APOPOVCAV TOVS {310VE KAt TOV ovatpeseiovTa
TLA**, &yt Tig TpayHoTikéS, AAAG KOTA TOAD LEYOAVTEPES OO EKEIVEG TTOL AV PAPOVTOL GTA
deltia drfécemg EPYATIKNG OLASAS, YMPIG VO VIEPYOLY T AVTICTOLYO TEPIGTATIKE TOV VO
dkaoroyolv Tig peTaforéc (AALOIDGELS) OVTEG TV TPOTOYEVAOY OVTMV CTOLYEIDV, |IE OTOTELEGHLO
o H/Y va napovcialel eviehdg ecQOAUEV EKOVE, OTL SNAAOT 0LTOL EY0VV aENUEVES OTTOd0YES
katd 836.496 dpy. o mpmdTog, 732.321 dpy. 0 devtepog ko 707.171 dpy. o tpitoc. Etot ot
avapeceiovteg LK. ** ko AT ** eigénpadav mopavopo kot o€ fapog g teplovasiog tov OAILT
T TOPATAVE XPNLOTIKE Tocd. O de avarpeoeiov ITA** pe mpobeon déxOnke oty katoyy Tov
Tpdypata Tov TponAbav amd a&idmovn Tpdén dnradn eloénpase MG 0mTOdoYEG TOL Yo TNV
gpyaoio Tov otov OAII 10 Mo mhve xpnpatiké toco twv 707.171 Spayudv (72.215 dpy. to 1990,
377.321 6py. to 1991 ko 257.635 Spy. 10 1992) av kar yvopile 0Tt dgv T0 dikarovTan Kot 0Tt avTd
TPoEPYETOL amd aSOmOVN TPAEN Kot EWDIKOTEPA OO TNV TLO TAVE OTATY [LE VTOAOYIGTN TOL
démpaav ot Z.K.*¥* ko A.I'.** Me 116 mapadoyég autég To dkaostplo KNpuée £voyxovg tovg 600
TPMTOVG AVOLPECEIOVTES amATNG e LTOAOYIOTN KoT' €5akoA0VON G Kot TOV TPito amodoyng
TPoldvTmV gykAnuatog kat' e&akolovdnon. Me avtd mwov déytnKe 10 £peteio diéAaPe oV
amdeoon Tov v and Tig dlatdéels Twv apbp. 93 map.3 tov X ko 139 KITA arnartodpevn €101k
KOl EUTEPIOTATOUEV ALTIOAOYiE, apOD TOPAOETEL AETTOUEPMS KOl TO. OTOSEIKTIKA GTOLYE D, OTAL
omoio Bepedimoe TV KpioT ToL, KOl TO, TPOYUOTIKY TEPIOTUTIKA TOL dEXTNKE OTL ATOdELYTNKOV KOl
TOL OTTOL0L TANPOVV TNV OVTIKELLEVIKT] KO VITOKEWEVIKT VIOGTAGT) TOV 70 TAV® EYKANUATOV Yo To
07010l KOTOSIKAGTNKOY Ol OVOLPEGEIOVTES, KOl TEAOG TIG GKEYELG KOl TOVG GUAAOYIGLOVG LLE TOVG
0T010VG VN YOYE T TEPLOTATIKY GTIG TOPUTAVE® OVCLAOTIKEG TOWVIKEG OLUTAEELS TTOV EQPAPLLOCE.
Emopévac ot Adyot avapéoemg tav vrd kpion amd 27.2.1995 kot 2.3.1995 aiticewv amd to aphp.
510 map.1 otory. A' Tov KIIA pe tovg omoiovg vrootnpilovtot ta avtifeta, tpénet v' anoppipBody
¢ apdoiyot.

IIpdedpoc: K. Aagéppog
Ewonynréc: I. Muyibxng
Afppata: Amdn pe NAEKTPOVIKO VITOAOYIOTT|
,LAmodoyég ,ATodoyn Tpoidvimv
gyKAMLLoTog
YTOIXEIA AITIO®AXHX

Awaotipro: APEIOX ITATOX
Tomog: AOHNA
Apr0. Anogaong: 1277
Etog: 1998
Keipevo Anépoaong
Ap1Budc 1277/1998 To Awaotipio tov Apegiov ITdyov ZT' [Towvwed Tpquar
Yvykpombnke and tovg dikaotés: Kowvotaviivo Avumepodmovro, Avtimpdedpo, ['edpylo
ApBavit, Avdpéa Katpdkn, Kovotaviivo TCévo kot I'edpyro Nikoldmovro-Ewonynt,

Apeomayitec.- Me v mapovoia Kot Tov Avtelsayyeréa Baciieiov Egvikakn (Yot koAdetal o
Ewayyeréac) xat g I'poappaténg Mnibg ABavacomoviov.- Zuvedpiace dnudcia kot 6To
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axpoatipo tov Karaotipatog avtov otig 6 Oxtofpiov 1998 ya va dikdoetl Tnv aitnon tov
avapeceiovtog-katnyopovpévou: I. I1. tov A., katoikov Apyoctoiiov Kepaiinviag, mov
ekmpocomnOnke and Tov TAnpeEovoto diknyopo tov Kevetaviivo @ayoyévn, ya avaipeon g v’
ap1Op.298-306/1998 anopdcemg tov [eviapehovg Epeteiov ABnvav. Me moltikdg gvéyovsa tnv
Epmopucn Tpémelo g EALGSOG, vopinme exmpocmmoluev), Tov dev mopactddnke 6to
axpoatplo.- To ITevraperéc Epeteio AOnvav pe mv amdeacn tov pe aptud 298-306/1998
diétae 660 AemTopepmg avopépovral 6' avtnv.- Kat o avaipeseiov-katnyopodevog {ntdetl todpa
TNV aVaipesT) TG amdPoNG VTG, Y10, TOVG AOYOLS TOV ovapépovtat otny and 18 Maptiov 1998
a{TNo1 TOL AVOLPEGEMG, TOV KATAXMOPICTNKE GTO OIKELO TIVAKLO LE ToV aptBud 579/1998 wg kot
tovg and 18 Matov 1998 mpdcshetovg Adyovg avaipeonc.- A ko v o € Tov mAnpeEovoto
SIK1YOPO TOL OVALPEGEIOVTOG TTOV KA LLE TPOPOPIKT| avamTLEN 6TO OKpoaTipLo, {tnoe doa
avapEPovTaL Kot oto oxetikd tpoktikd. Kot Tov Avieioayyeréo.- SEKE@POHKE ZYMOQONA ME
TO NOMO And 11¢ dotdéeig tov apbpmv 111, 112 kot 113 tov TIK, énwg to tedevtaio ioyvet,
UETE TNV avTIKoTdoTao ToL pe To apBpo 33 tov v.2172/1993 Kot to dpbpo 1 wap.6 tov v.
2408/1996, mpoxvmtel 0TL T0 0EIOTOVO EEQAEIPETOL [LE TNV TAPAYPAPT], | OTOI0L, TPOKEYEVOL Y10l
TANUpEMLaTA, EIVOL TEVTOETNG Kol apyiletl amd v Nuépa Tov TeEAéotnke N aglomovn Tpdasn,
aVOOTEAAETOL OE Y10 OGO YPOVO SLOPKEL 1 KOPLoL S10d1KaGTo KOl OGOTOV KOTOOGTEL AUETAKANTN 1
KOTAOIKAGTIKY amdPacT), Oyl OLLMG TEPQ TOV TPLOV £TdV. H kipa dtadkacia, and v évapén g
omoi0G VWOAOYILETAL 1 TPLETNG OVAIGTOAN TNG TAPAYPUPNS, apyilel and TV enidoomn oTovV
Katnyopobevo tov kKAnmnpiov Becmiopatog 1 g KANOEMS TPOG ELPAVICT] GTO OKPOATPLO. AT
T1G 101¢ 0VTEG O10TAEELS, 6€ GLUVOLAGHO Le ekeiveg TV dpBpwv 310 map.1PB, 370 €d. B’ ko 511 tov
KIIA, mpokvmter 611 ) mapoypagn, og Oecpdg dnpociog TaEems, eEetdaletot avtenayyéATOS 0md TO
dkaoTplo og Kabe otdon g dradikaciog, axoun kot and tov - Apeto I1dyo, o omoiog,
SLTIGTOVOVTOG TN CUUTANPOOT] TNG, £5TM KOL LETA TNV ACKNOT TG OVOLPEGEMS, OPEIAEL VOl
AVOLPEGEL TNV TPOGPAALOLEVT OTOPACT] KOl VO TOVGEL OPLOTIKG TNV TOWIKN diwén, vad TV
TpobmdOeom OTL 1] ATOPACT dEV £XEL KOTACTEL AUETAKANTN KOt OTL 1] aitnoT avapécens ivat
TAPAOEKT, NTOL £yl 0ok Bl VOUOTUTO Kol EUTPODESHLA KOl TTEPIEYEL , COLLPMVO LE TO GpBp. 474
map.2 Tov KIIA, éva TovAdylotov Tapadektd AOY0 avalpEcems, ympig va amatteitat vo gival avtdg
Kot BaoyLog. Xtnv Tpokepévn Tepintmaon, Onmg TPoKVTTEL Ao TNV TPosfailopevn 298,
306/1998 amopacn tov Ievrapeiovg Epeteion ABnvav, pe avt o avapeoeiov knpOydnke £voyog
Kot KOTAOIKAGTIKE GE GUVOMKY| TOWH PLAOKIGE®S 4 €TV Kot 10 pnvav ywo andrrn o€ fadud
KOKOVPYNLLOTOG KOt Y10 TAAGTOYPOQio Kot vIeEaymyn eyypaemv o Pabud minupueinpotog. Oleg
01 TPAEELS OVTES, KATA TNV amdpact), pEpovTal 0Tt £xovv Terecel otig 28 defpovapiov 1990.
Evoyet tov ¥pdvov autod g tehécedS TOVG, ot 300 Tehevtaies TPAEELS, TNG TAAGTOYPOPIaG Kot
™G VREEAYMYNG EYYPAPOV, TOL EIVOL TANUUEALOTO, £XOVV DIOKVYEL GTIV TOPOYPAPT] KO
ouven®g Exet eEarelpOel To a&dmovo Y TIg TPAEELS aVTEG, AOY® CUUTANPAOCEMS OKTAETIOG OO
™V NUEPA TEAECEMS HEXPL ONIEPA, CLVVTTOAOYILOUEVIG KOt TG TPLETOVS 0vaGTOANG. Emopévac,
€POCOV 1 KPIVOLEVT QUTNON AVOLPEGEMS TOL KOTNYOPOLUEVOL £YEL ackn Ol vopodTuTaL KoL
eunpobecua Kat TEPIEYEL TAPOSEKTOVG AOYOVS , TPEMEL AVTEMAYYEATMOG AAAA KOl KATA Tapadoyn
TOV GYETIKOD AOYOVL, va avoupedel 1 TpocPaALOUEVT] ATOPACT OC TPOG TIG SATAEELG TNG TTOL
aQOPOVV OTIG TAPUTAV® dVO TPAEELS, KAOMG KOl (G TPOG TN GUVOALKTY TTOIVT] KOl VOl TODGEL
0PIOTIKA 1) TOWIKT SI®EN MG TPOG TG TPAEELS 0LTEG KATA TOV KT yopoupévov.- Katd tn didtoaén
g map.1 Tov dpBpov 386 tov I1K, 610106 e 6KOTO Vo amokopLiceL 0 610G 1] GALOG TOPAVOLLO
TEPLOVGLOKO 6per0g PAGTTEL EEVN TTeplovaia, TeilBovtag KAmolov og TPAsn, mapdietyn 1 avoyn LE
TNV &V YVOGEL TAPASTACT WELODV YEYOVOTOV G aANOvdV 1| TNV abéputn amdkpuyn 1
TOPUCLOTNOT OANOVAOV YEYOVOT@V, TILOPEITAL LLE PLAGKLICT TOLAGYIGTOV TPLOV UNVAV KOL 0V 1)
mpo&evnBeica Inpia ivor WONTEPOS PEYAAN, e PLAAKLIOT TOLAYIGTOV dVOo etddv. Katd de
dtdragn g map.3 tov 1d10v dpBpov, emPaiietor KaABepEN HEyPL déka ETMV OV O LITOLTIOG
dwampdrrel amdtes kat' endyyeApa i katd cuvnbeta. [epartépo, katd to €6d¢. ot' Tov dpbhpov 13
tov 1K, mov mpootébnke e to épbpo 1 map.1 tov v. 2408/1996, kat' emdryyerpa téheot TOv
gYKMHLaTog cuvTpéyet Otav amd TV emavelnupévn Téheon G Tpdéng 1 omd TNV VIOJOLT IOV
£XEL OLOUOPPMOEL 0 dPAoTNG pe TPOOeo emaVEIAUUEVNG TELEOT|G TG TTPAENG, TPOKVTITEL GKOTIOG
TOV OpdoTr Yo TOoPIGHO gloodnpatos.  Htot cuvipéyet kat' endyyeipo téheon Kot OTav pic popd
eteréotn n mpakn, Oyt Spwg gvkatplakd oAl Bacel opyavmpévou oyediov, Tov delyvel OTL O
dpdotng £xet SLAPOPPADOCEL LTOSGOUT| KO OPYUVOLEVT ETOOTNTA [LE TPODEST EMAVEIALLIEVIG
TéAEONG, T TNV OOl TPOKVATEL GKOTOG TOL Y10l TOPIGHO E1G0dNUATOC. Atapépet de To EyrkAnpo
g amdng tov dpBpov 386 ITK amd to €101Kd EykAnpua Tov apbpov 386 A T1K, mov mpoctédnke pe
70 GpOpo 5 Tov v. 1805/1988, katd To omoio Tinwpeital pe Tig Towég Tov dpBpov 386, dnotog e
OKOTO VO TPOGTOPIGEL GTOV EAVTO TOL 1) G€ AAAOV TOPAVOLO TEPLOVGLUKO dPEAOG, BAdmTEL EEVN
TEPLOVGi, EnNPedlovTag T0 GToLElN VITOAOYIGTY ElTE e U 0pO SIUUOPPOOT] TOL TPOYPAUIATOG
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elte pe emépPacn katd TV EQAPLOYN TOV £iTE e XpnoLomoinon un opbdv 1 EAMmdV ototyeimv
elte pe omolovdnmote GALo Tpdmo. To dpbpo 386 ITK mepropilel Tnv amdTn LOVO OTIC TEPUTTMCELG
mov N Eévn meplovoia PAAmTETAL PE TNV TAPATAGVION KATOO0V PLGIKOD TPOGMTOV, VA 6TO GpBpo
386A I1IK n Eévn meprovoio PAAmTETAL, OOYETMG TOPUTAAVICEMS, (e TV 0Bt enéuPaocn oty
nmopeia enelepyaciog Tov dedopévav Tov vtoroyot). To éykAnpa g Kowng ardtng Tov Gpbp.
386 IIK pmopet, BEPata, vo, drompayDei Kot pe T XPNOYLOTOINGT TOV VITOAOYIOTH G LEGOV Y10, TV
mapamiavnon Tov Tpitov. EEGALov, 1| amartovpevn omd Tig dratdéelg tov apbp. 93 map.3 tov Tuvt.
kat 139 tov KITA 181k Ko EUmepIoTATOUEVT OLTIOAOYIO TG KOTASIKAGTIKAG ATOQPAGE®DG, 1|
EMAetyn g omoiag WpveL Adyo avapécemg and 1o apbpo 510 map.1 otory. A' tov KIIA, vdpyet
OTOV TEPLEYOVTOL G' AVTN TO TPOLYUATIKE TEPLGTATIKG TOV TPOEKLWYOV OTTO TNV CKPOOLLOTIKY
dwadikooia, oto onoia oTNPixnke N Kpicn TOV SkAGTNPIOL Y10 T GLVOPOUN TV GTOLYEIDV TOV
EYKAMIATOC, Ol 0modeiEels Tov ANPONKAY LITOYN Kol Ol VOLIKEG CKEYELG VITAYMYNG TOV
TEPIOTATIKMY QVTAOV GTIV OVCLACTIKY TOWIKN dtdtaén mov epapudotke o v TAnpodTTa TG
aLTIoA0Yi0G G€ GYEoT LLE TO EYKANLA TG ammdTng Tpémet va ektifevton meplotatikd PAAPNS g
&&vne meprovaiog Kot va tpocdiopiletat mola meplovsio véotn ) PAAPN Kot G TL cvvicTaTOL N
BAGPN avtr. Akoun, dtav To dikaotiplo déxetor 6tL N PAAPN EEvng Tteplovsiag emAfe pe v
enéuPoot Tov SPAcTN TN VI NAEKTPOVIKOD DITOAOYIOTN LE TN HeTadoon un opbdv otolysinv,
eV TopIAANLa d€xETOL KOt OTL O SPAGTNG TAPEGTIGE EV YVAGEL YELT TEPLGTATIKA GE TPITOVG
cvveneio ToV 0moieV maparAaviinkay Kol Tpoéfncov o€ TEPLOVCLuKT d1A0EcT €K TNG OToing
emnAOe PAAPT oe EEvn Tteplovaia, Tpémet vo dlevkpvileTat TEMKA 6TV amdeacT yio oo Tpasn
KNpOOGETAL £VOYO0G O KOTNYOPOVUEVOCS, TNG KOWNG omdtng tov apbpov 386 TIK 1 ¢ amdng pe
NAEKTPOVIKO VTOAOYIGTH TOV ApBpov 386 A, Tov givar drapopetikd Eykinpo. Otav o
KaTyopoOLEVOG KNPUGGETAL £VOYOS adTnG € Babid KaKovpyNILATOC, AOY® GUVOPOUNG TNG
EMPAPLVTIKG TEPIOTACEMS TNG KT EMAYYEALO TEAEOTC, TPEMEL VO TOPOTIOEVTOL GTHV OTOPAOT|
CGUYKEKPLEVO TTEPIGTUTIKA TOV OEAIDVOVY KATA VOO TV £Vvold TNG EMPAPLVTIKNIG AVTNG
neplotaoemc. Edikotepa, 6tav 1o dtkaotiplo d€xetat 0Tt 1 Kot endyyelo téheon Oepeldveral
GTNV VTOSOUN TTOV EYEL SLUUOPPDGEL O KATNYOPOOUEVOS LE TPOOEST EXAVEIALUUEVTG TEAEOTG TNG
TPAENG od TNV 0ol TPOKLATEL GKOTOS Y10 TOPIGHO EICOONUATOS, TPEMEL Y10, TV TANPOTNTA TNG
LTIOAOYIOG (G TTPOG TNV EMPOPVVTIKT QLT TEPIGTACT VO EKBETEL TO SIKOOTIPLO GTNV ATOPACT
TOV 07T O TEPLOTATIKG GUVITYarye TNV DTTapEN TG VTOSOUNG Kat TNV TPAOEST] Yio EXOVEIANUUEVN
téheon g TPAENG. TELOG, EGQAAEVT] EQPOPLOYT OVGLUGTIKNG TOWIKNG S10TAEEMG, TOV WOPVEL
A0Y0 avarpécemg oo to apbpo 510 map. 1 otory. E tov KIIA, vwdpyet kot 6tav 1 didtaén avt)
mapafraotnKe ek TAAYio Yo TO AOY0 OTL TO TOPIGLO TG ATOPACENDGS, TOL TEPIAUUPAVETAL GTO
GUVOVOAGHO TOV ALTIOAOYIKOV LLE TO SATAKTIKO, SLOMICTMOVOVTAL KEVA Kl EAAEIYELS, TOL KaBloTOUV
avépkTo tov éleyyo amod tov Apeto I1dyo ywa v opOn 1 pun epappoyn Tov vopov, omdte M
amoeacn otepeital vopuung Paong. 'EAlenymn arttoloyiog Ko vopiung féong eivar duvotov va
GLPPEOLY MG AOYOL AVUPEGEMG. TNV TPOKELUEVT TEPITTMGT), OO TO GLVIVOGHO TOV GKETTIKOV
TPOG TO SLOTOKTIKO TNG TPOoSParropevns amdpactg mpokimtel 0Tt to [evraperés Epeteio ABnvov
oL TNV EESMKE, VOTEPQ UG AELOAOYNON TOV UVAPEPOUEVOV G' OVTH OTOSEIKTIKMOV HECHV,
3éxOnie aveléyktmc, o oYEon e TNV TPAEN TNG OmATNG, OTL TPOEKLYAY TA 0KOAOVO TPOLYUATIKG
neplotatikd: X1ig 28-2-1990, o avaipeoeiov katnyopovpevog I. I1., vidAiniog g Epmopikng
Tpdmelog ot xeip1otng Katd v nuépa eketvn Tov tepuatikov E 1ov vrokataotipatog e
mhateiog Kapaiokdkn, oty ABnva, EXovtag apaipécet £V ACVUTANPOTO KAPVE ENLTAYDV LE
apBpovg 9023461 £mg 9023480, amod Tig omoieg giye COUTANPDOGCEL ENTA, LLE TOVG UPLOPOVG
9023467- 90234471, 9023478 kot 9023480, pe ta avrictotya mocd tv dpy. 2.640.000, 2.880.000,
3.450.000, 3.200.000, 3.150.000, 3.100.000 ko 2.050.000, pe v nuepounvia £ékdoong 27-2-90
Kot 25-2-1990, Tov témo ékdoong, ABMva, To dvopa Tov eepduevoy mg koot I'. Katepytovvaxn
KOl TOL OVOLOTO TOV PEPOUEVMV G EKOOTMV, eKTpocdntmv Tov OZE @. Kokkotov kot [ep.
Tpayoviid, Le GKOTO VO TPOGTOPIGEL GTOV EQVTO TOL TOPAVOLO TEPLOVGLOKO OPEAOG, LETEOWDOE
amo6 to mopandve Teppaticd E privopa otn pvipn tov Kevipucov vroroytot g Epmopiking
Tpanelog, pe 10 omoio cLGYETIoE TOVG UPOLOVS TV TO TAVE EMTA EMLTAYMV TOV KAPVE LLE TO
Aoyaplacpod katabéoewv dyemg 81261105, mov dtatnpovce 6to avatépm vrokatdotnue o OXE,
®oav o Terevtaiog va giye MaPel To kapvé ToUTO, Kaitol 0VdEmoTE TO giye AAPet. LN cvvéyELla, O
KATNYOPOULEVOG, LLE TNV GUEST] GLVEPYELD TPITOV AYVOGTOV TPOCHTOV, GTO OO0 TUPESWOE TIG
TOPOTAVEO EXTH TAOCTOYPAPTLEVES EMTAYEG, TUPECTIOE EV YVACEL YEVIDE GTOVE VIOAANAOVG
tov Yrokataomnpatov e Epropuc Tpdanelog, ota omoia otig 5-3-1990 gppaviotnioy ot
eMTayEg aVTEG, OTL eiyav ekd0Bel TpdypaTL amd Tovg e£0VG1060TNHEVOLS ekTpoc®dmovg Tov OZE,
G€ YPEMOT TOV AOYOPLICHOD KaTabEéoemv Oyems Tov Yok/tog Kapaiokdkn, Le anotéleoua va
mapamhavnBovv ot ev Aoy® appod1ot VTAAANAOL KOt Vo EE0PATICOVY GTOV AYVOGTO KOMGTN TIG
EMTOYEG AVTES, G€ YPEMON ToL Aoyaptacpoy Tov OXE pe to suvolikd mocso twv 20.470.000 6py.,
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PBAdmTovtag, avtiotoya, Tnv meptovoio Tov OZE kot g Tpdneloc, mov petd v amokdAvymn g
aAnfetog voypemOnke va katafdiel o Tocd avtodv otov OXE, Tov onoiov anethinke 1
neplovsio. Me fdon to mepIoTaTIKE 0VTAE TO SIKACTHPLO KATEANEE OTO OKEMTIKO TOL OTL TPEMEL VAL
Knpouybel évoyog o avapeselmv andtng kat' endyyeipo evOyel TG LITOSOUNG OV £lye
Swpopedoet pe Tpodheon emavelAnUUEVNg TéAeoNG TG TPEENGS, amd TV omoia Tpoékunte GKOmOG
Y10, TTOPIGHO ELGOONUOTOG (EMNPEAGLOG OTOLYEIDV KEVTPIKOD VITOAOYIOTY KOl TOPATAGVIO TOV
UPUOSIOV VTOAAA®Y TOV VITOKAUTUCTNUATOV LE TIG TAAGTOYPUPILEVES EMTAYEC). LTO SLOTOKTIKO
KNPOOOETAL £VOYOG O OVOLPECEIMV OmATNG, )TOL OTL e OKOTO V' TOKOUIGEL TAPAVOLO TEPLOVCLOKO
operog EAaye tnv mteplovsio tov OXE kot g Epmopung Tpdrelag, meiboviog dAlovg o Tpdén
LLE TNV €V YVAOOEL TOPACTOCT] WELODV YEYOVOT®V MG 0ANBvVdV, 0td v omoia 1 anetindeica Kot
npooyevopévn {nuia otov OZE kot v Tpdmela eivar Wraitepa peydin, tpoéPn de otny mpaén
TOV QVTH KOt EMAyYEALLO, T)TOL UE GKOTO TOV BLOTOPIGUO Ko €Nl TAEOV TTPOEPN TNV TPAEN TOL
VTN eXNPEALOVTOC TN LV TOV NAEKTPOVIKOD DITOAOYLIOTH HE TN HLeTddoon Un opbdv ooty eimy,
OT®G TEPLYPAPETOL EOIKOTEPA TAPATAV®D. ME TIG TOPadOYESG AVTES 1) TPOSPOAAOLEVT] aTdPACT)
OV €xeL TNV KOTA TOL AVE OITOLTOVLEVT EWOIKT| KO EUTEPIOTATOUEVT autiodoyia, kKaBoOGov dev
ekbétel pe capnvela av kot oo {npia vréstn oty meplovsio Tov o OZE, tov omoio avapépst og
MuwBévta n andeaon, kaitol d€xeTar 6Tt Tov KatafAndnke auécmg omd mv Tpdmrela to m0co6
tov 20.470.000 dpy. [eportépo, dev yiveTor GapES 0o TNV OTOPACT) O LOPPT| AmdTng dExeTOL
70 JIKAGTNPLO OTL TEAESE O Katnyopobuevos. Tnv kowr tov apbpov 386 TIK 1 v €101k amdn pe
VTOAOYIGTN TOL GpBpov 386 A, 500£vTog OTL dEXETOL COPEVTIKA T1 GLUVOPOLLT TEPIOTATIKMDY KoL
TV 000 TPAEEMV, TTOL EIVOIL SLOPOPETIKES Kol ovaPEPEL OTL 1] TTPAEN TTOV TEAEGE O KOTNYOPOVLEVOG
mpoPAénetat Kot amd Tig 000 7o TAVE SATAEELS, Y®PIG VO TPOKVATEL 010, AKPPOS LOPPT OTATNG
déyxetar 1o dkactnpro. TELOG, yio TV emPapuvTiKy TEPIOTAOT, TOL JIVEL TOV KAKOVPYTLLOTIKO
YOPOKTAPOA 6TV TPAEN TNG AATNG TTOL TELEGE O KOTIYOPOVLEVOS, SEXETAL 1) OTOPOCT] OTL GTHV
TPAEN TOL QLT TPOEPN KOT'EMAYYELLLO, NTOL LLE OKOTO TO BLOTOPICUD, EVED GTO GKENTIKO
Bepeldvel TNV kAt endyyeipo TEAEOT] GTNV LTOSOUN TTOL EiYE SLAUOPPDCEL O KUTNYOPOVLEVOS LE
mpoBeon emavelnIEVIG TELEONC TNG TPAENGS, YWPIG OGS va eKOETEL amd TTod GLYKEKPILEVD
TMEPIOTATIKA GLUVIYAYE TNV KPIoT TOL cuTh TTEPT SLOUOPPMUEVIG VITOSOUNG Kot TPpOBEsG
EMOVENNULEVNC TELEOT|G, TaPABETOVTOC LOVO GE TaPEVOEST TNV QOPIOTN PPACT| «ETNPEACTUOG
ototyelmv Kevipkol vroloyoti». Eropévac, n mpocsforiopevn andpacn, eEartiog tov
TOPATIVE EAEIYEDV Kol 0CAPEDV OTIG KPIOLLES TAPAdOYES TG, OTEPEITOL TG OTALTOVIEVIG
attoAoyiag, kg Kot vouipov Bacewc, yioti kabiotatot avEPIKTOG 0 AvaPETIKOG EAEYYOG Y10 TNV
opON 1 U1 EQAPLOYN TOV TLO TAV® OVCIAGTIKMOV TOWIK®OV dtatdéemv mov Tpoovapéptnkay. Kotd
GUVETELN KO KOTA TOpadoy] OG KAt ovsioy PACI®mV TdV GYETIKGOV AOY®V TNG KPIVOLEVTG
aTNoE®S, TPEMEL Vo, avolpedel 1 TpocParlAdpEV ATOPAGT] G TPOG TOV AVOLPECEIOVTA KoL KOTA TN
ST e mov aeopd oty TPAEN TG AmdTNG Kot akoAovOmg va mapamepedel 1 vTobeon yia véa
ov{tnon evaniov Tov 13iov dikactnpiov, Tov Bo cuyKkpoBel and GALOVE dIKAGTEG EKTOG
ekelvov mov dikacav, copueava pe T ddtaén tov dpbpov 519 KITA.- I'a toug Adyovg awtovg -
Avaipei v v'apif. 298, 306/1998 ardpacn Tov Ievtaperovg Epeteiov ABnvov, g mpog dleg
T1G SaTdEelg TG Kot Yo OAES TIG TPAEELS OV apopovV 6ToV avarpeseiovta katnyopovpevo I I1. -
-ITavet optoTikd TV oWk diwén KATé TOV O TAVE® KOTNYOPOLLEVOD Y10, TIG TPAEELS TNG
TAOCTOYPAPlOG Kot VIEEXYWYNG EYYPAP®Y TOL PEPovTAL OTL TELéGOHN KAV 6TV ABnva otig 28-2-
1990.- -ITapanéumnet Tnv vEdBeOT, KOTA TO AOTA, TOL OC TPOG TV TPAEN TNG ATATNG TOL PEPETAL
OTL TEAécONKe amd TOV KATNYOPOVHEVO aVTO Yo VEX GLCHTNON EVOTIOV TOL B0V dkaoTnpiov, TOv
Ba cvykpoBel amd GALOVS dIKAGTES EKTOG amd ekelvovg mov dikacav Tponyovpévac.- -Kpibnke
Kot omogaciotnke oty Afnva otig 13 OxtmPpiov 1998.- -Anuocieddnke otnv Abnva o dnuocia
ovvedpioomn oto akpoartiplo otig 20 Oxtmfpiov 1998.- O ANTIIIPOEAPOX H TPAMMATEAX
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Awactiipro: APEIOX [TAT'OX

Toémog: AGHNA

Ap10. Anégpaonc: 201

"Etog: 2005

Mepiinyn Ynelaipeon - Amarn pe vmoroyioti) -
Yvppony -. Av petd v vreaipeon o
dpaoe mPog GLYKAALYN TG N dlaTHPNON
™mg katoyng tov vmeEopediviog TeEAECEL
OmATY] PE VAOLOYIGTI] VTOPYEL QALVOUEVN
ovppon] VREEMPECEMG KOL [N TUL®PNTAG
LETOYEVESTEPNG TTPAENG AmATNG, EKTOG OV 1)
debtepn eivar Papvtepn g mpmdTNg, omdTE
amoppoed TV vreEaipeo.

Keipevo AnoQaong

(Amoomacpa) Me 10 de0TEpO TOV OITHGE®V AOYO TPOPAALEL O OvalpesEiY, pe enikAnon
Tov apBpov 510 §1 oroyy. A' KIIA, 6t mpoéPare kot ovéntuée KoTd T SLodIKOGIN TOV OLTOTEAN
WOYVPIGHO OTL M amdTn pe NAektpovikd voioylot (apBpo 386 A' IIK), dt' v katedikdodn pe mv
TPOGPoALOLEVT] ATOPACT], EVPICKETOL OE + @avopévn ocvppon pe v afdmowvn mpa&n g
vreEapéoewg (375 TIK), 614 v omoio pe v mpmtoPddiia andpacn £rovce M Kot QVTOL
mowikn Simén AOY® mapoypaeng + aeol yapaxktpictnke og TAnppuéAnpo ved tov Tpmtofadpiov
dwaotpiov, kot + €WBKOTEPA M TPAEN TNG OTATNG LE NAEKTPOVIKO LTOAOYIOTH OmOTEAEl pUn
TP + HoTEPA TPALN, OG OTOCKOTOVoH TN GLYKAALVYT TG Tponyndeiong vreapiéoems, Kot
+ OTL T0 SIKACTNAPLO AMEPPLYE TOV LOYLPICUO TOL TOVTOV GVED TG OMOLTOLUEVNG + E01KNG Kot
eumepLoTOTOUEVNG antoroyiag. Qg, Opwmg, mpokvmtel and v + npocsBorlopévn amdPaom, TO
SKaoTplo améppuye TOV oYVPIoROV avtov pe v e&ng autohoyia. « O katnyopoluevog
dwatelvetat OTL T0 ®G AV £YKANLLA, Yo TO 0Toio €xel KOTadtkaoel, cLVIGTA VOTEPN UN TILOPNTA
wpaén og oyéon wpog to EykAnua + g vaegaipeong, yio to omoio pe v npoekdobeica v’ apd.
37/2002 amdépacn tov Tpiuehodg Epeteiov Amdekavicov énavce oplotikd 1 Towviky dimén Adyw
+ mapaypaPnc, HeTa&d TV 0moimV VEIGTATAL PAVOLEVT] GUPPOT| Kot TPETEL Vo, KnpuyBel abdog. O
OYLPIGHOG, OUMC, OVTOG TOV KOTNYOPOLUEVOL TPEMEL va amoppipbel g + afdcipog, kabdocov
petald TV eYKAMUATOV TG omdtg (LE NAEKTPOVIKO VTOAOYIGTH) Kot TNg vrebaipeonc LVIapyEt
TPOYLOTIKT] GUPPOT], POV TATTOVV SLOPOPETIKE Evvopa ayafd, Kot oTN GUYKEKPLUEVT TEPITTMOOT
dev  PePordbnke amd kavéva omodekTikd + péco kar otoryel OTL ot emepPacel; Tov
KOTNYOPOUUEVOL OTOVG MAEKTPOVIKODG + VTOAOYIOTEG TNG EYKOAOLGOG etaupiog  €yvav
OTOKAEIGTIKOG TTPOG TOV GKOTO TNG + GLUYKAALYNG TNG LVREEPEGEWMG, AL avTIOETOG apKOHVTMG
BePardbnke 6tL o1 + emepPdoeis avtég amotédecay TV avaykaio Tpoimoddeon Yo TNV TPOKANON
g {nuiag g eykaiovoag etalpiog, oy omoio AméPAeye O KOTNYOPOVLEVOS Le avtiotoyn +
oeéheld ovtovy. Me T1g mapadoyés, ORmG, OUTEC TO OwaoTiplo NG ovoiag déhafe otnv
TPOGPOALOLEV  ATOPACT TOL, MG TPOG TNV OmOPPLYN TOL &V AOY® 1GYLPSHOD  TOL
avapeoeiovtog, v katd ta apdpa 93 §3 tov Xvvrdypatog kot 139 tov KITA o) ko
EUMEPIOTOTMOUEVT] QUTIOAOYiO, S 0 KOl 0 7EPL TOL AVTIOETOL TPoavVaEEPONG + AOYOC QUPOTEPDY
Tov artioemv givar afdoipog. Tepartépo, kot dedopévov 6Tt 0 + avtdg Adyos, OTmg ektifeton
avtdc, dvvatal vo ektunfel kow o¢ ek tov otory. E' tov avotépo apbBpov mpoParAidpevog,
€101KOTEPQL O OTL TPOPAAAETOL He OWTOV M + atioon TNG ECQUAUEVIG EPUNVELNG KOL EQAPLOYNAG
Tov GpBpov 94 TIK oe cvvdvacud + mpog to dpbpa 375 ko 386 A' TIK, mpémer va AgyBolv T
e&ne: Amd Tig datdéelg + tov apbpav 375 §1 kot 386 A' TIK mpoxvatetl 0Tt eKATEPOL TOV TPALEDY
TOVTOV + amopTICETOL OO SLOPOPETIKA GTOLYEID KOL GUVETMG, 0V 0 dPAOTNG TOLG Elvan éval + Kot
T0 OVTO TPOCMMO, €ivol SLVATH 1 TPOYUOTIKY GLPPON TOV dVO OVTAOV EYKANUAT®V, £POCOV
KaBéva amd avTd oTPEPETOL KATA SLPOPETIKOD OVTIKEHEVOL. AV OU®G Kol + To dV0 GTPEPOVTIL
KOTA TOV 0VTOV VAIKOU OVTIKEWWEVOL, V@IoTATOL PETOED TOVG + QALVOUEVT] GLPPOT], OTLOTE, OV EV O
Opdotng OmEKTNOE e OmATN TO 1310TMOOVUEVO + TpAyua dev T@peiton 1 vreEaipeon, dOTL
AmoppOeATaL and TNV amdn, av 6g o + dpdotng vre&aipel To EEvo KvNTo TPAYLO Kot akoAoDO®mG
emyepel anatAég + mpagelg mpog cuykdAvyn ¢ VreEuPEcE®G N STHPNOT TG KATOXNG TOL +
VReEPEDEVTOC, VILAPYEL PULVOUEVT] CLPPON VIEEAPEGEMS KOL LN TILOPNTIG + LETAYEVESTEPUC
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mpa&emsg amdtng. Ildvtog oty televtaia avt) mepintwon + mpodmotifetar 6Tl M amdtn TPOg
eEaopdalon tov vrmeEoupebéviog mpdypoatog eivar + ghaepotépa g vmefupécems, MTOl
TIpHepeitor NmdTEPO TG TEAELTAinG, OOTL €dv M eEacpaMotiky amdTn elvor Paputépa NG
vreEapécems, g Otav 1 amdrtn + Tipmpeiton €1 Pabpov KOKOLpYLATOG Kot 1| VREEAIPEDST €1G
Babpov minupedqpartog, tote N amdn anoppo@d v vretaipeon 010t N amatio g TeAevTaiog
vroleimetan g ama&iog g TPATNG. LTV TPOKEUEVT TEPITTOOT], dEXETAL TO SIKAGTNPLO, OTMG
TPOKVTTEL amd TNV TpocParlopévn amdeaot, 0Tt pe v mpoekdobeica 37/2002 + amdPacn Tov
Tpyerovg Epeteiov (kaxovpynudtov) Awdekaviicov ET0Vce OPLoTIKG 1| + mowikn diwén Kotd
oV availpeceiovtog yo vebaipeon €i1g Pabud TAppeAnpoTog + AdYo mapaypagns. Etot, dpwc,
70 Ot 0 KOTESIKAGON 0 avalpeceimv, v cuveyeia, + e TNV TPOSPAAAOUEVN OTOPAUCT] EYKANIO TNG
KOKOVPYNUOTIKNAG OmdTng, Kol oty + mepintoon mov noeie yivel dektov OTL TOVTO £YVE TPOG
oLYKGALYT TNG + VTEEMPECEDC, EV TOVTOLS, WG Papltepov, amoppopd v vretaipeon. Eropévag,
+ gpooov ekTiunBel 0 aVTOHG deVTEPOG AOYOG TOV OITHOE®V, MG €K TV ototy. E' tov + dpbpov 510
apf. 1 KITA toro0tog, etvar afdoiog, 8ot 10 dtkaostiplo opbdg + epUvVeELsE KOl EQNPLLOCE TIG
avetEpm SatdEelg kot Katedikaoe Tov avorpeosiova + d1é KAKOVPYNHOTIKNY OmdTh.

ZENH NOMOAOTTA (ITAAIA)

La norma prevista e punita dall'art. 640 ter c.p. € posta a tutela sia della
riservatezza e della regolarita dei sistemi informatici sia del patrimonio altrui e
l'evento consiste nel conseguimento da parte del soggetto attivo di un ingiusto
profitto con altrui danno. Accedere tramite Internet e operare immediati bonifici in
favore del proprio c/c on-line non configura l'ipotesi di furto aggravato ed , in
siffatte ipotesi, l'interprete deve spingersi sino a considerare se non vi sia stato un
intervento non autorizzato (che é possibile effettuare con qualsiasi modalita) sui
dati, informazioni e programmi vi contenuti.

REPUBBLICA ITALIANA

IN NOME DEL POPOLO ITALIANO

LA CORTE SUPREMA DI CASSAZIONE

SEZIONE QUINTA PENALE
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Composta dagli Ill.mi Sigg.ri Magistrati:

Dott. LATTANZI Giorgio - Presidente

1. Dott. PIZZUTI Giuseppe - Consigliere

2. Dott. MARINI Pier Francesco - Consigliere

3. Dott. FERRUA Giuliana - Consigliere

4. Dott. SICA  Giuseppe - Consigliere

ha pronunciato la seguente:

SENTENZA

sul ricorso proposto da:

avverso ORDINANZA del 09/05/2003 TRIB. LIBERTA' di CATANIA;

sentita la relazione fatta dal Consigliere Dr. SICA GIUSEPPE;

lette/sentite le conclusioni del P.G. Dr. Cosentino Francesco che ha

chiesto I'annullamento;

RITENUTO IN FATTO

Il tribunale di Catania, con il provvedimento impugnato del 9/5/2003, in sede di
riesame, confermava l'ordinanza cautelare emessa dal G.I.P. di Siracusa, con la
quale veniva disposta la misura cautelare in carcere nei confronti di N. S. indagato
per furto aggravato ai sensi degli articoli 61, n. 7, 81 cpv, 624 ¢ 625, n. 4 C.P., per
avere sottratto dal C/C 33040, acceso presso la Banca Telematica Intesa "121",
30.000,00 euro, accedendo tramite Internet e operando immediati bonifici in favore

del proprio C/C.
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Ricorre per Cassazione l'indagato prospettando erronea qualificazione del fatto
reato contestato e l'erronea o falsa applicazione degli articoli 278 e 280 c.p.p..
Infatti, nel caso di specie, al piu', ricorreva l'ipotesi di cui all'art. 640 ter C.P., la
c.d. frode informatica, che prevede una pena massima di anni tre di reclusione, non
essendo applicabili le aggravanti speciali.

In ogni caso, anche se ricorresse l'ipotesi di furto, non sussisteva l'aggravante
dell'art. 625, n. 4 C.P., atteso che essa richiede la destrezza e l'abilita’ superiore a
quella normale.

Con il secondo motivo deduce la violazione e la falsa applicazione dell'art. 275.2
bis c.p.p., potendo il N. godere della sospensione condizionale della pena, avendo
il ricorrente riportato solo una condanna  irrevocabile
.................... OMMISSIS. ..evvneeiieninenennn.

Lamenta ancora carenza di motivazione e violazione ed erronea applicazione
dell'art. 273, nn. 1 e 1 bis c.p.p., non avendo motivato in ordine alla gravita' degli
indizi, la cui ricorrenza era stata ritenuta scontata.

CONSIDERATO IN DIRITTO

Il ricorso merita accoglimento.

Il tribunale ha escluso che, nella specie, potesse ricorrere l'ipotesi affermata
dal N., della violazione dell'art. 640 ter C.P., con conseguente inapplicabilita’
della misura cautelare restrittiva, in quanto la norma era stata creata sul modello
della truffa e tendeva a reprimere ogni fatto posto in essere mediante

alterazione di un funzionamento informatico o telematico che procuri a chi lo
compie un ingiusto profitto con altrui danno, mentre nella fattispecie si  era
verificato l'impossessamento da parte dell'indagato di beni di altrui
appartenenza.

E' evidente che, in tal modo, il tribunale ha limitato il suo esame solamente ad una
delle ipotesi prese in considerazione dalla norma invocata.

Infatti - fermo restando che la norma ¢' posta a tutela sia della riservatezza e della
regolarita' dei sistemi informatici che del patrimonio altrui e che 1'evento consiste
nel conseguimento da parte del soggetto attivo di un ingiusto profitto con altrui
danno - trattasi di reato a forma libera che prevede, alternativamente una condotta
consistente nell'alterazione del funzionamento del sistema informatico o
telematico, ovvero in un intervento non autorizzato (che e' possibile effettuare con
qualsiasi modalita’) sui dati, informazioni e programmi ivi contenuti.

Tale ultima ipotesi, ai fini della ricorrenza o meno del reato di cui all'art. 640 ter
C.P.,, perseguibile e querela, la cui ricorrenza -con riguardo alla pena edittale
massima irrogabile - giustificherebbe 1'accoglimento dell'impugnazione del N., pur
avendo evidenziato che le operazioni erano state effettuate per via telematica
attraverso l'utilizzazione di password, non ¢' stata presa in considerazione dal
tribunale.

Peraltro, per la giurisprudenza di questa Corte, il reato di frode informatica - che
postula necessariamente la manipolazione del sistema - presenta la medesima
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struttura ¢ gli stessi elementi costituivi della truffa, con l'unica differenza che non
viene indotto in errore la persona del soggetto passivo, ma l'attivita' fraudolenta
dell'agente investe il sistema informatico riferibile al suddetto (Cass. Sez. 6",
14/12/1999, n. 3065, RV 214942).

La decisione impugnata va pertanto annullata con rinvio al tribunale di Catania per
nuovo esame.

Restano assorbiti gli ulteriori motivi di ricorso.

P.Q.M.

Annulla 'ordinanza impugnata con rinvio al tribunale di Catania per nuovo esame.

Manda alla Cancelleria per gli adempimenti di cui all'art. 94 disp.

att. c.p.p..

Costi' deciso in Roma, il 24 novembre 2003

Depositato in Cancelleria il 5 febbraio 2004

L'utilizzazione di carte di credito contraffatte per tramite del terminale Pos intestato ad uno
degli indagati ed operante su conto corrente bancario nella sua titolarita' configura, secondo
questa Corte di Cassazione, i reati di accesso abusivo (art. 615 ter cp), frode informatica
(art.640 ter cp) e intercettazione fraudolenta di comunicazioni informatiche o telematiche (art.
617 quater cp).

CORTE SUPREMA DI CASSAZIONE

SEZIONE QUINTA PENALE

ud 1 ottobre2004 (dep. 27 gennaio 2004), n. 2672
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Dott. FOSCARINI Bruno - Presidente

Dott. FERRUA Giuliana - Relatore

Consiglieri.............

ha pronunciato la seguente:

SENTENZA

sul ricorso proposto da:

Procuratore della Repubblica presso il Tribunale di Vibo Valentia;

avverso l'ordinanza emessa il 21-2-03 dal Tribunale di Catanzaro nei confronti di C. , nato il
XXXX;

visti gli atti, il provvedimento denunciato ed il ricorso;

sentita la relazione fatta dal Consigliere Dott. Giuliana Ferrua;

udito il Pubblico Ministero in persona del Sostituto Procuratore

Generale Dott. D'Angelo Giovanni che ha concluso per I'annullamento con rinvio
dell'ordinanza impugnata.

MOTIVI DI RICORSO E RAGIONI DELLA DECISIONE
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Con ordinanza 27-12-02 il G.I.P. presso il Tribunale di Vibo Valentia

applicava la misura cautelare degli arresti domiciliari a C. indagato per i seguenti reati:
partecipazione ad

associazione finalizzata alla commissione di vari reati nel campo dell'informatica, posti in
essere a scopo di lucro e tramite attivita' di contraffazione di carte di credito ed uso abusivo
delle stesse (art. 416, capo A); frode informatica per avere, quale compiacente titolare
dell'esercizio commerciale "N.M.", consentito in detto esercizio e con appositi strumenti, I'uso
di carte di credito palesemente contraffatte ¢ quindi di transazioni fraudolente, agendo
abusivamente sul sistema informatico o telematico atto alla gestione dei pagamenti, procurando
a se' o ad altri ingiusto profitto pari alle somme indebitamente sottratte alle societa' di gestione
dei servizi di pagamento per via informatica, (art. 640 ter, capo B); intercettazione fraudolenta
di comunicazioni informatiche o telematiche relative alla concessione dell'autorizzazione, per
via telematica, all'uso di una carta di credito, attivita' posta in essere nella citata qualita' e nel
suddetto esercizio, tramite carte contraffatte ed a mezzo del terminale Pos a lui intestato ed
operante su conto bancario nella sua titolarita' (art. 617 quater, capo C), di accesso abusivo ad
un sistema informatico o telematico quale quello concernente la gestione dei pagamenti tramite
carte di credito e quello concernente relativo alla gestione dei conti correnti bancari,
direttamente coinvolto per i prelievi dai conti dei titolari delle carte donate ed il successivo
versamento sui conti degli esercizi commerciali, attivita' posta in essere nella citata qualita' e
nel suddetto esercizio, tramite carte contraffatte (capo D), di alterazione e uso delle carte di
credito in questione (art. 615 ter, capo F).

Con provvedimento 20-2-03 il Tribunale di Catanzaro, in sede di riesame, revocava la suddetta
misura per il reati di cui ai capi A, C e D e sostituiva per gli altri la misura degli arresti
domiciliari con quella dell'obbligo di presentazione ai CC.

Avverso tale ultimo provvedimento ha proposto ricorso per Cassazione il Procuratore della
Repubblica presso il Tribunale di Vibo Valentia deducendo mancanza ed illogicita' della
motivazione in ordine alla esclusa sussistenza di gravi indizi per i reati sub A, C, D.

La Corte osserva.

Per quanto concerne il reato associativo (capo A) il motivo va disatteso in quanto si risolve in
apodittici e generici asserti sull'avere il Tribunale del riesame operato una valutazione del
quadro indiziario e cautelare in termini superficiali, frammentari ed incompleti, limitandosi il
ricorrente ad enunciare una serie di principi in materia di reato associativo nonche' in tema di
motivazione, senza specificare in quali parti del provvedimento impugnato essi sarebbero stati
violati e senza prendere in considerazione le pur precise ragioni poste a base della decisione
denunciata.
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La censura risulta invece fondata con riferimento alla esclusa sussistenza di gravi indizi per gli
altri reati e cioe' per l'accesso abusivo al sistema informatico o telematico previsto dall'art. 615
ter ¢.p. ¢ per l'intercettazione fraudolenta di informazioni informatiche o telematiche di cui
all'art. 617 quater c.p.. Nel provvedimento impugnato si e' evidenziato come sussistessero gravi
indizi circa 'avere il C. consentito 1'utilizzazione di carte di credito contraffatte per tramite del
terminale Pos a lui intestato ed operante su conto corrente bancario nella sua titolarita': orbene
l'avere ritenuto che un tale situazione valesse esclusivamente ai fini dell'addebito di frode
telematica e non anche in ordine all'indebita introduzione in un sistema protetto da misure di
sicurezza ex art. 615 ter c.p., si palesa contraddittorio, posto che in realta' la condotta
individuata ed attribuita all'indagato ha comportato anche siffatta introduzione. Ne puo'
dubitarsi che i reati di accesso abusivo ad un sistema informatico e la frode informatica possano
concorrere: trattasi di delitti diversi, il secondo dei quali postula necessariamente la
manipolazione del sistema, elemento costitutivo non necessario per la consumazione del primo;
d'altro canto 1'accesso abusivo puo' essere commesso solo con riferimento a sistemi protetti,
requisito non postulato per la frode informatica (Cass. 14-12-99 n. 03067 RV. 214947). Cost'
pure il reato di accesso abusivo puo' concorrere con quello di cui all'art. 12 D.L. 143/91 perche'
non ogni autorizzazione viene necessariamente ottenuta in via telematica e non ogni accesso
abusivo si realizza tramite utilizzo di carta di credito falsificata.

Inoltre la condotta in ordine alla quale il Tribunale ha ravvisato i gravi indizi ha al contempo
realizzato un'intercettazione fraudolenta - perche' ottenuta con carta contraffatta - di
comunicazioni, in particolare relative alla concessione dell'autorizzazione all'uso della carta di
credito ai sensi dell'art. 617 quater. Sussiste del resto possibilita' di concorso di tale reato con
quello di cui all'art. 12 e con la frode informatica: infatti non ogni autorizzazione viene
necessariamente ottenuta in via telematica e non ogni intercettazione telematica si realizza
tramite utilizzo di carta falsificata; del pari non ogni frode informatica avviene mediante
intercettazione di comunicazioni e del resto non ogni intercettazione realizza una
manipolazione con alterazione del sistema ne' un ingiusto profitto ed altrui danno.

S'impone pertanto I'annullamento del provvedimento impugnato con rinvio al Tribunale di
Catanzaro il quale dovra' rivedere il proprio giudizio negativo sul quadro indiziario con
riguardo ai reati in questione attenendosi ai principi sopra enunciati ¢ quindi verificare in
relazione agli stessi la ricorrenza delle esigenze cautelari.

P.Q.M.

La Corte, annulla I'ordinanza impugnata limitatamente alla esclusa sussistenza di gravi indizi
per i reati di cui ai capi C e D con rinvio per nuovo esame al Tribunale di Catanzaro; rigetta nel
resto il ricorso.

Cosi' deciso in Roma, il 1 ottobre 2003.
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Depositato in Cancelleria il 27 gennaio 2004

Indebito utilizzo di carte di credito prepagate o di strumenti analoghi e
insussistenza dei delitti di accesso abusivo a sistema informatico e detenzione di
codici di accesso. Sussistenza di una condotta qualificata ai sensi dell'articolo 12
decreto legge 143/91.

Cassazione Sez. II Penale
10 luglio 2003 (dep. 31/07/03)
Sent. n.32440

Presidente Sirena

Relatore Fenu

Pg Galasso

Ricorrente Vodafone Omnitel

Premessa

D.L. ¢ stato tratto a giudizio del Tribunale di Torino per rispondere di detenzione e
diffusione abusiva di codici di accesso a sistemi informatici e telematici, codici
contenuti nelle carte di credito telefoniche della societa Omnitel (articolo 615quater
Cp) e di frode informatica (articolo 640ter Cp), commessi in due tempi, in data
anteriore e prossima al 30 ottobre 1999, in concorso con tale A.M., e in data
anteriore e prossima al 12 novembre 1999. La societa Vodafone Omnitel spa gia
Omnitel Pronto Italia spa - si costituiva parte civile. Era emerso dall'attivita
istruttoria che il L. aveva ricevuto da parte di persona a lui sconosciuta offerta di
ricaricare il cellulare proprio e di altri dietro il versamento di somma inferiore a
quella necessaria per 'acquisto della carta telefonica e, dopo aver acquisito e usato
dei numeri di codice che gli erano stati segnalati, aveva fatto analogo favore a un
suo collega di lavoro, tale A.M., di poi separatamente giudicato.
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Con sentenza resa in data 30 settembre 2002 il Tribunale ha pronunciato
l'assoluzione del L. dai reati ascritti perché il fatto non sussiste. Ha ritenuto non
configurabile il reato di cui all'articolo 615quater Cp perché il codice segreto non
doveva considerarsi mezzo idoneo per l'accesso al sistema, ma solo il numero
identificativo di un credito; onde difettavano anche gli elementi obiettivi del reato
di frode informatica, non essendosi prodotta alcuna arbitraria modificazione del
sistema informatico.

Avverso tale provvedimento ha proposto ricorso immediato per cassazione il
Procuratore della repubblica di Torino deducendo:

1) la manifesta illogicita della motivazione, dovendosi ritenere che 1'imputato aveva
inciso sul sistema informatico, costituito da registrazioni, memorizzazioni,
attraverso un supporto informatico criptato, la cui utilizzazione era avvenuta
abusivamente;

2) l'erronea applicazione della legge penale, segnatamente dell'articolo 640ter Cp,
perché attraverso l'uso abusivo del codice il soggetto attivo si era collegato col
programma, e in tal guisa aveva alterato il suo funzionamento, in quanto tale
operare «sfasa l'abbinamento tra l'acquirente della scheda e l'accreditamento della
ricaricay.

3) l'erronea applicazione della legge penale, in relazione al delitto di cui all'articolo
615quater Cp, dal momento che I'imputato si era procurato abusivamente i codici
idonei all'accesso ad un sistema informatico. Doveva pertanto tenersi conto della
coincidenza tra il codice che consente l'accesso con il codice che consente la
ricarica, e quindi l'esistenza di protezioni pur minimali idonee a evitare 'accesso
abusivo al sistema.

Dal canto proprio, la parte civile ha proposto ricorso ai soli effetti della
responsabilita civile, deducendo motivi pressoché sovrapponibili a quelli formulati
dalla parte pubblica. Ha sostenuto infatti col primo motivo che la tutela apprestata
dalla norma di cui all'articolo 615quater Cp riguardava i sistemi informativi protetti
e tale doveva ritenersi quello gestito dalla societa telefonica, perché il codice a 14
cifre era appunto condizione necessaria per accedere, nel senso di entrare in
comunicazione col sistema, onde non era fondata l'interpretazione che il Tribunale
aveva dato della fattispecie. Col secondo motivo la ricorrente ha censurato
l'inosservanza e l'erronea applicazione della legge anche per quel che attiene
l'articolo 640ter Cp, poiché dall'indebito utilizzo dei codici di ricarica conseguiva il
diniego automatico della ricarica stessa, il che comportava l'alterazione del sistema,
con I'impedimento agli utenti inconsapevoli di utilizzare positivamente la scheda di
cui pure avevano legittimamente acquistato la disponibilita.

Motivi della decisione

Ritiene la Corte che il ricorso ¢ fondato nei termini di cui si trattera con la
conseguenza che la sentenza del Tribunale va annullata con rinvio degli atti alla
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Corte di appello competente.

1) Si desume dalla sentenza impugnata che D.L., intestatario di cellulare
dell'Omnitel, si era avvalso, per la ricarica del proprio e di altri apparecchi
appartenenti a parenti ed amici, dei numeri di codice che gli erano stati indicati,
dietro un compenso pari alla meta di quello ufficiale, da una persona di nazionalita
straniera, numeri che erano contenuti in un elenco in possesso di questa. Era
risultato dalle indagini che numerosi codici provenivano da schede regolarmente
acquistate e di poi utilizzate da un gruppo di immigrati di origine romena. In
seguito alla utilizzazione della carta, i codici, composti di 14 numeri, erano stati
ricoperti con smalto per unghie e la scheda era stata inserita in una confezione
analoga a quella contenente la scheda nuova. La scheda cosi rimessa a nuovo
veniva ceduta da un componente del gruppo, con un elementare raggiro, al
rivenditore, scambiandola cio¢ con una nuova, che si era fatto consegnare e che
fingeva di restituire, adducendo di non essersi avvisto di non avere danaro
sufficiente per acquistarla, e consegnando appunto al suo posto quella gia utilizzata.
Tale operazione aveva interessato un notevole numero di schede, di guisa che la
societa telefonica era stata messa in allarme e aveva denunciato il fatto, a seguito di
varie proteste di utenti, che, avendo ricevuto dai rivenditori le schede alterate, non
avevano potuto ricaricare il telefonino.
Il Tribunale si ¢ diffuso nella ricostruzione del meccanismo per la ricarica della
scheda contenuta nel cellulare, con utilizzazione della tessera che contiene, ricoperti
con una vernice rimovibile, i numeri di codice, i quali, comunicati a un risponditore
automatico, portano all'accreditamento della somma, purché i piu volte menzionati
numeri non siano stati gia utilizzati o bloccati per altro motivo, onde attraverso
l'acquisto della scheda si attua I'accreditamento alla societa telefonica di somma di
denaro che poi, attraverso l'operazione descritta, consentira di usufruire di un
corrispondente traffico telefonico. Quanto all'azione che aveva portato
all'acquisizione delle schede, il Tribunale ha ritenuto che potesse al piu configurare
«un furto con mezzi fraudolenti (articoli 624-625 n. 2 Cp) della scheda nuova». Ad
avviso del Tribunale, l'interesse tutelato dalla norma di cui all'articolo 615quater Cp
ha per oggetto i sistemi informatici e telematici, poiché punisce condotte di accesso
abusivo o di permanenza all'interno di detti sistemi, vale a dire condotte di danno,
che nella specie non erano riscontrabili. E per la configurabilita del delitto di frode
informatica di cui all'articolo 640ter Cp, era richiesta l'alterazione del
funzionamento ovvero l'intervento su dati e programmi del sistema informatico, con
conseguente arbitraria modificazione dello stesso allo scopo di profitto, e anche tali
elementi non erano riscontrabili nel caso in esame. N¢ era, infine, ipotizzabile la
ricettazione, o la contravvenzione di incauto acquisto per essere mancato l'oggetto
materiale del reato, avendo l'imputato utilizzato dei numeri di codice, senza
l'apprensione materiale delle carte telefoniche.

2) Ciod posto, ad avviso della Corte, tenuto conto delle argomentazioni svolte dai
ricorrenti, il problema ¢ quello di stabilire quali reati siano stati commessi
dall'imputato, atteso che la materia ¢ resa complessa dall'introduzione di nuove
norme, non sempre di agevole interpretazione, volte a contrastare la cosiddetta
pirateria informatica.
Ma per compiere tale accertamento €, altresi, necessario individuare anche i reati
commessi dagli altri protagonisti della vicenda, sia perché tali delitti, come si vedra
tra breve, rifluiscono sulla posizione del L., sia perché in ordine agli stessi si €
pronunciato - sia pure incidentalmente - il Tribunale di Torino.

3). Ebbene, ritiene questo Collegio che 1'azione svolta da colui il quale si € recato
dal tabaccaio, e si ¢ fatto consegnare la tessera Omnitel, sostituendola con una
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tessera gia usata, integri gli estremi del delitto di truffa (articolo 640 Cp) e non del
reato di furto aggravato dall'uso di un mezzo fraudolento (articoli 624 e 625,
numero 2, Cp), come si afferma nel provvedimento impugnato.
Per il vero la fattispecie ¢ ai confini tra le due ipotesi delittuose, ma si propende per
la sussistenza del delitto previsto dall'articolo 640 Cp per le ragioni che seguono.
Come ¢ noto, la linea di confine tra la truffa e il furto aggravato dall'uso di un
mezzo fraudolento viene individuata dalla dottrina sottolineando che sussiste il
primo reato solo in quanto l'usurpazione ¢ operata con l'altrui consenso, che deve
essere cosciente e volontario; mentre si configura il furto quando l'usurpazione del
bene avviene senza la cooperazione della vittima.
E la giurisprudenza concorda con la dottrina, affermando che «il criterio distintivo
tra il reato di furto, aggravato dall'uso del mezzo fraudolento, e il reato di truffa, va
ravvisato nello impossessamento mediante sottrazione invito domino che
caratterizza il primo e manca nel secondo, nel quale, invece, il trasferimento del
possesso della cosa avviene con il consenso del soggetto passivo, consenso viziato
da errore per effetto degli artifici e raggiri posti in essere dall'agente» (Cassazione
penale, sezione seconda, 22 marzo 1983, Gozzo, Rv 161783).
In quest'ottica si € poi sviluppata una giurisprudenza (anch'essa ai limiti) secondo
cui «la sottrazione di merci dai banchi di un supermercato cui faccia seguito
l'esibizione alla cassa di uno scontrino relativo a merce pagata in precedenza, non
costituisce truffa, ma furto aggravato dal mezzo fraudolento: e cio in quanto lo
stratagemma posto in essere dal soggetto ¢ diretto non gia a farsi dare dal venditore
cose di cui non ha ancora possesso, ma soltanto a non pagare il prezzo di cose di cui
si ¢ gia impossessato prelevandole dai banchi di esposizione» (Cassazione penale,
sezione quarta, 24 gennaio 1996, Gulla, Rv 204994).
Tale giurisprudenza, che potrebbe avere fuorviato il Tribunale di Torino, tuttavia
non ¢ applicabile alla fattispecie, in quanto nel caso concreto ¢ stato il tabaccaio a
consegnare la carta telefonica al falso acquirente, il quale gli aveva fatto credere
che intendeva acquistarla.
In altri termini, il raggiro posto in essere da chi si ¢ recato dal tabaccaio consta di
due parti: la prima consiste nell'avere simulato di volere acquistare il documento in
questione e la seconda nel fare finta di non avere denaro liquido e nel restituire una
carta telefonica diversa da quella ottenuta con il primo comportamento.
Comunque, il possesso di quell'oggetto da parte dell'agente non si ¢ verificato invito
domino, dal momento che ¢ stato il tabaccaio a consegnarlo al finto acquirente. ¢
quindi, per utilizzare una terminologia della dottrina, 1'usurpazione ¢ stata operata
con il consenso cosciente e volontario della vittima, a costei carpito con I'inganno.

4). Comunque, quale che sia il reato commesso da chi ottiene, con le modalita
prima descritte, la carta telefonica dal tabaccaio, ¢ certo che qurst'ultima costituisce
cosa proveniente da delitto e che percio colui il quale l'acquista - avendo coscienza
di tale circostanza -commette il reato di ricettazione.
Sennonché, nel caso concreto la carta in questione non ¢ stata ceduta all'imputato da
colui che l'aveva sottratta al legittimo detentore, essendosi l'originario truffatore
limitato a digitare il numero di codice segreto, e ad accreditare in tal modo la
somma portata da  quel documento  sul telefono del L.
Sembra, quindi, che nel caso concreto la ricettazione debba essere esclusa, dal
momento che - per espresso disposto legislativo - tale reato ricorre quando il
soggetto agente acquista, riceve od occulta denaro o cose provenienti da un
qualsiasi delitto, e il digitare un numero di codice pud semmai riportarsi al concetto
di acquisto di una utilita, che & sicuramente. diverso da quello di cosa, non
equivalendo quest'ultimo a quello piu ampio di bene.
Del resto, il legislatore, proprio nel successivo articolo 648bis Cp, sul riciclaggio,
ha espressamente ricompreso tra gli oggetti materiali del reato anche le utilita, che
parrebbero quindi restare escluse dal delitto di ricettazione,(In tal senso, peraltro, la
giurisprudenza di questa Corte: cfr. Cassazione penale, sezione seconda, 4 dicembre
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1962, Sterlini, in Cassazione penale Mass., 1963, 518).

5) Tuttavia, pur non sussistendo il delitto di ricettazione, il fatto in questione integra
- ad avviso di questo Collegio - gli estremi del reato previsto dall'articolo 12 del
decreto legislativo 3 maggio 1991, numero 143, convertito in legge 197/91.
Tale norma stabilisce, infatti, che «Chiunque, alfine di trarne profitto per sé o per
altri, indebitamente utilizza, non essendone titolare, carte di credito o di pagamento,
ovvero qualsiasi altro documento analogo che abiliti al prelievo di denaro contante
o all'acquisto di beni o alla prestazione di servizi, ¢ punito con la reclusione da uno
a cinque anni e con la multa da lire 600. 000 a lire 3.000.000».
Ebbene, non v'¢ dubbio alcuno che la tessera Omnitel in questione costituisca un
«documento analogo alle carte di credito o di pagamento, che abilita alla
prestazione dei servizi telefonici»,- mentre ¢ altrettanto certo che l'originario
truffatore e l'imputato (a titolo di concorso con il primo avendo accettato l'offerta di
acquisto del servizio a meta prezzo) l'abbiano indebitamente utilizzata; tale
utilizzazione, peraltro, ¢ indebita in quanto la tessera in questione era stata
fraudolentemente sottratta a chi la deteneva legittimamente (cfr. sul tema la orinai
numerosa giurisprudenza sull'uso indebito della cosi detta Viacard sottratta al
legittimo proprietario, tra cui: Cassazione penale, sezione prima, 20 novembre
1997, Fava, Rv 209579).

6) Resta, infine, da esaminare se l'attivitd posta in essere dal ricorrente, anche in
concorso con colui il quale gli ha ceduto a meta prezzo il diritto di credito
incorporato nella carta prima sottratta, integri gli estremi dei delitti di cui agli
articoli 615quater (contestato), 615ter (non contestato, ma ipotizzato dallo stesso
difensore del L) e 640ter del Cp..
L'esame va iniziato dai primi due delitti, collocati entrambi tra quelli contro
l'inviolabilita del domicilio perché si € ritenuto che 1 sistemi informatici
costituiscano «un'espansione ideale dell'area di rispetto pertinente al soggetto
interessato, garantito dallo articolo 14 della Costituzione e penalmente tutelata nei
suoi aspetti piu essenziali e tradizionali agli articoli 614 e 615 del Cp» (cft.:
relazione sul disegno di legge).
Ebbene, I'incriminazione dell'accesso abusivo al sistema informatico altrui (articolo
615ter Cp) ¢ sostanzialmente finalizzato a contrastare il rilevante fenomeno degli
hackers, e cioé di quei soggetti che, servendosi del proprio elaboratore, collegato
con la rete telefonica, riescono a entrare in comunicazione con i diversi sistemi
informatici che a quella stessa rete sono collegati, aggirando le misure di protezione
predisposte dal titolare del sistema.
Mentre con l'articolo 615quater Cp il legislatore ha inteso rafforzare la tutela e la
segretezza dei dati e dei programmi contenuti in un elaboratore, gia assicurata
dall'incriminazione dell'accesso e della permanenza in un sistema informatico o
telematico prevista dall'articolo 615ter prima citato.
Quanto sopra premesso, si osserva che - ad avviso di questo Collegio - ¢ corretta la
decisione del Tribunale di Torino, secondo il quale nessuno di tali due reati ¢ stato
commesso dall'imputato.
Questi, infatti, non si ¢ introdotto abusivamente nel sistema, ma si ¢ limitato a
utilizzare il numero segreto riportato nella carta Omnitel, indebitamente ottenendo
(in violazione dell'articolo 12 del decreto legislativo numero 143/91, citato) la
prestazione di  servizi  telefonici ai quali non aveva diritto.
N¢ la condotta di chi ha rubato una carta telefonica e la utilizza ¢ in qualche modo
assimilabile a quella degli hackers, per contrastare i quali sono state introdotte le
norme in esame: nella prima ipotesi, infatti, 'agente non si introduce abusivamente
in un sistema informatico, sia perché - come ha ben evidenziato il Tribunale di
Torino - si ferma ai margini dello stesso, sia perché utilizza proprio quel mezzo che
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il gestore del sistema informatico ha previsto per il compimento di quell'operazione.
Diversa sarebbe, invece, l'ipotesi in cui un soggetto, utilizzando un elaboratore,
riuscisse a entrare nella memoria di quello del gestore del servizio telefonico e a
rilevare i numeri segreti in esso contenuti: in tale ipotesi vi sarebbe, infatti, la
evidente violazione dell'articolo 615ter Cp.

7). Analogo discorso puo essere effettuato con riferimento all'ipotesi delittuosa
prevista dall'articolo 640ter Cp: tale reato presuppone, infatti, che l'agente consegua
il profitto alterando il funzionamento di un sistema informatico o «intervenendo
senza diritto con qualsiasi modalita su dati, informazioni o programmi» in
qurst'ultimo contenuti.
E tale - ad avviso di questo Collegio - non ¢ l'ipotesi di chi utilizza una carta
telefonica illecitamente sottratta al legittimo detentore, bensi quella dell'hacker, da
ultimo descritta.

8). D'altro canto, tale interpretazione non lascia la fattispecie per cui ¢ processo
priva di tutela penale, dal momento che I'ipotesi di reato individuata come corretta,
e cio¢ quella del citato articolo 12 del decreto legge numero 143/91, punisce
I'agente con la reclusione da uno a cinque anni e la multa da lire 600.000 a lire
3.000.000, e cio¢ con una pena piu severa di quella prevista dalle norme che sono
state contestate al L..

9) Non si ritiene, infine, di provvedere in ordine alle spese processuali sostenute
dalla parte civile nel presente grado di giudizio, atteso che la condanna alla loro
rifusione € subordinata alla pronuncia di una sentenza di accoglimento della
domanda di risarcimento del danno, allo stato ancora mancante (cfr. articolo 541,
comma 1, Cpp), cio non toglie ovviamente che nell'ipotesi di futuro accoglimento
di siffatta domanda, conseguente all'accertamento della responsabilita penale del L.,
la Corte di appello di Torino dovra provvedere anche in ordine a tali spese, nonché
in ordine a quelle sostenute dalla parte civile nel giudizio di primo grado.
In tal senso del resto la giurisprudenza di questa Corte, secondo cui «poiché nel
processo penale 1'obbligo della rifusione delle spese giudiziali sostenute dalla parte
civile ¢ collegato alla soccombenza, la quale, nel giudizio di impugnazione deve
essere valutata con riferimento al gravame, nell'ipotesi di ricorso del Pm la parte
civile, pur avendo il diritto di intervenire, non pud ottenere la rifusione predetta
all'esito del giudizio di legittimita che si € concluso con I'annullamento con rinvio,
ferma restando la possibilita di far valere le proprie ragioni nel corso ulteriore del
processo. (Nella specie, su ricorso per saltum del Pm, era stata annullata con rinvio
la sentenza del pretore che aveva assolto l'imputato dal reato di insolvenza
fraudolenta in danno della societa Autostrade spa)» (Cassazione penale, sezione
seconda, 27 febbraio 1997, Pm in proc. Maiolino, Rv 207559, ma cfr. anche:
Cassazione penale, sezione quarta, 15 ottobre 1999, Barbisan, Rv 216462).

10) Alla stregua delle superiori considerazioni e - considerato che i fatti puniti dalla
disposizione di legge da ultimo citata sono stati materialmente contestati con i capi
di imputazione all'imputato, il quale su di essi ¢ stato messo in grado di difendersi,
(come risulta dalla ricostruzione operata dallo stesso imputato e di cui tratta la
sentenza del Tribunale a fol. 9) - la sentenza impugnata deve essere annullata con
rinvio, previa qualificazione del fatto come violazione dell'articolo 12 decreto legge
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143/91.

Gli atti - ai sensi dell'articolo 560, comma 4, Cpp - vanno trasmessi alla Corte di
appello di Torino, la quale si uniformera ai principi di diritto innanzi esposti.

PQM

Qualificata la condotta contestata all'imputato come violazione dell'articolo 12
decreto legge 143/91, annulla la sentenza impugnata e dispone trasmettersi gli atti
alla Corte di appello di Torino per il giudizio.
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